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Abstract— We develop distributed algorithms for
self-recon�guring sensornetworks that respondto
dir ecting a target thr ough a region. The sensornet-
work modelsthe danger levelssensedacrossits area
and has the ability to adapt to changes. It repre-
sents the dangerous areas as obstacles. A proto-
col that combinesthe arti�cial potential �eld of the
sensorswith the goal location for the moving object
guides the object incrementally acrossthe network
to the goal, while maintaining the safestdistanceto
the danger areas. We report on hardware experi-
mentsusing a physical sensornetwork consistingof
Mote sensors.

I . INTRODUCTION

We wish to createmore versatile information
systemsby using adaptive distributed sensornet-
works: hundredsof small sensors,equippedwith
limited memory and multiple sensingcapabili-
ties which autonomouslyorganizeandreorganize
themselvesasad-hocnetworks in responseto task
requirementsandto triggersfrom theenvironment.
Distributed adaptive sensornetworks are reactive
computingsystems,well-suited for tasks in ex-
tremeenvironments,especiallywhenthe environ-
mentalmodel and the task speci�cationsare un-
certainand the systemhas to adaptto them. A
collectionof activesensornetworkscanfollow the
movementof a sourceto be tracked, for example
a moving vehicle. It canguide the movementof

anobjectontheground,for exampleasurveillance
robot.Or it canfocusattentionoveraspeci�c area,
for examplea�re to localizeits sourceandtrackits
spread.

A sensornetwork consistsof acollectionof sen-
sorsdistributed over someareathat form an ad-
hoc network. Eachsensoris equippedwith some
limited memoryandprocessingcapabilities,mul-
tiple sensingmodalities,and communicationca-
pabilities. Previous work in sensornetworks has
concentratedon routing protocolsfor sensornet-
works. Often the network topology is unknown
andthenetwork hasto discover thebestroutefor a
packet. Optimizationcriteriaincludeshortestpath
to destination,minimum power utilization, maxi-
mumminimumresidualpower in thenetwork, etc.

In this paperwe focuson a reactive taskin sen-
sor networks: guiding the movementof a user
equippedwith a node that can talk to the �eld
of sensorsacrossthe �eld. We also discusshow
sensornetworks canserve asadaptive distributed
repositoriesof information.

More speci�cally, we build on importantprevi-
ous work by [3], [11], [32], [4], [20], [19] and
examine in more detail reactive sensorsthat can
adaptto their environmentby capturinga danger
level mapanddistributing this mapacrossthenet-
work. We representthe dangerdetectedby the
sensorsas “obstacles” in the network and com-
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pute the arti�cial potential �eld that corresponds
to thecurrentstate.We thendevelopa distributed
protocolthatcombinesthisarti�cial potential�eld
with information about the direction and goal of
the moving object and guaranteesthe bestsafest
pathto thegoal. By safestpathwe meanthepath
with thelargestclearanceof thedangerzones.We
alsodevelop a protocol for distributing the infor-
mation in the sensornetwork, suchasthe danger
mapandshortestpaths. We thenshow how sen-
sorsequippedwith limited memorycancooperate
to holdandretrieve informationaboutthenetwork.
Finally, we discussan implementationof our pro-
tocols on a real sensornetwork consistingof 50
Motesensors[10], [9], [31] andpresentourexper-
imentaldata.

I I . RELATED WORK

We areinspiredby previouswork in sensornet-
works[27], [1], [7], [6], [2], [23], [29], [18], [16],
ad-hocnetworks [12], [8], [24], [25], [26], [28],
[5], [22], [21], androbotics[14]. Our experimen-
tal work is donewith theMote hardware[10], [9],
[31].

In [3], CedarandEstrinproposeanadaptiveself-
con�guring sensornetwork topology. The nodes
self-con�gureto establisha topologythatprovides
communicationandcoverage.Eachnodecande-
cidewhetherto join thenetwork by consideringthe
network condition,the lossrate, the connectivity,
etc. If a nodecancontribute to thenetwork, it will
join thenetwork, otherwise,it will sleepor adjust
its duty cycle. In our paper, we concentrateon the
applicationrequirements,suchasinformationdis-
tribution in thenavigationguidingapplication.

In Intanagonwiwat et al.'s direct diffusion [11]
approach,datageneratedby sensornodesis named
by attribute-value pairs. A noderequestsdataby
sendinginterestsfor nameddata;theinterestswill
bepropagatedwithin thenetwork to �nd thesource
of therelateddata.Thedirectdiffusionmethodis
usedto reinforcethe bestpathfrom the sourceto
the sink. We proposeto actively disseminatethe

informationin thenetwork,andconsiderthesensor
network asaninformationbase.

Ye et al. [32] proposea MAC protocol that
aimsatenergy conservationandself-con�guration.
They useperiodiclistenandsleepto conserve en-
ergy. In order to keep the nodescommunicat-
ing with eachother, they must be synchronized.
Sohrabiet al. [30] proposeseveral algorithmsfor
the self-organizationof a sensornetwork, which
includesthe self-organizing mediumaccesscon-
trol, energy-ef�cient routing,andformationof ad-
hocsubnetworksfor cooperative signalprocessing
functions.

In thebroadareaof ad-hocnetworks,many rout-
ing protocolshave beenproposed,including [12],
[8], [24], [25], [26], [28], [5], [22], [21], [17].

The application developed in this paper uses
techniquesfrom robotics,wherea key problemis
how to planthemotionof moving robots.A good
overview of motion planningin roboticsis given
by [14]. [15] proposesa robotmotionplannerthat
rasterizescon�guration spaceobstaclesinto a se-
ries of bitmap slices,and then usedynamicpro-
grammingto computethedistancefrom eachpoint
to thegoalandthepathsin thisspace.Thismethod
guaranteesthat therobot �nds thebestpathto the
goal. [13] discussesthe useof arti�cial potential
�eld for robot motion planning. A robot moving
in accordanceto the potentialwill never hit ob-
stacles,but it may get stuckin local minima. We
combinethe two methodsto �nd the bestpathto
thegoal,which is safeandshort,andmodify them
to adaptedthemto thedistributednatureof sensor
networks.

I I I . A DISTRIBUTED ALGORITHM FOR

GUIDING THE NAVIGATION OF A USER

Sensorsdetectinformationaboutthe areathey
cover. They canstorethis information locally or
forwardit to a basestationfor furtheranalysisand
use. Sensorscanalsousecommunicationto inte-
gratetheir sensedvalueswith therestof thesensor
landscape.In this sectionwe explore using sen-
sor networks as distributed information reposito-
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ries. We describea methodto distribute the infor-
mationaboutthe environmentredundantlyacross
the entirenetwork. Usersof thenetwork (people,
robots,unmannedplanes,etc.) canusethis infor-
mationasthey traversethenetwork. We illustrate
this propertyof a reactive sensornetwork in the
context of aguidingtask,whereamoving objectis
guidedacrossthenetwork alonga safepath,away
from thetypeof dangerthatcanbedetectedby the
sensors.

The guidingapplicationcanbe formulatedasa
roboticsmotionplanningproblemin thepresence
of obstacles. The dangerousareasof the sensor
network arerepresentedasobstacles.Dangermay
includeexcessive heat(volcanoes,�re, etc), peo-
ple, etc. We assumethat eachsensorcan sense
the presenceor absenceof suchtypesof danger.
A dangercon�guration protocolrun acrossall the
nodesof thenetwork createsthedangermap. We
do not envision that thenetwork will createanac-
curategeometricmap, distributed acrossall the
nodes. Instead,we wish for the nodesin the net-
work to provide someinformationabouthow far
from dangereachnodeis. If the sensorsareuni-
formly distributed,thesmallestnumberof commu-
nication hops to a sensorthat triggers “yes” to
danger is a measureof thedistanceto danger. The
goal is to �nd a path for the moving object that
avoids the dangerousareas. We envision having
theuseraskthenetwork regularly for whereto go
next. The nodeswithin broadcastingrangefrom
theusersupplythenext beststep.

Thereare numeroussolutionsto motion plan-
ning in the presenceof obstaclesanduncertainty.
For a goodsurvey of the techniquessee[14]. We
seekasolutionthatlendsitself naturallyto thedis-
cretenatureof sensornetworks. In [15], Donaldet
al. describean optimal solutionfor motion plan-
ning whenthemapof theworld is given. The�rst
stepof thesolutionis to rasterizethecon�guration
spaceobstaclesinto a seriesof bitmapslices.Dy-
namic programmingis then usedto calculatethe
optimal path in this space.Although this method
cannot be applieddirectly, it canbe adaptedfor

Fig.1. Thetop�gure showsatypicalsetupfor thenavigation
guiding task. The solid black circlescorrespondto sensors
whosesensedvalueis “danger”.Thewhitecirclescorrespond
to sensorsthatdonotsensedanger. Thedashedline showsthe
guiding pathacrossthe areacoveredby the sensornetwork.
Notethatthepathtravelsfrom sensorto sensorandpreserves
a maximaldistancefrom thedangerareas,while progressing
to the exit area. The bottompictureshows someMote sen-
sorsusedfor ourexperiments.Thethreesensorsplacedin the
uprightpositiondenote2 obstacles(thatis, dangerareas)and
onegoal.

sensornetworks.Althoughthemapis not immedi-
atelyavailable,themotionplanningalgorithm�ts a
sensornetwork well in two ways.First, thesensors
canberegardedasthebitmappixels. Second,the
dynamicprogrammingcomponentof thealgorithm
canbeimplementedby usingthesensorcommuni-
cations.

In order to supply obstacle information to
the planningalgorithm we usearti�cial potential
�elds. In anarti�cial potential�eld, objectsmove
undertheactuationof arti�cial forces.Usually, the
goal generatesan attractive potentialwhich pulls
theobjectto thegoal. Theobstaclesgeneratea re-
pulsive potentialwhich pushtheobjectaway from
thegoal.The(negated)gradientof thetotal poten-
tial is thearti�cial forceactingon theobject. The
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Algorithm 1 Thepotential�eld computationpro-
tocol.

1: for all sensorssi in thenetwork do
2: poti = 0
3: if sensed-value= danger then
4: hopsi = 0
5: Broadcastmessage(i; hops = 0)
6: if receive(j; hops) then
7: hopsj = min(hopsj ; hops+ 1)
8: Broadcastmessage (j; hopsj )
9: for all receivedj do

10: Computethe potential potj of j using
potj = 1

hopsj
2

11: Computethepotentialat si usingall potj ,
poti = poti + potj

directionof this force is thecurrentbestdirection
of motion[14].

The “obstacles”(recall they correspondto the
dangerousareas)will have repulsingvaluesand
the goal will have an attractingvalue according
to somemetric (seeFigure1(Top)). Algorithm 1
shows the potential �eld protocol. The poten-
tial �eld is computedin the following way. Each
nodewhosesensortriggers“danger” diffusesthe
informationaboutthedangerto its neighborsin a
messagethat includesits sourcenodeid, the po-
tential value, and the numberof hops from the
sourceof the messageto the currentnode. When
a nodereceivesmultiple messagesfrom the same
sourcenode, it keepsonly the messagewith the
smallestnumberof hops. (The messagewith the
leasthopsis keptbecausethatmessageis likely to
travel along the shortestpath.) The currentnode
computesthenew potentialvaluefrom this source
node. The nodethen broadcastsa messagewith
its potentialvalueandnumberof hopsto its neigh-
bors.

After this con�guration procedure,nodesmay
have several potentialsfrom multiple sources.To
computeits currentdangerlevel information,each
nodeaddsall thepotentials.

Note that thepotential�eld protocolprovidesa

Algorithm 2 The safestpathto goal computation
protocol.

1: Let G beagoalsensor
2: G broadcastsmsg = (Gid ; myid (G); hops =

0; potential = 0)
3: for all sensorssi do
4: Initially hopsg = 1
5: if receive((g; k; hops;potential ) then
6: Computethepotentialintegration from

thegoal to here:
Pg = min (Pg; potential + poti )

7: hopsg = min (hopsg; hops+ 1)
8: if Pg == Pg + poti and

hopsg == hops+ 1 then
9: prior g = k

10: Broadcast(Gid ; myid (si ); hopsg; Pg)

distributedrepositoryof informationaboutthearea
coveredby thesensornetwork. It canberun in an
initializationphase,continuously, or intermittently.
Thesensornetwork canself-recon�gureadaptively
to thecurrentlandscape.It updatesits distributed
informationcontentby runningthe potential�eld
computationprotocol regularly. In this way, the
network canadaptto sensorfailure,to theaddition
of new nodesinto thenetwork andto dynamicdan-
gersourcesthatcanmoveacrossthenetwork.

The potential �eld information storedat each
nodecanbeusedto guideanobjectequippedwith
a sensorthatcantalk to thenetwork in anon-line
fashion. The safestpath to the goal canbe com-
putedusingAlgorithm 2. The goal nodeinitiates
a dynamicprogrammingcomputationof this path
using broadcasting.The goal nodebroadcastsa
messagewith thedangerdegreeof thepath,which
is zerofor thegoal.Whenasensornodereceivesa
message,it addsits own potentialvalueto thepo-
tential valueprovided in the message,andbroad-
castsa messageupdatedwith this new potentialto
its neighbors. If the nodereceives multiple mes-
sages,it selectsthemessagewith thesmallestpo-
tential (correspondingto the leastdanger)andre-
membersthesenderof themessage.
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Algorithm 3 Thenavigationguidingprotocol.
1: if si is ausersensorthen
2: while Not at thegoalG do
3: Broadcastinquiry message(Gid )
4: for all receivedmessagesm =

(Gid ; myid (sk ); hops;potential ; pr ior )
do

5: Choosethe messagem with minimal
potentialthanminimalhops

6: Let myid (sk) be the id for the sender
of thismessage

7: Move towardmy id (sk ) andpr ior
8: if si is aninformationsensorthen
9: if receive (Gid ) inquiry messagethen

10: Replywith
(Gid ; myid (si ); hopsg; Pg; pr ior g)

A userof thesensornetwork canrely on thein-
formationcomputedusingAlgorithms 1 and2 to
getcontinuousfeedbackfrom thenetwork on how
to traversethe area. Algorithm 3 shows the nav-
igation guiding protocol. The userasksthe net-
work for whereto go next. Theneighboringnodes
reply with their currentvalues. The user's sensor
choosesthebestpossibility from thereturnedval-
ues. Note that this algorithm requiresthe “inte-
grated”potentialcomputedby Algorithms1 and2
in orderto avoid gettingstuckin localminima.

We can prove that our protocolswill correctly
determinethe safestpath to the goal without get-
ting stuckin the local minimathatareoftenanis-
suewith arti�cial potential�elds methods.

Theorem1: Algorithm 3 will always give the
usersensora pathto thegoal.

Proof: In Algorithm 2, the pr ior link of
a nodepoints to a nodethat haspotential value
less than that of the current node. So for each
nodeotherthanthegoal,theremustbeaneighbor-
ing nodethathasa smallerpotential value. This
provesthatthereis nolocalminimain thenetwork.

Theuser's sensorcanalways�nd anodeamong
its neighborsthat leads to a smaller potential
value. If the processcontinues,the nodewill end

up with the goal that has the smallestpotential
value0. Therefore,Algorithm 3 canalwaysgive
theusersensorapathto thegoal.

Algorithms1 and2 askeachsensorto broadcast
uponreceiving a messagewith fewer hopsto the
dangerousareaor asmallerpotentialintegrationto
the goal. Many broadcastsmay not be necessary
sinceonly the messagewith the leasthopsto the
dangeror the minimal potentialintegrationto the
goal is useful. To reducethe messagebroadcasts,
wecanlet eachsensorwait for sometimebeforeit
broadcasts.Thewaiting time for sensorsi is pro-
portionalto oneunit in Algorithm 1 andthevalue
poti in Algorithm 2. Wecanprove thatthenumber
of messagebroadcastsfor eachsensoris 1 in each
algorithm. The detailedanalysiscanbe found in
[18].

IV. USING SENSOR NETWORKS TO

DISTRIBUTE INFORMATION

SectionIII provided a simpleexamplefor how
to useasensornetwork asadistributedinformation
repositoryabouttheenvironmentin thecontext of
anavigationguidingapplication.In thissectionwe
examinein moredetailhow touseasensornetwork
asadistributedinformationrepository.

Consideragainthe navigation guiding applica-
tion formulated as a motion planning problem.
Supposemultiplegoalareinstalledin thenetwork.
It is possiblethateachsensorhasenoughmemory
to storeall the pertinentinformation about these
goals. However, the currentsensorhardware has
very limited memorywhichrestrictstheamountof
informationthatcanbestored.

Wearguethatsensorsdonothaveto storeall the
informationaboutthe goals. Instead,all the nec-
essaryinformation should be storedsomewhere,
but not everywhere,in the network. The impor-
tant thing is beingableto retrieve the information
any time it is needed.

Many sensorscancooperateto storeinformation
by having eachsensorlocally storeonly partof it.
If thedensityof the network is suchthat multiple
sensorscover thesamearea,the local information
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is thesamefor thesensorsin someneighborhood.
Thus,it doesnot matterwho storeswhat. We pro-
posethatwhenanodereceivesapieceof informa-
tion aboutthenetwork, it randomlychoosesto ei-
therkeepit or to discardtheinformation.To make
thiswork, wemustaddress(1) how to quantifythe
probability of discardingthe informationwith re-
spectto theinformationamount,themessagesize,
and the densityof the nodes;(2) how to retrieve
theinformationfrom thissensorproximity, and(3)
what are the trade-offs betweenthe memoryuti-
lizationandbroadcastingamount.

In orderto addresstheinformationstorageques-
tion, considerthe proximity areaS coveredby a
groupof sensors.All local (environmental)infor-
mationaboutS is the samefor all thesesensors.
To useAlgorithm 3, at leastoneof the sensorsin
S muststoreinformationaboutthegoals.Let � � S
bethenumberof sensorsin theareawhere� is the
densityof thesensordistribution andS is thearea
of the �eld in question.Supposeeachsensorhas
memorym. Thenm�S is thetotal memoryacross
all sensors.Let the amountof information to be
recordedbe

P
mi wherem i is thesizeof informa-

tion i . If m�S �
P

mi , thenit is possiblethat in
the proximity areaS, all the requiredinformation
canbefoundlocally usingAlgorithm3. Toachieve
this informationdistribution when the amountof
informationis too large for a node's memory(that
is, m <

P
mi ), wecanusearandom,independent

anddistributedmethodto storetheinformationon
eachsensor. Eachsensornoderandomlykeepsa
pieceof informationwith probability p = mP

m i
.

Whenit receivesapieceof information,theproba-
bility thattheinformationcanbefoundin thisarea
is 1 � (1 � p) �S (seeFigure2). Currently, we are
alsoexploring someotherapproachesto coopera-
tive cachingdataamongproximity sensors.

Algorithm 4 summarizestheprotocolfor locat-
ing a pieceof informationin a sensornetwork. If
the informationcannotbe found in the proximity
areaS, thesensormusttry to retrieve information
beyondtheareain thesensornetwork. Intuitively,
the requestfor information is broadcastto all the
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Fig. 2. This �gure shows theprobability(Y-axis)thatapiece
of informationcan be found in S, someneighborhoodof a
sensor. The X-axis is the probability that the sensorkeepsa
pieceof information.We plot for variousnumbersof sensors
in theareafrom �S = 2 to �S = 10 where�S is thenumber
of sensorsin thatarea.As thenumberof thesensorsincreases,
the probability to �nd someinformationin thatareais close
to 1 eventhoughtheprobabilitythata sensorkeepstheinfor-
mationis small.

sensorsin the areaS. The sensorswho have the
informationreply to the request.If thereis no re-
ply in the transmissionrange,the requestmustbe
broadcastagainto a larger area,by makinglarger
andlargerconcentriccommunicationbands.More
speci�cally, theusersendsout the informationre-
quest;the sensorsin the broadcastrangehearthe
requestandreplyif they havetheinformation.Oth-
erwisenosensorrepliesto therequest.After some
periodof silencewith noreply(� , thetransmission
time for therequestandreply message),theuser's
requestingnodesendsout an informationrequest
for two hops. Eachnodereceiving this message
will broadcasttherequestout. If theinformationis
found,it is sentbackto therequestingnode.Other-
wiseaftersometime of silencetime with no reply
(2� here),therequestingnodesendsout an infor-
mationrequestfor threehops,andso on, until �-
nally the informationgetsback to the requesting
node.
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Algorithm 4 Sensorinformationqueryalgorithm
1: if I amthequerysensors then
2: depth1 = depth2 = 1
3: while truedo
4: Broadcast(s;query; depth1; depth2)
5: Wait for timedepth1 � �
6: if somereplyarrivesthen
7: stop
8: else
9: depth1 + + , depth2 + +

10: if I amnot thequerysensorthen
11: receive(s;query; depth1; depth2)
12: if I have alreadyreceived a messagewith

pre�x (s;query; depth1; � ) then
13: discardthemessage
14: if I have theinformationto query then
15: sendtheinformationto s, stop
16: if depth2 � 1 == 0 then
17: stop
18: else
19: broadcast(s;query; depth1; depth2 � 1)

V. EXPERIMENTS

We have implementedthealgorithmsdescribed
in Section III using the Mote MOT300 sensors
[10], [9], [31].

A. TheMoteHardware

The Mote hardware con�guration includes a
microcontroller and devices such as LEDs, a
low-power radio transceiver, a photo-sensor, a
serial port, and a co-processorunit (see Fig-
ure 1(Bottom)). We have augmentedthis plat-
form with a power sensoranda soundsensor. We
are currently using the secondgenerationMICA
MotesMOT300with anAtmel ATMEGA103pro-
cessor(4MHz, 128KB InstructionMemory, 4KB
RAM), and 4Mbit �ash. The radio communica-
tion consistsof an RF Monolithics 916.50MHz
transceiver (TR1000),antenna,andsomecompo-
nents to adjust the physical layer characteristics
suchassignalstrengthandsensitivity.

The operatingsystemsupportfor the Motes is
providedby TinyOS,anevent-basedoperatingsys-
tem. TinyOS consistsof a very small scheduler
andcomponentsthat abstractthe Mote functions:
clocks for timing, RFM for radio raw datacom-
munication, Radio Byte, Radio Packet and Ac-
tive Messagefor differentabstractionsof themote
communicationsimilar to thenetwork stack.Each
componentis triggeredby explicit commandsfrom
the upper level, or by eventsfrom other compo-
nents,suchas clock interrupts,messagearrivals,
messagesendcompletions,etc.

B. CorrectnessValidation

We have implementedthe protocols in Algo-
rithms 1, 2, and 3. In our experiment,we asked
boththegoalsandtheobstaclesto generatethepo-
tential �eld andpropagateit to the entirenetwork
periodically. Sothegoalsandtheobstaclescanbe
addedto thenetwork atany time.

Thegoal is representedwith oneMote. Theob-
staclesarerepresentedby oneMoteeach.Theuser
or robot traversingthesensornetwork is alsorep-
resentedby oneMote.

A �rst experimentwasdesignedto show empir-
ically that the protocolswork andarecorrect. In
this �rst experimentweuseda grid of 12 �rst gen-
erationMotes.All neighborsarewithin communi-
cationrange.Theapplicationis run by iteratinga
requestfor thenext stepby therobot,aresponseby
thenetwork, andamoveto thedirectionof thenet-
work response.To implementthis lastpartwe as-
sumethatthenodesknow their locationandthatit
canbetransmittedto themovingobject/robot.This
canbedoneby augmentingMoteswith a GPSlo-
cation,or via triangulation.Sincewehavenotdone
this augmentationof the hardware yet, we simu-
late locationknowledgeby placingtheMotesin a
grid patternandsupplyingcoordinates.Thepoten-
tial �eld andgoalpathcomputationsarerunby the
network continuously.

Whenanobstacleor goalbroadcasts,thereceiv-
ing network nodechecksits list of known goals,
andreplacestheold datawith thenew broadcastif



8

thenew broadcasthasalowerhopcount.If theob-
stacleor goalis unknown, thenanentryis created,
andit erasestheoldestentryif thereis no room.

When a nodereceives a broadcast,it degrades
thevalueof thebroadcastbasedeitheron a linear
functiononthenumberof hops(for goals)orby the
numberof hopssquared(for obstacles).If thenew
valueis not below a cutoff threshold,thepacket is
transmittedto its neighbors.

When a robot requestspotentialestimates,all
nodesthatcanhearit respond.Therobotchooses
the nodewith the lowestvalue(that is lower than
the valueof the currentnode). The robot moves
towardthisnode.

This �rst experimentproved thata robotwith a
sensornodeactuallywentaroundtheobstaclesand
got to the goal, via the correctpath. We alsoob-
servedthatthenetwork adaptedto theintroduction
of new obstaclenodesquickly androbustly.

Whena new obstacleis insertedin thenetwork,
the obstaclestartsbroadcastingits dangerinfor-
mationwhich affectstheinformationheldby each
node.At this point Algorithms1 and 2 causethe
local informationto change.We call thetotal time
for thenetwork to identify thenew distancesfrom
dangerandto the goal for eachnodethe time for
the networkto stabilize. In otherwords,the time
for thenetwork to stabilizeis theinformationprop-
agationtime in thenetwork, whichdependson the
maximal hopsfrom the goalsor the obstaclesto
any nodein the network. In our experiment,the
maximalhopcountwaseight,so thenetwork sta-
bilization timewas8 � 0:07 = 0:56 secondswhere
0:07 is themeasuredpacket transmissiontime for
onehop. Whenanobstacleis addedto thesystem
online, it takesan identicalamountof time to dif-
fusethe informationto the whole network. Since
eachnodeonly propagatesthe messagewith the
leasthops,if we assumeeachnodegetsthe least
hopmessagesearlierthanthemessageswith more
hops, the numberof messageseachnode trans-
mits is approximatelythenumberof obstaclesand
goals.

C. MeasuringAdaptation

We have implementedthe protocols in Algo-
rithms1, 2, and 3 onthesecondgenerationMotes
MOT300. In this secondexperiment,we useda
50 Mote MOT300testbed.We arrangedthenodes
in thegiventopologyandgave eachnodeposition
information(whichcouldbeobtainedusingaGPS
extensionof thehardware.)Weranasuiteof differ-
entnetwork topologiesandmeasuredthenetwork
stabilizationtime whenobstaclesandgoalsarein-
jectedon-linein thenetwork. TablesI andII sum-
marizeourdata.

Thelayoutsincludegridswith variousnumbers
of Motes,randomlydispersedMotes,andcircles.
In eachnetwork we insertedobstaclesensors(as-
sumedto have detecteddanger)andgoal sensors.
The focus of theseexperimentshas beento de-
termineon how quickly the network respondsto
theenvironmentalchange,speci�cally new danger
sourcesandgoalchanges.

We ran all the experimentson a large table in
our lab, asshown in Figure1(Bottom). For each
experiment,we set the transmissionrangeto be
very small (9”). In all thesesecondroundexper-
imentswe focusedon thenetwork asa wholeand
did not usea basestation(thus,we did not collect
datain a centralplace.) BecauseMote sensorsdo
notprovideaneasywayto synchronizeclocksand
to dolocaltimemeasurements,weusedthefollow-
ing procedureto capturetiming data.Eachtime a
nodesentabroadcast,oneof its LEDs �ashed.We
recordedthe experimentwith a Sony video cam-
era at a rate of 30 framesper second. We then
analyzedthe resulting video to capturethe tim-
ing measurements—whichgave usa resolutionof
1=30th of a second. We looked at the video se-
quenceframeby frameandkepttrackof whenand
whichLED triggered.Sincetheoverall timingsare
on theorderof seconds,we believe our methodol-
ogy is accurateenough.

We analyzedfour metricsfor eachexperiment:
the time for the dangerinformation to propagate
from the danger/obstaclesensorto the whole net-
work, the time for all the nodesin the network
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TABLE I
THE DATA THAT SUMMARIZES TIMING MEASUREMENTS FOR SEVERAL EXPERIMENTS WITH A SENSOR NETWORK

CONSISTING OF MOTE SENSORS. ALL NETWORK TOPOLOGIES ARE SUMMARIZED AS GEOMETRIC ICONS AND ALL

MEASUREMENTS ARE IN SECONDS.

Exp.
Con�g.

danger
propagation

Shortest
distance

goal
propagation

safest
path

� � �

� � �

� �

� �

0.23 1.13 0.17 9.23
� � �

� � �

� � �

� � �

0.20 2.17 0.13 4.23
� � �

� � �

� � �

� � �

1.16 3.13 2.13 10.03

� � �

� � �

� � �

� � �

0.10 3.10 0.10 1.07

� � �

� � �

	 	

	 	

0.23 1.33 0.13 1.07


 
 



 
 


� � �

� � �

1.43 2.10 0.17 2.17

� � �

� � �


 



 


1.10 27.17 4.27 9.10
� � �

� � �

� �

� �

7.27 10.13 0.04 33.80
� � �

� � �

� �

� �

0.17 6.17 0.04 19.37
� � �

� � �

� � �

� � �

4.20 9.10 1.37 22.63
For eachexperiment,thegoalis at theblackdiskandthedangeris at theshadeddisk.

to obtain their shortestdistanceto the dangerous
areas,the time for the goal informationto propa-
gateto thewholenetwork, andthetime for all the
nodesin thenetwork to obtaintheir safestpathto
thegoal.TablesI andII show thetime distribution
of thefour metrics.

We also did experimentsto measurethe re-
sponsetime of the sensornetwork after changing

thetopologyof thenetwork. Startingfrom theini-
tial topology (No. 0), we changedthe locations
of theobstaclesandrecordedtheresponsetime in
eachexperiment. Table III shows the dataof 15
consecutive experiments.Theresponsetime is de-
�ned astheperiodfromthetimewhenthetopology
changeoccursto thetime whentherobot�nds the
pathto thegoal. The routecacheon eachmoteis
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TABLE II
TABLE I CONTINUED

Exp.
Con�g.

danger
propagation

Shortest
distance

goal
propagation

safest
path

� � �

� � �

� � �

� � �

1.23 22.33 2.27 19.27
� � �

� � �

� � �

� � �

5.20 20.30 1.17 9.40
� � �

� � �

� � �

� � �

1.30 16.23 1.10 2.17
� � �

� � �

� �

� �

9.37 17.37 0.33 8.43

� � �

� � �

	 	 	

	 	 	

1.10 1.10 3.13 5.10


 
 



 
 


� � �

� � �

7.27 12.23 0.20 8.40

� � �

� � �


 
 



 
 


4.20 4.20 0.30 12.80

� � �

� � �

� � �

� � �

0.20 7.17 1.13 3.13

� � �

� � �

� � �

� � � 1.20 20.23 2.13 3.13

refreshedevery 10 seconds.Therouteinformation
incurredby thetopologychangeis updatedonlyaf-
ter �ushing thecache.Without takinginto account
the informationpropagationtime, the averagere-
sponsetime is 5 seconds.The informationpropa-
gationaddsextra time afterthecacheis �ushed.

Several interestingaspectsof theseexperiments
canbe observed. The time for network stabiliza-
tion (that is, the time for all the nodesto get the
shortestdistanceto thedangersourceandthetime
for all thenodesto get thesafestpathto thegoal)
takes much longer than we expected. In our al-
gorithms we madetwo typical assumptions:(1)

a nodebroadcaststhe messagereceived immedi-
ately and (2) eachnodegetsthe packet traveling
through the shortestpath. We observed that on
thehardwaretestbedneitherof theseassumptions
held. The network stabilizationtakesa long time
becauseof network congestionandtransitorylink
status. Often, nodesseeminglyout of rangehear
eachotherfor brief momentsof time.

Ourobservationsof thesehardwareexperiments
have taughtussomelessonsabouttheassumptions
usedby mostdistributedsensornetwork protocols
examinedtheoreticallyor in simulation.

1) Data loss.Datalossis not rarein sensornet-
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TABLE III
THE DATA OF THE RESPONSE TIME FOR SEVERAL EXPERIMENTS WITH A SENSOR NETWORK CONSISTING OF MOTE

SENSORS. ALL NETWORK TOPOLOGIES ARE SUMMARIZED AS GEOMETRIC ICONS AND ALL MEASUREMENTS ARE IN

SECONDS.

Exp.
No.

Exp.
Con�g.

Response
Time

Exp.
No.

Exp.
Con�g.

Response
Time

0
� � �

� � �

� � �

� � �

0 8
� � �

� � �

� � �

� � �

4.43

1
� � �

� � �

� � �

� � �

3.63 9
� � �

� � �

� � �

� � �

5.33

2
� � �

� � �

	 	 	

	 	 	

6.83 10

 
 



 
 


� � �

� � �

4.43

3
� � �

� � �


 
 



 
 


3.60 11
� � �

� � �

� � �

� � �

9.63

4
� � �

� � �

� � �

� � �

4.93 12
� � �

� � �

� � �

� � �

6.27

5
� � �

� � �

� �

� �

2.13 13
� � �

� � �

� �

� �

4.50

5
� � �

� � �

� �

� �

1.73 14
� � �

� � �

� � �

� � �

4.87

7
� � �

� � �

� � �

� � �

2.23 15
� � �

� � �

� � �

� � �

6.70
For eachexperiment,thegoalis at theblackdisk andthedangeris at theshadeddisk. Theblackline

andarrow signify thesafepathfoundin eachnetwork topology.

works. This is due to network congestion,
transmissioninterference,andgarbledmes-
sages.

2) Asymmetricconnection. We observed that
the transmissionrangein onedirectionmay
be quite different from that in the opposite
direction.Thus,theassumptionthatif anode
receives a packet from anothernode,it can
sendbacka packet is too idealistic. In rout-
ing algorithmdesign,theexistenceof aroute
that cancarrya packet from the sourceto a
nodedoesnotguaranteeareverseroutefrom
thatnodeto thesource.

3) Congestion. Network congestionis very
likely when the messagerate is high. This
is aggravatedwhen the nodesin proximity
of eachothertry to sendpacketsat thesame

time. For a sensornetwork, becauseof its
smallmemoryandsimpli�ed protocolstack,
congestionis abig problem.

4) Other unpredictablenetworkconditions. In
our sensornetworks nodesthat should be
severalhopsawayfrom eachotheroccasion-
ally come in direct communicationrange.
Weexpectmany transitorylinks (onandoff)
in a unstablenetwork due to the impact of
theunpredictableconditions.

We concludethat theuncertaintyintroducedby
data loss, asymmetry, congestion,and transient
links is fundamentalin sensornetworks. We need
new models,algorithms,andsimulationsthat take
this kind of uncertaintyinto account. Guidedby
theselessons,we arecurrentlyconductingexperi-
mentsto characterizebetterthelikelihoodof these
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uncertaintyconditions.

VI. CONCLUSION

Wehavediscussedself-recon�guringsensornet-
worksthatcanreactto theirenvironmentandadapt
to changes.Wehavedescribedanovel application:
usingthesensornetwork to guidethemovementof
auser(humanor robot,equippedwith asensorthat
cantalk to thenetwork) acrosstheareaof thenet-
work alongasafestpath.Safetyis measuredasthe
distanceto thesensorsthatdetectdanger. We de-
scribedseveralprotocolsfor solvingthis problem.
Our protocolsimplementa distributed repository
of informationthatcanbestoredandretrieved ef-
�ciently whenneeded.We have usedideasfrom
roboticsto provide a correctsolutionto the navi-
gationguiding task. We have implementedthese
protocolson a network of 50 Mote sensors.The
key metricusedin our experimentalevaluationsis
thetimeit takesthenetwork to adaptto anew situ-
ation(detectinga moving vehicle,detectinga new
obstacle,addinga new sensorin the network, re-
moving a sensorfrom thenetwork, etc.). Our ex-
perimentalwork hastaughtusanumberof lessons
aboutsometypical assumptionsfor designingpro-
tocols and have pointedout someimportantnew
directionsof research.
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