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Abstract—We develop distrib uted algorithms for
self-recon guring sensornetworks that respondto
dir ecting a targetthr ough a region. The sensornet-
work modelsthe dangerlevelssensedacrossits area
and has the ability to adapt to changes. It repre-
sentsthe dangerous areas as obstacles. A proto-
col that combinesthe arti cial potential eld of the
sensorswith the goallocation for the moving object
guidesthe object incrementally acrossthe network
to the goal, while maintaining the safestdistanceto
the danger areas. We report on hardware experi-
ments using a physical sensornetwork consistingof
Mote sensors.

I. INTRODUCTION

We wish to createmore versatile information
systemsby using adaptve distributed sensomet-
works: hundredsof small sensorsgquippedwith
limited memory and multiple sensingcapabili-
ties which autonomoushorganizeand reoiganize
themselesasad-hocnetworksin responséo task
requirementandto triggersfrom theervironment.
Distributed adaptve sensometworks are reactve
computing systems,well-suited for tasksin ex-
tremeervironments,especiallywhenthe erviron-
mentalmodel and the task speci cationsare un-
certainand the systemhasto adaptto them. A
collectionof active sensomnetworks canfollow the
movementof a sourceto be tracked, for example
a moving vehicle. It canguide the movementof

anobjectontheground.for exampleasuneillance
robot. Orit canfocusattentionoveraspeci c area,
for examplea re tolocalizeits sourceandtrackits
spread.

A sensonetwork consistf a collectionof sen-
sorsdistributed over someareathat form an ad-
hoc network. Eachsensoris equippedwith some
limited memoryand processingcapabilities,mul-
tiple sensingmodalities,and communicationca-
pabilities. Previous work in sensometworks has
concentratedn routing protocolsfor sensomet-
works. Often the network topology is unknavn
andthenetwork hasto discover thebestroutefor a
paclet. Optimizationcriteriaincludeshortespath
to destinationminimum power utilization, maxi-
mumminimumresidualpowerin the network, etc.

In this paperwe focuson areactve taskin sen-
sor networks: guiding the movementof a user
equippedwith a node that can talk to the eld
of sensorsacrossthe eld. We also discusshow
sensometworks can sene asadaptve distributed
repositorieof information.

More speci cally, we build onimportantprevi-
ous work by [3], [11], [32], [4], [20], [19] and
examinein more detail reactve sensorghat can
adaptto their ervironmentby capturinga danger
level mapanddistributing this mapacrosghe net-
work. We representhe dangerdetectedby the
sensorsas “obstacles”in the network and com-



pute the arti cial potential eld that corresponds informationin thenetwork, andconsidethesensor

to the currentstate. We thendevelop a distributed
protocolthatcombineghis arti cial potential eld
with information aboutthe direction and goal of
the moving objectand guaranteeshe bestsafest
pathto the goal. By safestpathwe meanthe path
with thelargestclearancef the dangerzones.We
also develop a protocolfor distributing the infor-
mationin the sensometwork, suchasthe danger
map and shortestpaths. We thenshav how sen-
sorsequippedwith limited memorycancooperate
to hold andretrieve informationaboutthe network.
Finally, we discussanimplementatiorof our pro-
tocols on a real sensornetwork consistingof 50
Mote sensorg$10], [9], [31] andpresenbur exper
imentaldata.

II. RELATED WORK

We areinspiredby previouswork in sensomet-
works[27], [1], [7], [6], [2], [23], [29], [18], [16],
ad-hocnetworks [12], [8], [24], [25], [26], [28],
[5], [22], [21], androbotics[14]. Our experimen-
tal work is donewith the Mote hardware[10], [9],
[31].

In [3], CedarandEstrinproposeanadaptve self-
con guring sensometwork topology The nodes
self-con gureto establishatopologythatprovides
communicatiorand coverage. Eachnodecande-
cidewhetherto join thenetwork by consideringhe
network condition, the lossrate, the connectiity,
etc. If anodecancontrilbute to the network, it will
join the network, otherwise,it will sleepor adjust
its duty cycle. In our paper we concentraten the
applicationrequirementssuchasinformationdis-
tribution in the navigationguidingapplication.

In Intanagonwivat et al!'s direct diffusion [11]
approachdatageneratedby sensonodess named
by attribute-\alue pairs. A noderequestdataby
sendinginterestdor nameddata;the interestswill
bepropagatedavithin thenetwork to nd thesource
of therelateddata. The directdiffusion methodis
usedto reinforcethe bestpathfrom the sourceto
the sink. We proposeto actively disseminatehe

network asaninformationbase.

Ye et al. [32] proposea MAC protocol that
aimsatenegy conserationandself-con guration.
They useperiodiclistenandsleepto consere en-
elgy. In orderto keep the nodescommunicat-
ing with eachother they must be synchronized.
Sohrabiet al. [30] proposeseveral algorithmsfor
the self-oganizationof a sensoretwork, which
includesthe self-oganizing medium accesscon-
trol, enegy-efcient routing,andformationof ad-
hoc subnetwerks for cooperatie signalprocessing
functions.

In thebroadareaof ad-hometworks, mary rout-
ing protocolshave beenproposedincluding [12],
[8], [24], [25], [26], [28], [3], [22], [21], [17].

The application developed in this paperuses
techniquedrom robotics,wherea key problemis
how to planthe motionof moving robots. A good
overvienv of motion planningin roboticsis given
by [14]. [15] proposes robotmotion plannerthat
rasterizeson guration spaceobstaclednto a se-
ries of bitmap slices, and then use dynamic pro-
grammingto computethedistancerom eachpoint
to thegoalandthepathsin this space Thismethod
guaranteethatthe robot nds the bestpathto the
goal. [13] discusseshe useof arti cial potential
eld for robot motion planning. A robot moving
in accordanceo the potentialwill never hit ob-
staclesput it may get stuckin local minima. We
combinethe two methodsto nd the bestpathto
thegoal,whichis safeandshort,andmodify them
to adaptedhemto the distributed natureof sensor
networks.

[11. A DISTRIBUTED ALGORITHM FOR
GUIDING THE NAVIGATION OF A USER

Sensordletectinformation aboutthe areathey
cover. They canstorethis informationlocally or
forwardit to a basestationfor furtheranalysisand
use. Sensorganalsousecommunicatiorto inte-
gratetheir sensedalueswith therestof thesensor
landscape.In this sectionwe explore using sen-
sor networks as distributed information reposito-



ries. We describea methodto distribute theinfor-
mation aboutthe ervironmentredundantlyacross
the entirenetwork. Usersof the network (people,
robots,unmannedlanes.etc.) canusethis infor-
mationasthey traversethe network. We illustrate
this property of a reactve sensornetwork in the
contet of aguidingtask,whereamaoving objectis
guidedacrosghe network alonga safepath,away
from thetype of dangeithatcanbedetectedy the
Sensors.

The guiding applicationcanbe formulatedasa
roboticsmotion planningproblemin the presence
of obstacles. The dangerousareasof the sensor
network arerepresentedsobstaclesDangermay
include excessie heat(volcanoes,re, etc), peo-
ple, etc. We assumehat eachsensorcan sense
the presenceor absenceof suchtypesof danger
A dangercon guration protocolrun acrossall the
nodesof the network createghe dangemap. We
do not ervision thatthe network will createanac-
curate geometricmap, distributed acrossall the
nodes. Instead we wish for the nodesin the net-
work to provide someinformation abouthow far
from dangereachnodeis. If the sensorsare uni-
formly distributed,the smallesthumberof commu-
nication hopsto a sensorthat triggers “yes” to
danger is ameasuref thedistancego danger The
goalis to nd a pathfor the moving objectthat
avoids the dangerousareas. We ervision having
the useraskthe network regularly for whereto go
next. The nodeswithin broadcastingangefrom
the usersupplythe next beststep.

There are numeroussolutionsto motion plan-
ning in the presenceof obstaclesand uncertainty
For a goodsunwey of thetechniquesee[14]. We
seeka solutionthatlendsitself naturallyto thedis-
cretenatureof sensonetworks. In [15], Donaldet
al. describean optimal solutionfor motion plan-
ning whenthe mapof theworld is given. The rst
stepof thesolutionis to rasterizehe con guration
spaceobstaclesnto a seriesof bitmapslices. Dy-
namic programmingis then usedto calculatethe
optimal pathin this space. Although this method
cannot be applieddirectly, it can be adaptedor
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Fig.1. Thetop gure shavsatypicalsetupfor thenavigation
guiding task. The solid black circles correspondo sensors
whosesensedalueis “danger”. Thewhite circlescorrespond
to sensorshatdo notsensalanger Thedashedine shavsthe
guiding path acrossthe areacoveredby the sensometwork.
Notethatthe pathtravelsfrom sensotto sensomandpreseres
a maximaldistancefrom the dangerareaswhile progressing
to the exit area. The bottom picture shavs someMote sen-
sorsusedfor our experiments Thethreesensorplacedin the
uprightpositiondenote? obstaclegthatis, dangerareas)and
onegoal.

sensometworks. Althoughthemapis notimmedi-

atelyavailable ,themotionplanningalgorithm ts a

sensonetwork well in two ways. First, thesensors
canbe regardedasthe bitmappixels. Secondthe

dynamicprogramming:omponenbf thealgorithm

canbeimplementedy usingthe sensoicommuni-

cations.

In order to supply obstacle information to
the planningalgorithm we usearti cial potential
elds. In anatrti cial potential eld, objectsmove
undertheactuatiorof arti cial forces.Usually the
goal generatesn attractve potentialwhich pulls
the objectto thegoal. The obstaclegenerateare-
pulsie potentialwhich pushthe objectaway from
thegoal. The (hegated)gradientof thetotal poten-
tial is thearti cial forceactingon the object. The



Algorithm 1 The potential eld computatiorpro-
tocol.
1: for all sensors; in thenetwork do
2. pot=0
3. if sensed-value danger then
4 hops = 0
5 Broadcasmessagéi; hops= 0)
6. if receivef hops) then
.
8
9

hops = min(ops ; hops+ 1)
Broadcasimessge (j; hops)
for all received do

10: Computethe potential pot! of j using
potl = _12_
hops; _
11 Computehepotentialats; usingall pot! ,

pot, = pot; + pot

directionof this forceis the currentbestdirection
of motion[14].

The “obstacles”(recall they correspondo the
dangerousareas)will have repulsingvaluesand
the goal will have an attractingvalue according
to somemetric (seeFigure 1(Top)). Algorithm 1
shawvs the potential eld protocol. The poten-
tial eld is computedn the following way. Each
nodewhosesensortriggers“danger” diffusesthe
informationaboutthe dangerto its neighborsn a
messagéhat includesits sourcenodeid, the po-
tential value, and the numberof hops from the
sourceof the messagéo the currentnode. When
a nodereceves multiple messagefrom the same
sourcenode, it keepsonly the messagewith the
smallesthumberof hops. (The messageavith the
leasthopsis keptbecausg¢hatmessagés likely to
travel alongthe shortestpath.) The currentnode
computeghe new potentialvaluefrom this source
node. The nodethen broadcast&a messagavith
its potentialvalueandnumberof hopsto its neigh-
bors.

After this con guration procedure,nodesmay
have several potentialsfrom multiple sources.To
computeits currentdangedevel information,each
nodeaddsall the potentials.

Note thatthe potential eld protocolprovidesa

Algorithm 2 The safestpathto goal computation
protocol.

1: Let G beagoalsensor

2: G broadcastsnsg = (Gig; myiq (G); hops =

0; potential = 0)

3: for all sensors; do

4: Initially hopsy = 1

5. if receive(g; k; hops;potential ) then

6: Computehe potentialintegration from
thegoalto her:
Py = min (Pg; potential + pot;)
hopsy = min (hopsy; hops+ 1)

8: if Pg == Py + pot; and

hopsy hops+ 1then

o: priorg = k
10: Broadcas{Giq; myiq (Si); hopsy; Pg)

N

distributedrepositoryof informationaboutthearea
coveredby the sensomnetwork. It canberunin an
initialization phasegcontinuouslyor intermittently
Thesensonetwork canself-recon gureadaptvely
to the currentlandscapelt updatests distributed
informationcontentby runningthe potential eld
computationprotocol regularly. In this way, the
network canadaptto sensoffailure,to theaddition
of new nodesnto thenetwork andto dynamicdan-
gersourceghatcanmaove acrosghe network.

The potential eld information storedat each
nodecanbe usedto guideanobjectequippedwith
a sensotthatcantalk to the network in anon-line
fashion. The safestpathto the goal canbe com-
putedusing Algorithm 2. The goal nodeinitiates
a dynamicprogrammingcomputationof this path
using broadcasting. The goal node broadcasta
messageavith the dangemegreeof the path,which
is zerofor thegoal. Whenasensomnoderecevesa
messageit addsits own potentialvalueto the po-
tential value provided in the messageand broad-
castsa messageipdatedwith this new potentialto
its neighbors. If the nodereceves multiple mes-
sagesijt selectshe messagavith the smallestpo-
tential (correspondindo the leastdanger)andre-
memberghe sendeinf themessage.



Algorithm 3 Thenavigationguidingprotocol.
1: if sj isausersensotthen
2:  while Not atthegoal G do

3 Broadcastnquiry messagé€Giq)
4: for all receved messagem =
(Gig; myiq (sk); hops;potential ; prior)
do
5: Choosethe messagen with minimal
potentialthanminimal hops
6: Let myiq(sk) betheid for the sender
of thismessage
7 Move towardmyiq (sx) andprior
8: if s is aninformationsensothen
9: if receve (Gjq) inquiry messagéhen
10: Replywith

(Gid; Myid (si); hopsg; Pg; prior g)

A userof thesensometwork canrely onthein-
formation computedusing Algorithms 1 and 2 to
getcontinuouseedbackrom the network on how
to traversethe area. Algorithm 3 shavs the nav-
igation guiding protocol. The userasksthe net-
work for whereto go next. Theneighboringnodes
reply with their currentvalues. The users sensor
chooseghe bestpossibility from the returnedval-
ues. Note that this algorithm requiresthe “inte-
grated”potentialcomputedby Algorithms 1 and2
in orderto avoid gettingstuckin local minima.

We can prove that our protocolswill correctly
determinethe safestpathto the goal without get-
ting stuckin thelocal minimathatareoftenanis-
suewith arti cial potential elds methods.

Theoeml: Algorithm 3 will always give the
usersensola pathto thegoal.

Proof: In Algorithm 2, the prior link of
a nodepointsto a nodethat haspotential value
less than that of the currentnode. So for each
nodeotherthanthegoal,theremustbeaneighbor
ing nodethat hasa smallerpotential value. This
provesthatthereis nolocal minimain thenetwork.

Theusers sensorcanalways nd anodeamong
its neighborsthat leadsto a smaller potential
value. If the processcontinuesthe nodewill end

up with the goal that hasthe smallestpotential
value 0. Therefore,Algorithm 3 canalways give
theusersensoia pathto thegoal. [ |

Algorithms1 and2 askeachsensoto broadcast
uponreceving a messageavith fewer hopsto the
dangerousireaor asmallerpotentialintegrationto
the goal. Many broadcastsnay not be necessary
sinceonly the messagevith the leasthopsto the
dangeror the minimal potentialintegrationto the
goalis useful. To reducethe messagdroadcasts,
we canlet eachsensomait for sometime beforeit
broadcastsThe waiting time for sensors; is pro-
portionalto oneunit in Algorithm 1 andthe value
pot; in Algorithm 2. We canprove thatthenumber
of messagdéroadcast$or eachsensoiis 1 in each
algorithm. The detailedanalysiscan be found in
[18].

V. USING SENSOR NETWORKS TO
DISTRIBUTE INFORMATION

Sectionlll provided a simple examplefor how
to useasensonetwork asadistributedinformation
repositoryaboutthe ervironmentin the contet of
anavigationguidingapplication.In this sectionwe
examinein moredetailhow to useasensonetwork
asadistributedinformationrepository

Consideragainthe navigation guiding applica-
tion formulated as a motion planning problem.
Supposenultiple goalareinstalledin the network.
It is possiblethateachsensohasenoughmemory
to storeall the pertinentinformation aboutthese
goals. However, the currentsensorhardvare has
very limited memorywhichrestrictsthe amountof
informationthatcanbestored.

We alguethatsensorsio nothave to storeall the
informationaboutthe goals. Instead,all the nec-
essaryinformation should be storedsomeavhere,
but not everywhere,in the network. The impor
tantthing is beingableto retrieve the information
ary timeit is needed.

Mary sensorgancooperateo storeinformation
by having eachsensoilocally storeonly partof it.
If the densityof the network is suchthat multiple
sensorgover the samearea,the local information



is the samefor the sensorsn someneighborhood.
Thus,it doesnot matterwho storeswhat. We pro-
posethatwhena noderecevesa pieceof informa-
tion aboutthe network, it randomlychoosedo ei-
therkeepit or to discardtheinformation. To male
thiswork, we mustaddresg1) how to quantifythe
probability of discardingthe informationwith re-
spectto theinformationamountthe messagsize,
andthe densityof the nodes;(2) how to retrieve
theinformationfrom this sensoiproximity, and(3)
what are the trade-ofs betweenthe memory uti-
lization andbroadcastingmount.

In orderto addressheinformationstorageques-
tion, considerthe proximity areaS coveredby a
groupof sensors All local (ervironmental)infor-
mationaboutS is the samefor all thesesensors.
To useAlgorithm 3, at leastone of the sensorsn
S muststoreinformationaboutthegoals.Let S
bethenumberof sensorsn theareawhere isthe
densityof the sensodistribution andS is thearea
of the eld in question. Supposezachsensoras
memorym. Thenm S is thetotal memoryacross
all sensorsl;_et the amountof informationto be
recordecbe m; wherem; isthesizeof informa-
tioni. If m$S m;, thenit is possiblethatin
the proximity areaS, all the requiredinformation
canbefoundlocally usingAlgorithm 3. Toachieve
this information distribution when the amountof
informagonis too large for a nodes memory(that
is,m<  m;), wecanusearandom,ndependent
anddistributedmethodto storetheinformationon
eachsensar Eachsensomoderandomlykeepsa
pieceof informationwith probability p = Pm—m.
Whenit recevesa pieceof information,the proba-
bility thattheinformationcanbefoundin thisarea
is1 (1 p)S (seeFigure2). Currently we are
alsoexploring someotherapproache$o coopera-
tive cachingdataamongproximity sensors.

Algorithm 4 summarizeshe protocolfor locat-
ing a pieceof informationin a sensometwork. If
the informationcannotbe found in the proximity
areaS, the sensomusttry to retrieve information
beyondthe areain the sensometwork. Intuitively,
the requestfor informationis broadcasto all the
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Fig.2. This gure shawvsthe probability (Y-axis)thatapiece
of informationcan be found in S, someneighborhoodf a
sensar The X-axis is the probability that the sensorkeepsa
pieceof information. We plot for variousnumbersof sensors
intheareafrom S = 2to S = 10where S isthenumber
of sensorsn thatarea.As thenumberof thesensorsncreases,
the probabilityto nd someinformationin thatareais close
to 1 eventhoughthe probabilitythata sensoikeepsthe infor-
mationis small.

sensorsn the areaS. The sensorsvho have the
informationreply to the request.If thereis no re-
ply in the transmissiomrange,the requesimustbe
broadcastgainto a larger area,by makinglarger
andlarger concentriccommunicatiorbands.More
speci cally, the usersendsout the informationre-
quest;the sensordn the broadcastangehearthe
requestndreplyif they havetheinformation.Oth-
erwiseno sensorepliesto therequestAfter some
periodof silencewith noreply( , thetransmission
time for therequestandreply message}he users
requestingnodesendsout an informationrequest
for two hops. Eachnodereceving this message
will broadcastherequesbut. If theinformationis
found,it is sentbackto therequestingiode.Other
wise after sometime of silencetime with no reply
(2 here),therequestingnodesendsout aninfor-
mationrequestfor threehops,andsoon, until -
nally the information getsbackto the requesting
node.



Algorithm 4 Sensotinformationqueryalgorithm
1: if | amthequerysensors then
2:  depthl = depth2= 1

3:  while truedo

4: Broadcas{s; query; depthl; depth2)

5: Wait for time depthl

6: if somereply arrivesthen

7: stop

8: else

9: depthl + +, depth2 + +

10: if | amnotthequerysensothen

11:  receve(s; query; depthl; depth2)

12: if | have alreadyreceved a messagewith
pre x (s;query; depthl; ) then

13: discardthemessage

14. if | have theinformationto query then

15: sendtheinformationto s, stop

16: if depth2 1== Othen

17: stop

18: else

19: broadcags; query; depthl; depth2 1)

V. EXPERIMENTS

We have implementedhe algorithmsdescribed
in Sectionlll using the Mote MOT300 sensors
[10], [9], [31].

A. TheMoteHardware

The Mote hardware con guration includes a
microcontroller and devices such as LEDs, a
low-power radio transcerer, a photo-sensora
serial port, and a co-processorunit (see Fig-
ure 1(Bottom)). We have augmentedthis plat-
form with a power sensoranda soundsensar We
are currently using the secondgenerationMICA
MotesMOT300with an Atmel ATMEGA103pro-
cessor4MHz, 128KB InstructionMemory, 4KB
RAM), and 4Mbit ash. The radio communica-
tion consistsof an RF Monolithics 916.50MHz
transcerer (TR1000),antennaand somecompo-
nentsto adjustthe physical layer characteristics
suchassignalstrengthandsensitvity.

The operatingsystemsupportfor the Motesis
providedby TinyOS,anevent-basedperatingsys-
tem. TinyOS consistsof a very small scheduler
and componentghat abstracthe Mote functions:
clocksfor timing, RFM for radio raw datacom-
munication, Radio Byte, Radio Packet and Ac-
tive Messagdor differentabstraction®f the mote
communicatiorsimilar to the network stack.Each
components triggeredby explicit commandg$rom
the upperlevel, or by eventsfrom other compo-
nents,suchas clock interrupts,messageatrrivals,
messagsendcompletionsetc.

B. Correctnesd/alidation

We have implementedthe protocolsin Algo-
rithms1, 2,and 3. In our experiment,we asled
boththegoalsandtheobstacle$o generatehe po-
tential eld andpropagatst to the entire network
periodically Sothegoalsandthe obstaclexanbe
addedo thenetwork atary time.

Thegoalis representewvith oneMote. The ob-
staclesarerepresentedy oneMote each.Theuser
or robottraversingthe sensometwork is alsorep-
resentedy oneMote.

A rst experimentwasdesignedo shav empir
ically that the protocolswork andare correct. In
this rst experimentwe usedagrid of 12 rst gen-
erationMotes. All neighborsarewithin communi-
cationrange. The applicationis run by iteratinga
requestor thenext stepby therobot,aresponséy
thenetwork, andamoveto thedirectionof thenet-
work responseTo implementthis last partwe as-
sumethatthe nodesknow their locationandthatit
canbetransmittedo themoving object/robot.This
canbe doneby augmentingMoteswith a GPSlo-
cation,or viatriangulation.Sincewe have notdone
this augmentatiorof the hardware yet, we simu-
late locationknowledgeby placingthe Motesin a
grid patternandsupplyingcoordinatesThe poten-
tial eld andgoalpathcomputationsarerunby the
network continuously

Whenanobstacleor goalbroadcastgherecev-
ing network nodechecksits list of knowvn goals,
andreplacegheold datawith the newv broadcasif



thenew broadcashasalowerhopcount.If theob-
stacleor goalis unknavn, thenanentryis created,
andit erasesheoldestentryif thereis noroom.

When a nodereceves a broadcastjt degrades
the valueof the broadcasbasedeitheron a linear
functiononthenumberof hops(for goals)or by the
numberof hopssquaredfor obstacles)lf thenew
valueis not below a cutof thresholdthe pacletis
transmittedo its neighbors.

When a robot requestspotential estimates all
nodesthatcanhearit respond.Therobotchooses
the nodewith the lowestvalue (thatis lower than
the value of the currentnode). The robot moves
towardthis node.

This rst experimentproved thata robotwith a
sensonodeactuallywentaroundtheobstaclesand
got to the goal, via the correctpath. We alsoob-
senedthatthenetwork adaptedo theintroduction
of new obstaclenodesquickly androbustly.

Whena new obstaclds insertedn the network,
the obstaclestartsbroadcastingts dangerinfor-
mationwhich affectstheinformationheld by each
node. At this point Algorithms 1 and 2 causethe
local informationto change We call thetotal time
for the network to identify the new distancegrom
dangerandto the goal for eachnodethe time for
the networkto stabilize In otherwords, the time
for thenetwork to stabilizeis theinformationprop-
agationtime in the network, which depend®nthe
maximal hopsfrom the goalsor the obstacledo
ary nodein the network. In our experiment,the
maximalhop countwaseight, so the network sta-
bilizationtimewas8 0:07 = 0:56 secondsvhere
0:07 is the measuregaclet transmissiortime for
onehop. Whenan obstaclds addedto the system
online, it takesanidenticalamountof time to dif-
fusethe informationto the whole network. Since
eachnodeonly propagateshe messagewith the
leasthops,if we assumesachnodegetsthe least
hop messagesarlierthanthe messagewith more
hops, the numberof messagegachnode trans-
mits is approximatelythe numberof obstaclesand
goals.

C. MeasuringAdaptation

We have implementedthe protocolsin Algo-
rithms1, 2,and 3 onthesecondyeneratiorMotes
MOT300. In this secondexperiment,we useda
50 Mote MOT300testbed.We arrangedhe nodes
in the giventopologyandgave eachnodeposition
information(which couldbe obtainedusinga GPS
extensionof thehardware.) We ranasuiteof differ-
entnetwork topologiesand measuredhe network
stabilizationtime whenobstaclesandgoalsarein-
jectedon-linein the network. Tablesl andll sum-
marizeour data.

Thelayoutsincludegrids with variousnumbers
of Motes, randomlydispersedviotes, andcircles.
In eachnetwork we insertedobstaclesensorqas-
sumedto have detecteddanger)andgoal sensors.
The focus of theseexperimentshas beento de-
termineon how quickly the network respondso
the ervironmentalchangespeci cally nev danger
sourcesandgoalchanges.

We ran all the experimentson a large tablein
our lab, asshawvn in Figure 1(Bottom). For each
experiment, we set the transmissiorrangeto be
very small (97). In all thesesecondround exper
imentswe focusedon the network asa wholeand
did not usea basestation(thus,we did not collect
datain a centralplace.) BecauseéMote sensorsio
not provide aneasyway to synchronizeclocksand
to dolocaltime measurementsye usedthefollow-
ing procedureo capturetiming data. Eachtime a
nodesentabroadcastpneof its LEDs ashed. We
recordedthe experimentwith a Sory video cam-
era at a rate of 30 framesper second. We then
analyzedthe resulting video to capturethe tim-
ing measurements—whidlave us a resolutionof
1=30" of a second. We looked at the video se-
quencdrameby frameandkepttrackof whenand
whichLED triggered.Sincetheoveralltimingsare
on the orderof secondsye believe our methodol-
ogyis accurateenough.

We analyzedfour metricsfor eachexperiment:
the time for the dangerinformationto propagate
from the danger/obstacleensorto the whole net-
work, the time for all the nodesin the network



TABLE |

THE DATA THAT SUMMARIZES TIMING MEASUREMENTS FOR SEVERAL EXPERIMENTSWITH A SENSOR NETWORK
CONSISTING OF MOTE SENSORS. ALL NETWORK TOPOLOGIES ARE SUMMARIZED AS GEOMETRIC ICONS AND ALL
MEASUREMENTSARE IN SECONDS.

Exp. danger Shortest goal safest
Cong propagation distance propagation path
OOZOO 0.23 1.13 0.17 9.23
0.20 2.17 0.13 4.23
1.16 3.13 2.13 10.03
0.10 3.10 0.10 1.07
0.23 1.33 0.13 1.07
e0asoccooey
1.43 2.10 0.17 2.17
3%552028 1.10 27.17 4.27 9.10
oooéoéo 7.27 10.13 0.04 33.80
0.17 6.17 0.04 19.37
4.20 9.10 1.37 22.63

For eachexperimentthegoalis attheblackdisk andthedangelis atthe shadedlisk.

to obtaintheir shortestdistanceto the dangerous thetopologyof the network. Startingfrom theini-
areasthe time for the goal informationto propa- tial topology (No. 0), we changedthe locations
gateto thewhole network, andthetime for all the of the obstaclesandrecordedhe responsg¢ime in
nodesin the network to obtaintheir safestpathto eachexperiment. Table Il shawvs the dataof 15
thegoal. Tablesl andll shav thetime distribution consecutie experiments.Theresponsdimeis de-

of thefour metrics.

ned astheperiodfrom thetimewhenthetopology
changeoccursto thetime whentherobot nds the

We also did experimentsto measurethe re-  pathio the goal. The route cacheon eachmoteis
sponsdime of the sensometwork after changing
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TABLE Il
TABLE | CONTINUED

Exp. danger Shortest goal safest
Cong propagation distance propagation path
::E%f: 1.23 22.33 2.27 19.27
°§§2§ 5.20 20.30 1.17 9.40
°§§§§§° 1.30 16.23 1.10 2.17
ojjéjgo 9.37 17.37 0.33 8.43
- 1.10 1.10 3.13 5.10
Zéz 71.27 12.23 0.20 8.40
Zzzé 4.20 4.20 0.30 12.80
%% 0.20 7.17 1.13 3.13
éogoo 1.20 20.23 2.13 3.13

refreshedevery 10 secondsTherouteinformation
incurredby thetopologychanges updatednly af-

ter ushing the cache Withouttakinginto account
the information propagatiortime, the averagere-

sponsdime is 5 seconds.Theinformation propa-
gationaddsextratime afterthecaches ushed.

Severalinterestingaspect®of theseexperiments
canbe obsered. Thetime for network stabiliza-
tion (thatis, the time for all the nodesto getthe
shortestdistanceo the dangersourceandthetime
for all the nodesto getthe safestpathto the goal)
takes much longer than we expected. In our al-
gorithmswe madetwo typical assumptions:(1)

a nodebroadcastgshe messagaeceved immedi-
ately and (2) eachnodegetsthe paclet traveling
through the shortestpath. We obsered that on
the hardware testbedneitherof theseassumptions
held. The network stabilizationtakes a long time
becaus®f network congestiorandtransitorylink
status. Often, nodesseeminglyout of rangehear
eachotherfor brief momentwf time.

Ourobsenrationsof thesehardwareexperiments
have taughtussomelessonsbouttheassumptions
usedby mostdistributed sensometwork protocols
examinedtheoreticallyor in simulation.

1) Dataloss.Datalossis notrarein sensonet-
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TABLE 1l
THE DATA OF THE RESPONSE TIME FOR SEVERAL EXPERIMENTSWITH A SENSOR NETWORK CONSISTING OF MOTE
SENSORS. ALL NETWORK TOPOLOGIES ARE SUMMARIZED AS GEOMETRIC ICONS AND ALL MEASUREMENTS ARE IN

SECONDS.
Exp. Exp. Response EXPp. Exp. Response
No. Cong. Time No. Cong Time

0 o | s S 4.43

1 %gégfé 3.63 9 gﬁ%é% 5.33

2 6.83 | 10 i 4.43

3 55282 3.60 11 §§§§§ 9.63

4 %gcgf% 4.93 12 §§§§§ 6.27

5 %gggg 2.13 13 %g}é%é 4.50

5 %gg% 1.73 14 gxig(%é% 4.87

7 CS:SE{%% 2.23 15 %é%‘gg 6.70

For eachexperimentthegoalis attheblackdisk andthedangelis atthe shadedlisk. Theblackline
andarraw signify the safepathfoundin eachnetwork topology

2)

3)

works. This is dueto network congestion,
transmissioninterferenceand garbledmes-
sages.

Asymmetricconnection. We obsered that
the transmissiorrangein onedirectionmay
be quite differentfrom that in the opposite
direction.Thus,theassumptionhatif anode
receves a paclet from anothernode, it can

sendbacka paclet is too idealistic. In rout-

ing algorithmdesign theexistenceof aroute
thatcancarry a paclet from the sourceto a

nodedoesnotguarante@reverseroutefrom

thatnodeto thesource.

Congestion. Network congestionis very

likely whenthe messageateis high. This

is aggraated when the nodesin proximity

of eachothertry to sendpacletsatthesame

time. For a sensometwork, becauseof its
smallmemoryandsimpli ed protocolstack,
congestions abig problem.

4) Otherunpredictablenetworkconditions. In
our sensornetworks nodesthat should be
severalhopsaway from eachotheroccasion-
ally comein direct communicationrange.
We expectmary transitorylinks (on andoff)
in a unstablenetwork dueto the impact of
theunpredictableonditions.

We concludethat the uncertaintyintroducedby
data loss, asymmetry congestion,and transient
links is fundamentaln sensometworks. We need
nev models,algorithms,andsimulationsthat take
this kind of uncertaintyinto account. Guidedby
theselessonswe arecurrentlyconductingexperi-
mentsto characterizéetterthelikelihoodof these



uncertaintyconditions.

V1. CONCLUSION

Wehavediscussedelf-recon guringsensonet-
worksthatcanreactto their environmentandadapt
to changesWe have describedanovel application:
usingthesensonetwork to guidethe movementof
auser(humanor robot,equippedvith asensothat
cantalk to the network) acrosghe areaof the net-
work alonga safesipath. Safetyis measure@sthe
distanceto the sensorghat detectdanger We de-
scribedseveral protocolsfor solvingthis problem.
Our protocolsimplementa distributed repository
of informationthatcanbe storedandretrieved ef-

ciently whenneeded.We have usedideasfrom
roboticsto provide a correctsolutionto the navi-
gationguiding task. We have implementedhese
protocolson a network of 50 Mote sensors.The
key metricusedin our experimentalevaluationsis
thetime it takesthe network to adaptto anew situ-
ation (detectinga moving vehicle,detectinga new
obstacleaddinga newv sensorin the network, re-
maoving a sensorfrom the network, etc.). Our ex-
perimentawork hastaughtusa numberof lessons
aboutsometypical assumption$or designingpro-
tocols and have pointedout someimportantnewn
directionsof research.
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