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Abstract

A commonappmac to adding self-mangementcapa-
bilities to a systermis to provide oneor more external con-
trol moduleswhoseresponsibilityis to monitor systerbe-
havior, and adaptthe systenat run timeto achievevarious
goals(con gure the systemjmprove performancerecover
fromfaults,etc.). Animportantproblemariseswhenthereis
mote thanonesud self-mangemenimodule:howcanone
male sure that they are composedo provide consistenand
complementarypene ts? In this paperwe describea so-
lution that introducesa self-mangementcoordination ar-
chitectuie and infrastructue to supportsud composition.
We focuson the problemof coorinating self-con guring
and self-healingcapabilities, particularly with respectto
global con guration and incrementalrepair We illustrate
the approad in the context of a self-manging videotele-
confeencesystenthat composeswo pre-eisting adapta-
tion modulego achievesynegistic bene tsof both.

1 Intr oduction

Software-basedsystems today increasingly operate in

changingervironmentswith variableuserneedsyresulting
in acontinuedrise of administratve overheador managing
thesesystems.Thus, systemsareincreasinglyexpectedto

dynamicallyself-adaptto accommodateesourcevariabil-

ity, changinguserneedsandsystemfaults. A commonap-
proachto addingself-managemertapabilitiesto a system
is to provide oneor moreexternalcontrolmoduleswhose
responsibilityis to monitor systembehaior, andadaptthe
systemat runtime to achieve variousgoals.

Self-managemergntailsmary differentaspectsresult-
ing in distinctdimensionsof control. For instance |BM's
autonomiccomputinginitiative views self-managingsys-
temsas typically exhibiting a subsetof four capabilities:
self-con guring(adaptautomaticallyto dynamicallychang-
ing environments) self-healing(discover, diagnoseandre-
act to disruptions),self-optimizing(monitor and tune re-
sourcesautomatically),and self-potecting(anticipate,de-
tect,identify, andprotectthemselesfrom ary attacks)[9].

As anotherimportantdimension,systemadaptationtypi-
cally spanstwo scopes: large-scaleglobal con guration,
andincrementatepairin responseo local failures.Finally,
differentquality dimensionsuchasperformancesecurity
andreliability mayrequiremanagemeraswell.

For mary applicationdomains,managinga systemre-
guiresmanagingmultiple dimensions. For example,con-
sider a video conferencingsystemwith differentuserap-
plicationsin a heterogeneousetwork environment,where
theaimis to provide the bestserviceat the lowestcost. At
once,several potentialdimensionsof control exist, includ-
ing compositionchange performanceandcostof service,
eachcorrespondingo differentdomainexpertise andthus,
moduleof control. Many self-managememhodulegSMs)
areavailabletoday eachtypically capableof addressing
distinctaspecbf self-managementThe challenges to al-
low developergo coordinatemultiple distinctmanagement
modulestogetherin a coherentand consistentfashionto
managea system.

A simpleapproactto do this s to let the differentSMs
run independentlyThis canpotentiallyleadto con ict, in-
consistenciesandmodulesworking at crosspurposesAn-
otherapproachs to reimplementall of the combinedself-
managementapabilitiesinto one monolithic control mod-
ule, with the obvious problemthat it is ad hoc, not cost-
effective, preventsreuse,doesnot scale,andresultsin an
overly complex system.

A betterapproachs to combinemultiple SMsin acoor
dinatedfashion.However, suchanapproacthasthedif cult
challenge®f maintainingconsisteng in informationacqui-
sition andinternalmodelsandensuringcoherentecisions.
In this paper we proposea coordinationarchitectureem-
bodyingpointsof sharedsystemaccessmodeltranslation,
anddecisioncontrol patterngo integratemultiple SMs. We
will highlight the challengesdescribeour approach,and
present casestudyto demonstraté¢he approach.

2 RelatedWork

Recently considerableresearchhas been done on self-
managingsystemsjncludingwork from IBM' s autonomic
computinginitiative. An importantchallengein their work



is the coordinationof multiple autonomicelementgo form
acooperatie systemwhereanautonomicelementmbod-
ies a systemelementmanagedy an autonomicmanager
similar to what we term self-mangementmodule Our
work sharesa similar challengein that we attemptto co-
ordinatemultiple SMs to manageone system,which itself
containsmultiple elements.

To the bestof our knowledge,no onehasexplicitly ad-
dressedhe problemof coordinatingmultiple SMsto man-
agea single system. A few approachege.g.,[22]) shav
promiseof acomprehensiearchitecture¢o addressnultiple
aspect®f self-managemenhut have not carriedtheresults
throughto implementation. In comparisonour work ad-
dresseghis problem,with a focuson the aspectf global
con guration and incrementaladaptatiorin the context of
self-con guring and self-healingcapabilities. Variousre-
searchesaddresghe dimensionsof self-managemennen-
tionedbefore,including the areasof systemcomposition,
smartcomponentsandincrementabdaptations.

Previouswork on servicecompositionframenorks have
attemptedto automatethe generationof global system
con guration given certain constraintsand/or optimiza-
tion criteria. Most of theseefforts explore a path-based
(e.g., Panda[28] and Ninja [13]) or graph-basede.g.,
SWORD [27]) servicecompositionmodelto transformthe
giveninput(s)to thedesiredoutputusinga seriesof format
adaptors.The Libra framavork [19] aimsto automatethe
optimal compositionof servicesacrossthe wide-areanet-
work usingservice-speci cknowledge.

Researchon smart components(e.g., smart seners,
smart databases}hat adaptto changesin the erviron-
ment provide building blocks for self-managemensys-
tems[21, 23]. Someof thesehave theability to form a self-
organizingsystem(e.g.,[12]). Finally, severalresearchers
take the approachof usingexternalizedmechanismso dy-
namicallyadapta runningsystem[5, 7, 8, 14, 26]. Dueto
thenatureof dynamic,run-timeadaptationtheirwork have
focusedonincrementakhdaptation.

Depending on application domains, different self-
managementlecisionsmight be basedon differentquality
attributessuchasperformancesecurity andreliability. In
morecomplex casesa combinationof attributesmay need
to beconsideredby usingutility models.For example,some
of thework ondynamicadaptatiorappliedtheir SMsto sys-
temswith primarily a performanceoncerns, 7, 14].

3 Coordinating Self-ManagementModules

To harnessnultiple self-managemermtapabilitiesfor a sys-
tem,we proposeo usemorethanoneexisting SM in a co-
ordinatedfashion. However, the questionis, how canone
male surethat the moduleswork togetherto provide con-
sistentandcomplementarypene ts?

Adopting IBM's autonomic computing control loop

pointof view, we canidentify threephase®f interaction:

SenseTheSM rst sensesandaggreatesnformationfrom
the systemandupdatests model(s)of the system.

Evaluate Sensednformationis analyzedbasedn certain
metrics,to decideon the courseof corrective action.

Act Theplannedcourseof actionis carriedout onthe sys-
temto improve or correctthe stateof the system.

Centralto all threeof theseareinternalmodelsto make
theoverallcontrolwork. Whenmultiple SMshaveto beco-
ordinatedeachof thesephasesntroducesa potentialpoint
of conict andinconsisteng. As a result,therearethree
technicalchallengego address.

(1) Consistent system access. Each SM needsto ob-
tain someinformationof the managedystemfor decision-
making. EachSM alsoneedsto changethe managedys-
tem. For instance,SMs for a video conferencingsystem
might needto know the connectionlateng or component
cost.If thethesamenformationis collectedfrom multiple,
different sources—e.g.pne sourcereportsa cost of $10,
andanothera costof $100—theSMs may arrive at differ-
entconclusiongboutthe systemandthuspotentiallymake
con icting decisionsA differentissuearisesvhenasingle
obsenation suchas latengy may require multiple sources
of information. In sucha case,consisteninterpretationin
the sensorghemselesis important. Likewise, whentwo
SMs want to changethe samecomponentstheir actions
mayneedto be synchronizedo ensureconsistenbutcome.
Thuswe needto ensurehe consisteng of sensednforma-
tion from the ervironmentandof actionson the system.

(2) Non-con icting decision. The SMs mustevaluateor
interpretthe sensednformationto make decisions.To do
soeachSM needdto baseits interpretationand evaluation
on certainmetrics,possiblyin theform of utility modelsto
male decisions.Thesemetricsmightincludeperformance,
reliability, security or cost,and, as mentionedbefore,the
SMs might focus on differentmetrics. In the video con-
ferencingexample,a compositionSM might evaluatemet-
rics of overall servicerequirementwhile a service-change
SM might evaluatemetricson addinga userto the confer
ence. Becauseof the differentfocus, the SMs can poten-
tially make con icting decisions. For example, given the
samecomponentostof $100,the compositionSM might
considerit alow cost,while the service-chang&M might
considerit high. In a differentscenariothe service-change
SM might needto join a new userto the video conference,
while the compositionSM might insteadwant to recom-
posethe entire conferencingsession. If eachworks in-
dependentlythe resultingchangesould con ict with one
another and possiblyleave the systemin a broken state.
Therefore,we needto ensurenon-con icting and comple-
mentarydecisions.



(3) Consistentmodel. EachSM hasaninternalmodelof

the system,which will mostlikely focus on differentas-
pectsandrevealdifferentlevel of detailsof the system.For

example,the service-chang&M might maintainan archi-

tecturalmodelof the video conferencingsystemwhile the

compositionSM might keepa detailedstructureof all of

the conferenceslements Becausehe modelsarethe basis
of self-managemendecisions,the coordinatedSMs must
have a consistentview to achieze synegy. Consequently
we needto ensureconsisteng acrosshemodels.

A solutionshouldaddressall partsof the coordination
problemby ensuringconsisteng in the sensednformation
and action, by coordinatingmetricsand decision,and by
ensuringmodel consisteng. In this paper asa rst step,
we focuson addressinghe rst andthird challenges.We
brie y discussthe issuesof decisioncoordination,but re-
sene a comprehensie solutionof the seconcchallengefor
futurework.

4 Our Approach

Figure 1. Coordination Architecture

Our approachto addresghe coreissuesof consisteng
andcoherencéenti ed in theprevioussectioncanbesum-
marizedin threeconceptuaparts. First, we identify three
commonly recurring mechanismdgor systemaccess,and
proposean infrastructurethat shareshesemechanismgo
eliminateredundang andcon icts dueto systemchanges,
andto ensurehatall modelsacrosghevariousSMsre ect
thesystemchanges.

Secondjn orderfor the SMsto cooperaten a decision,
they needto exchangemodelinformation.Furthermorethe
sharingof the systemaccessequiresacommonrepresenta-
tion of systenminformation,whichmaydiffer from theSMs'
internalmodels.Hencewe proposetranslatiorinfrastruc-
tureto enablemodelexchangeandsystemaccess.

Third, in order to reach a single, coherentdecision
amongmultiple SMs, coordinationof the decisionprocess

is crucial. Therefore we proposeto coordinateevaluation
metricsamongthe SMsandto enforcea controlpatternthat
allows the SMsto cooperatiely make decisions.

Thesethreeresultsare embodiedin a coordinationar
chitecture,shovn in Figure 1. Self-managemennodulel
( ) interactswith via the modeltranslatorin the
translationinfrastructure. correspondso the general
case. Each accessethe systemandits surrounding
ervironmentusingthe systemaccessnfrastructurealsoby
way of translation.Thesystemaccesgomponentsendno-
ti cations to the SMsvia translation. Finally, eachof the
translationcomponentsisesthe translationrepository In
thefollowing subsectionsye describean detailtherolesof
eachpart,andhow they work together

This approachprovides commoninfrastructuredo co-
ordinate SMs and produce consistentand coherentself-
managemensystems. The commoninfrastructurefurther
hideslower-level systemaccesdletailsfrom the SMs, al-
lowing developersof self-managememhodulesto concen-
trate on the more abstractmanagementogics. Our ap-
proachthusreusescommonmechanismsteduceghe cost
of composingmultiple SMs, and potentially promotesthe
developmenibf more SMsfor othersto reuseandcompose
self-managemergystemsiown theroad.

4.1 SystemAccess

Most SMs usethesethreemechanismgo get information
into andout of themanagedystem:

Environment measuement. This mechanismsupports
the obsenation and measuremenof various statesof the
systemandthe systemervironment,including component
propertiesuchasloadandlivenessandconnectiorproper
tiessuchaslateny andbandwidth.Thesensingnechanism
supportstwo waysto acquireernvironmentinformation—
monitoring,whereinformationis pushedrom the system,
andquerying,whereinformationis pulledfrom the system

Resource discovery. This mechanisnfacilitatesthe dis-
coveryof availableresource theervironmentthatarenot
partof theexisting systembasednresourceypeandother
criteria. For example,an SM for avideo conferencingsys-
temmight needto discover a new conferencinggatevay to
replacea failedgatevay. Furthermorethe discorery might
be basedon proximity to existing usersload requirement,
andcost.

Action component. This mechanisnmenablesthe SM to
modify the con guration of the system. In the above ex-
ample,afterthe discovery of the replacemengatavay, the
SM mightusetheactioncomponento removetheold gate-
way from the systemandput thereplacemengatavay into
servicewith certaincon gurationsettings.



Becausef the importanceandrecurrenceof thesethree
mechanismacrossSMs,whencoordinatingmultiple SMs,
we caneliminateredundang by sharingthesemechanisms
amongthe SMs. Furthermoresincesystemaccesgoten-
tially changesthe system,all modelsneedto re ect the
changes.Thus,our approactprovidesa sharedsystemac-
cessinfrastructureresponsiblefor keepingthe modelsin
thevariousSMs updatedhrougha noti cation mechanism
whenary one of the SMs accessethe system. This helps
addressthe third challengeto ensureconsistentmodels.
Sincenotall changesffectall modelsonly the SMswhose
modelsareaffectedneedto benoti ed.

Consideran examplewhere removesan existing
elementfrom the systemusingthe actioncomponent.The
actioncomponentwould notify the other SMs of this new
changeto the system.Next, mightwantto nd are-
placementlementwhichit doesthroughresourcediscor-
ery. The resourcediscorery componentwould notify the
otherSMsaboutthe newly discoveredresourcesAs athird
example, might wantto know somepropertyof one
of the new resources.It queriesthis propertythroughthe
ervironmentmeasurementomponentwhich would then
inform the otherSMs of the queriedproperty

This sharedsystemaccessnfrastructureaddresseshe
rst challengeto ensurethe consisteng of sensednfor-
mation from the ervironment, since all the SMs obtain
their information from a single source. In addition, shar
ing environmentmeasuremenand resourcediscovery has
the bene t of enablingperformanceoptimizationsuchas
measurementaching. Sharingthe action componentfa-
cilitates synchronizatiorof systemchangedo ensurecon-
sistentoutcomein the system. In contrast,synchronizing
multiple actioncomponentsequiresmorecomplex organi-
zationschemeprotocols,andalgorithms.

4.2 Translation Infrastructur e

Thesecondartof ourcoordinatiorarchitectures thetrans-
lation infrastructureto enablethe sharedsystemaccess,
which requiresa commonrepresentatiomf systeminfor-
mation,andthe exchangeof modelinformation. To ful Il
the two purposesthe translationinfrastructureconsistsof
separatdranslatorcomponentgor exchangeof modelin-
formationandfor eachof thethreesystemaccesgunctions.
All of thetranslatorcomponentsharea translationrepos-
itory to maintainthe necessarynappinginformation. To-
getherwith the noti cation mechanism®f the systemac-
cessinfrastructure the translationinfrastructureaddresses
thethird challengeto ensureconsistenmodels.

Note that there are potentially mary differentkinds of
modelsthat might needtranslation.However, we are most
interestedn modelsthatre ect a run-time architectureof
the system,suchasa component-connectafiew. Our de-
sign of the translationinfrastructure,in particularthe dif-

ferentkinds of mappingknowledge,is thus basedon this
assumption.

Translation knowledge. Thetranslatiorrepositorystores
four kinds of mappingsusedby the translatorcomponents,
namelytype, element,operation,anderror mappings.The
useof arepositoryenableghetranslatordo sharethe map-
ping knowledge.

Type mapping. The“type” refersto the classor cate-
gory of an elementandde nes a setof propertiesthatthe
elementcanhave. Thetype mappingbetweentwo types
and consistof asimplerelationof their namesplusthe
relationsof eachof the propertiesof  to the correspond-
ing propertyof . Eachpropertyis representedsa pair of
propertytype and propertyname. Type mappingmustex-
ist betweerdifferentmodels,andbetweeneachmodeland
the system. For example,in a self-managedideo confer
encingsystemwith two coordinatedSMs, we might seethe
following type mappingfor a gatevay element.

Sys
type GatavayT GW_Type ServiceGW
propl N/A (String,location) | (InetAddr, ip)
prop2 | ( oat, cost) (oat, cost) (oat, cost)

Thistableshavsamappingof asingletypeamong ,

, andthe system.The mappingprovidesa relationof

thetypenamesGatevay T, GW_Type andServiceGWanda

setof relationsbetweerthe propertiesof the types. Notice

that not all propertieshave a correspondenci the other

modelsandthe system(e.qg.,location). In addition,some
propertiesjik e locationandip requiretransformation.

Element mapping. The “element” refersto an entity
in amodelor the systemandis a tuple of the entity's type
andits properties.Givenan elementin a particularmodel,
the elementmappingallows usto obtainthe corresponding
elementn anothemodel,or the system.Thus,theelement
mappingis a simplerelationbetweentwo elements.Con-
tinuing the previous example,we might seethe following
elemenimapfor a gatavay element.

Sys
(type (GatevayT, (GW_Type, | (ServiceGW
props..)| cost=1.3) | location="FA", | ip=10.1.2.3,
cost=1.3) cost=1.3)

Operation mapping. The“operation”refersto a unit
of actionthat the SM canissueto the action component,
whichthencarriesit outonthe system.Unlike thetypeand
elementmappingspperationmappingonly exists between
eachof the SMs andthe system. The operationmapping
betweentwo operations  and consistsof a simple
relationof the operationnames plus the relationsof each
of the parameter®f to the correspondingparameters



of . Eachparameteis representedsa pair of param-
etertype and parametename. For example,in the same
self-managedideo conferencingystemwe might seethe

following operatiormapfrom to thesystem:
Sys
op start start
paraml | (GatevayT, src) | (ServiceGWsrc)
param?2 | (oat, timeout) | ( oat, timeout)

This tableshavs a mappingof an operationfor starting
a gateavay element,in which the gatavay parameteneeds
to betranslatedusingthe elementmapping but thetimeout
parametedoesnot. Notice, however, thata more generic
parameteitype can be speci ed to allow the operationto
accommodatenorecases.

Error mapping. The“error” refersto a problemthat
occurredduringanoperation.Lik e operationmapping,er
ror mappingonly existsbetweerthe systemandeachof the
SMs. The error mappingbetweentwo errors and
consistsof a simple relation of the error identi ers, plus
possiblerelationsof the sourcesof error of to the cor
respondingourcef . For example,considethesame
video conferencingsystem,wherewe might have the fol-
lowing errormapfrom the systemto

Sys
GatavayHostNoteundEx

error | GatevayNotFound

Amongthefour typesof mappingsabove,thetype,oper
ation,anderrormappingsareprovideda priori to thetrans-
lationinfrastructureandpopulatedn thetranslatiorrepos-
itory, beforethe systemis deployed.

Typesof translators. As mentionedefore therearefour
kinds of translatorcomponents.The modeltranslator en-
ablesSMsto exchangemodelinformationwith eachother
andto maintainconsisteng with the system. It usesthe
typemappingo transformindividual element®f thesource
modelto elementdn the targetmodel, generatingelement
mappingsin the process. For example, considertranslat-
ing ‘s model, which containsa gatevay element( )
asshawn in elementmappingtable,to 'smodel. The
model translatorwould searchfor GWType in the type
mapping, nd thetamgettype GatewayT , createthe target
element( ) of thattype,thenusethe propertymappingto
Il in the properties Finally, it storesthe resultingelement
mapping in therepository

The system accesstranslatorswork similarly to the
model translatorto enablethe SMs to communicatewith
the systemaccessnfrastructure. When an SM interacts
with the system.,it refersto systementitiesand typesus-
ing the vocahulary of its internalmodel. It is the respon-
sibility of thesetranslatorgo transformthosereferenceso
speci ¢ systenmentitiesthatthe systemaccessénfrastructure

canunderstanédndmanipulate Responsefom thesystem
accessdnfrastructurealso needsto be translatedbackinto
thevocalulary of theaccessingnodule.

The ervironmentmeasuementtranslator usesthe ele-
mentmappingto translatehe elementsn queriesfrom the
SMs. Theresoucediscoverytranslatorusesthe type map-
ping to translatethe resourcetype of the requestandthe
elementmappingto translatethe discoveredresourceele-
ments.Theactiontranslatoruseshe operatiormappingto
translatehe actionsspeci ed by the SMs, thenthe element
mappingto translateheindividual parameterasnecessary
and nally theerrormappingo translateary resultingerror.

4.3 DecisionCoordination

The third part of our coordinationarchitectures the coor
dinationof the decisionprocessasthe SMs usesensedn-
formation provided by the systemaccessnfrastructureto
evaluateandact on a solution. Although we are currently
still researchinghis problem,we believe that decisionco-
ordinationcanbe achievedthroughcoordinatingevaluation
metricsandenforcinga control pattern.

Evaluation depends on application-speci ¢ metrics,
which may differ for different SMs. The problemis that
thevariousmetricsmay be quiteindependentor evencon-

icting, for exampleperformanceversussecurity In such
casesthe prioritization of the metricsis mostlya policy is-
sue,so cannotbe derivedautomatically Consequentlyour
approachdefersthe coordinationof metricsto the domain
expertswho areintegratingthe SMs. The domainexperts
mustprovide acompatiblesetof utility criteriato our coor
dinationarchitecturego ensurehatthe SMsapply compati-
ble metrics.

Compatiblemetricsfor the SMs is only the rst step,
the next stepis to ensurethat whena problemarises,the
SMscancooperatiely arrive atacoherentlecisionthrough
someprotocolof negotiation. In otherwordsa control pat-
ternmustbe establishedanda few examplesinclude:

Single-active Only one active at ary time, with explicit
yielding of control.

Balanceof power Any modulecanvetotheothers.

Master-slave The masterassigndasksto theslave.

Agent-based Agent-like, peerto-peemegotiations.

Democracy Modulesusedifferentmetricsto decideon a
solution,thenmajority voting determinegnoutcome.

Oneimportantfactorthat affectsthe choiceof control pat-

ternis thenumberof SMscoordinatedFor any controlpat-

tern,the compleity of theinteractiongrows with the num-

berof SMscoordinatedThemorecomplex controlpatterns
would belesspracticalfor alarge numberof SMs. Relatve

priority of the self-managemerdimensionss anotherfac-

tor. Ultimately, theapplicationdomainandthestaleholders
determinghebestcontrol patternto enforce.



In summarywe expectto addresghe secondchallenge
to ensurenon-con icting andcomplementaryecisionsby
(1) determininga setof compatibleevaluationmetricsfor
all the SMs basedon domain-speci cknowledge,and (2)
establishinga controlpatternsuitableto the applicationdo-
mainthatwill ensurea singlecoherentlecision.

5 CaseStudy

To evaluateour approachye performeda casestudywhere
we coordinatedwo existing SMs—Libraand Rainbav—
to managea single system. To test the resulting self-
managementoordination,we chosea video conferencing
systemasan exampletargetsystem.Thevideo conferenc-
ing systemuseddid notdynamicallyadapt.lt wastherefore
agoodcandidatdor applyingmultiple dynamicadaptation
techniqueswithout beingconcernedvith interferingadap-
tationsfrom thesystem.

5.1 Overview

The Libra framework. Thegoalof theLibra framewvork
is to dynamicallycomposea “serviceinstance”(consisting
of variouscomponents}hatis optimizedfor the require-
mentsandpreferencespeci edin aparticularuserrequest,
takinginto consideratiorthe globalernvironmentcharacter
isticsat thetime of therequest.In otherwords,Libra aims
to provide the global con guration capability To achieve
this ef ciently, Libra separateshe domain-speci cknowl-
edcge of compositionfrom the genericactionsinvolved in
the actualcomposition. A serviceprovider that wantsto
usethe Libra framework to provide a servicewould trans-
late its domain-speci cknowledgeinto a “service recipe”
thatspeci eswhatcomponentareneededjivencertainre-
qguirements what ervironmentinformation should be ob-
tainedfor optimization,andso on. The centralelementin
Libra is the synthesizerwhich interpretsthe recipegiven
by the providerandcarriesouttheactionsaccordinglye.g.,
nding thenecessargomponentsgueryingfor the needed
ervironmentinformation,calculatingthe optimal composi-
tion, andstartingandconnectinghe component$19].

The Rainbow framework. Rainbav is an architecture-
based,dynamic self-adaptationframeavork that monitors
andincrementallyadaptsa targetrunningsystemusingthe
systems architecturaimodel. The architecturaimodel ex-
ternalizeghereasoningf systenpropertiesandconditions
for adaptationThearchitecturamodelsatis esanarchitec-
tural style,whichde nesafamily of architecturesvith aset
of typesfor componentsgonnectorsinterfaces,and prop-
ertiestogethewith a setof rulesthatgovernhow elements
of thosetypesmaybecomposedTheframavork'sleverage
of architecturestyleenablesnalysis systemevolution,and
reuseof both adaptatiorexpertiseand infrastructure thus
achieving cost-efectivenesgb, 10].
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Figure 2. A video conferencing session exam-
ple

Video conferencingsystem. Ourtargetsystems avideo
conferencingsystenthatsupportsuserswith differentcon-
ferencing applicationsand hardware capabilitiesand in-
volves variouscomponentsacrossheterogeneousetwork
ervironments. Speci cally, threetypes of userare sup-
ported: (1) Vic/SDR users,who use a combination of
conferencingtools [2] designedfor the MBone multicast
testbed[1], (2) NetMeetingusers,who usethe NetMeet-
ing application[24], and (3) Handheldusers,who usea
handheldlevicewith anapplicatiorthatonly recevesvideo
from a conferencingsession.

To supportthesedifferentusersn asinglevideo confer
encingsessionanumberof servicecomponentareneeded.
For example,Figure2 shavs avideoconferencingcenario
thatinvolvesoneVic/SDR user oneNetMeetinguser and
a handhelduser First, since Vic/SDR usesthe Session
Initiation Protocol (SIP)[16] for sessionsetupwhile Net-
Meetingusesthe H.323 protocol[20], a “video conferenc-
ing gatavay” (VGW) mustbe usedto translatethe differ-
ent negotiationprotocols. Secondly the handheldapplica-
tion doesnot have the capacityto performthe sessiome-
gotiations. Therefore,a “handheldproxy” (HHP) is used
to negotiate on behalf of the handhelduser Finally, the
communicationamongthe Vic/SDR user the VGW, and
the HHP requiresIP multicast, which is not available in
the wide-areanetwork. Therefore,an “end systemmulti-
cast” (ESM) approachis usedthatusesa numberof “ESM
proxies” (ESMPs)to provide the IP multicastfunctionality
acrosghewide-areanetwork.

5.2 Coordinating Libra and Rainbow

The Libra self-managemeritamavork hasthe expertisein
global con guration, while Rainbav hasstrengthin incre-
mentaladaptations For managinga system thesetwo ca-
pabilitiessene complementaryoles,soit is naturalto con-
siderasynengisticcompositiorof thetwo frameworks. Tak-
ing the approachoutlinedin Section4, we coordinatedhe
Libra andRainbav framavorksby sharinga systemaccess
infrastructure creatinga translationinfrastructure and es-
tablishinga control patternto coordinatedecisions.



Figure 3. Rainbo w-Libra Coordination

The resulting frameawork is shovn in Figure 3, using
matchingshapeswith Figure 1 to help relate correspond-
ing parts. Synthesizeis one of the SMs. Tailor with the
modelmanagetogetherform the other SM. Detailson the
restof the framework follow.

Systemaccess. As describedearlier the systemaccess
infrastructure provides the mechanismsof ervironment
measurementesourcediscovery, andactioncomponents,
which are neededby the SMs, Libra and Rainbav. Our
generalapproachto providing thesecapabilitieshasbeen
outlinedin Sectiond4.1. Onepartthatis speci c to this par
ticular casestudyis theuseof gaugesandprobego support
ervironmentmeasurement.

Environmentmeasuremerihvolvestwo aspectsmoni-
toring andquerying.In otherwords,the gaugesandprobes
supportothpush-basedndpull-basednethoddor acquir
ing ervironmentinformation. A probeis ableto obsene or
measureertainpropertief systemelementsin themoni-
toring mode theinformationgatheredy a probeis period-
ically publishedto interestedyaugeswhich thenreportthe
informationto an SM.

On the other hand, whenan SM wantsto acquirethe
up-to-datevalueof a property it canquerythe appropriate
gauge which asksthe correspondingprobeto getthe cur
rentvalue of the property The distinctionbetweenprobes
andgaugess thatgaugesenethefunctionof thetranslator
for ervironmentmeasurement.

Translation infrastructur e. The translationinfrastruc-
turebridgesthegapbetweerthemodelsof the SMs,andbe-
tweenthe SMsandthe system.In this casestudy the Rain-
bow framework operatesat the architecturdevel, sotrans-
lation betweerthe Rainbav moduleandthe systemis nec-
essaryFor systemaccesstranslations realizedvia gauges
for the ervironmentmeasuremenand resourcediscovery
componentsand a repairtranslatorfor the actioncompo-
nent. The modeltranslatomorks partly aswe described{o
translatebetweerthe systemand Rainbav's model. Based
on our analysisof the video conferencingsystemwe gen-
eratecdtheinitial type mappingsof systemelementypesto

architecturablementypesfor thetranslationnfrastructure.
Ontheotherhand thelLibra framewnork actuallyoperates
atthe systemlevel, sotranslatiorbetweertheLibra module
andthe systemis unnecessaryin addition, the translation
betweenthe Rainbav moduleandthe Libra moduleonly
requiresthe sametranslatiorknowledgedescribedabove.

Decisioncoordination. To ensureasinglecoherenteci-
sionbetweerthe SMs, in this casestudy the providerspeci-
es andprovidesnon-con icting evaluationmetricsto both
Libra andRainbav. As aninitial attempt,the single-active
control patternis usedto coordinatedecisionsbetweerLi-
braandRainbav, andchangego the systemoccurthrough

theactioncomponentn the sharedaccessnfrastructure.

Global con guration incurs a higher computationcost,
but resultsin an optimal con guration. On the otherhand,
incrementalrepair incurs a lower computationcost on a
shortertimescale,but the resulting decisionmay not be
globallyoptimal. Thenaturalarrangemeris to alternatebe-
tweenthe two, performingglobal con guration only when
necessaryand otherwiseperformingincrementalkepairto
handlethelocalizedproblems.

The coordinationworks as follows: Initially, a user
setsup a video conferencingsessionandthe Libra frame-
work performstheinitial conferencingystenmcon guration
basedon theuserrequestandthe provider'srecipe. It then
informsthe Rainbav frameawork of the architecturamodel
of the systemvia the modeltranslator and handsthe con-
trol to Rainbav. Rainbav beginsmonitoringthe systenfor
problemsandmakingincrementatepairswhennecessary

Eachtime Rainbav detectsaproblem.,it usests evalua-
tion metricsto determinghebestrepair If Rainbav cannot

X the problem,it will passthe controlto Libra for total
recon guration. Libra thencomposes new video confer
encingsessiorusingits own setof evaluationmetrics.

Althoughbothframewnorksaccessnformationaboutthe
system their differencein expertisemeansdifferentkinds
of information are needed. The Libra framework queries
systeminformation on demandso that it can make in-
formed,globally optimal decisions.On the contrary Rain-
bow needsaccesdo information quickly to make expedi-
ent,run-timedecisionssoit mustcacheobsenedor queried
statesover awindow of time, therebytradingoff accurag
andoverheadof data-cachingfor ashorteldateng of adap-
tationresponseTherefore within the generalkcoordination
approachgustomizatiorwill benecessargependingnthe
SMsbeingcoordinated.

6 Prototype Implementation

In the previous section,we describedat an abstractlevel

how we realizedthe coordinationarchitecturefor the case
studyto integrateRainbav andLibra. In this section,we

describehe prototypeimplementation.



Self-managementmodule components. Tailor and the
modelmanagercomprisethe evaluationanddecisioncom-
ponentsn the Rainbav module. Themodelmanagemain-
tainsanarchitecturamodelandprovidesa setof interfaces
for updating,changing,and querying the model, and for
gueryingthe system.It evaluateshe modelto detectprob-
lemsandtriggersTailor to repairthem.

Synthesizeris the decision componentin the Libra
framavork. Our prototypeimplementatiorcontainsa spe-
cializedsynthesizefor the videoconferencingervice.

Coordination architecture components. Thehigh-level
componentdn the architectureare implementedin Java
andprovide RMI interfacesfor interactionwith eachother
The communicationbetweencomponentss via XML re-
guestandresponsenessagesver RMI, wherewe have de-
ned messageschemador all communicationto validate
themessages.

The ervironmentmeasurementmechanismin the sys-
tem accessinfrastructureincludestwo subcomponents—
network measuremenand monitoring gaugesand probes.
The network measurementurrently provideslatengy esti-
matesof network connections.This is achieved by using
theglobalnetwork positioning(GNP)[25] approachwhich
modelsthe Internetasa geometricspace. The monitoring
gaugesand probesusethe Sienapublish-subscribénfras-
tructure[4], andcurrentlyinclude probesthat canmonitor
theloadandlivenesof componentin the system.

Forresourceadiscovery, we usethenetwork-sensitve ser
vice discovery (NSSD) infrastructure[18]. The Libra or
Rainbav modulecanlook for aservicecomponenby send-
ing arequesto the NSSDdirectory, specifyingthe desired
servicetype and a setof predicateswhich indicatescon-
straintsand preference®n the valuesof certainattributes
of the service. Suchattributes might include, for exam-
ple, cost,supportedprotocols,andeven network lateng to
aparticularuser

The action componenfprovidesthe mechanisnfor the
Libra or Rainbav moduleto modify the systemcon gura-
tion. It comprises high-level Java partto provide an RMI
interfaceto the rest of the infrastructure,and a low-level
C++ partto interactwith thetargetsystemandcarryoutthe
actualoperations.

For the translationinfrastructure the translationreposi-
toryisrealizedby acomplex hashdatastructureandanRMI
interfacefor thevarioustranslatorgo storeandretrieve the
mappings.The datastoredin the mappingsare Java object
representationsf the types, elements,operations.errors.
As animplementatiorartifact, we megedthe functionali-
ties of the ervironmentmeasuremerdndresourcediscor-
erytranslators.

Video conferencing applications. In the video confer
encing system,the user applicationsinclude NetMeeting

andVic/SDR,whichareexistingapplicationsandthehand-
held conferencingapplication,whichis a slightly-modi ed
versionof Vic.

We usethe following three systemcomponents. The
videoconferencingyateavay (V GW) supportsnteroperabil-
ity betweenH.323-basedind SIP-basecdtonferencingap-
plications,i.e., it translateshe sessiomegotiationsandfor-
wardsthe video streamsduring the sessior17]. We im-
plementeda handheldproxy (HHP) thatis able to join a
conferencingsessioron behalfof a handhelduser Finally,
we usea “proxy-based”variant of the end systemmulti-
cast(ESM) approactdescribedn [6], i.e.,the ESM proxies
(ESMPs)establisha multicastoverlay amongthemseles,
andeachendsystemcommunicatesvith a particularESMP
to sendandreceve multicastdata.

Sinceall theseapplicationsare legagy componentsye
implementedwrappersto allow the systemaccessnfras-
tructureto control thesecomponents. Finally, note that
most infrastructurecomponentssuch as the ervironment
measuremerdandresourcaliscosery mechanismsnightbe
reusablén otherefforts of self-managemerdoordination.

7 Evaluation

We usethe video conferencingsystemdescribedin Sec-
tion 5.1 to testthe prototypeanddemonstrat¢hata coordi-
nationframework designedandimplementedaccordingto
therecipesof the coordinationarchitecturecanconsistently
andcoherentlymanagea system.To do so, we performed
a casestudyof two adaptatiorscenariosoneto adda new
userandanotherto respondo componenfailure. Eachre-
quiredtheinteractionof the Libra andRainbav modulegto
composendadaptthevideoconferencingystem.The co-
ordinatedLibra andRainbav did achieve the desiredadap-
tations,allowing the new userto join andrecoveringin the
presencef thecomponenfailure.

We alsousedthetwo scenariosboveto quantifythead-
ditional overheadntroducedby the coordinationarchitec-
ture,i.e., the overheadf the translationinfrastructure(but
not the systemaccessnechanism$ecausehey would be
needecbvenwithout coordination).

Scenariol: NewVic user. Inthe rst scenarioanew Vic
userrequestdo join analreadyrunningvideoconferencing
sessionThisrequestausesheRainbav modelmanageto
triggerTailor to performanadaptatiorasfollows. First, Tai-
lor (throughthe querytranslator)queriesnetwork measure-
mentfor the lateny betweenthe new Vic componentand
eachof the threeexisting ESMPs. After the threequeries,
Tailor chooseghe ESMPthatis “closest” to the new Vic
andissuesa “connect” operation,which goesthroughthe
repairtranslatorandis executedby theactioncomponento
con gure andstarttheusers conferencingpplication.Our
measurementshav that this adaptationtakes about2130
ms, of which the systemaccessnechanismgost1600ms,



the Rainbav modulespent230ms, andthe overheadntro-
ducedby translationis 300ms.

Scenario2: FailedESMP. In thesecondscenariopneof
the threeexisting ESMPsin the sessiorfails. This failure
is detectedby a livenessprobeandreportedto the model
manager which triggers Tailor to perform an adaptation
asfollows. First, Tailor (throughthe model managerand
guerytranslator)queriesheresourcadiscorery mechanism
to nd anew ESMPto replacethe failed one. Then, Tai-
lor issueghefollowing operationswhich aretranslatecby
therepairtranslatorandexecutedby the actioncomponent:
shutdowrthefailedESMR startthenew ESMR connecthe
new ESMPto the two remainingeSMPsandthe endpoint
sened by the failed ESMP (threeconnectoperations)and
nally activatethe new ESMP The measurementesults
shav that this adaptationtakes about2730 ms, of which
1500 ms are spenton systemaccesgnechanismsand 330
mson Rainbav, andthetranslationoverheads 900ms.

Fromthesepreliminaryresultswe believe thatthe over
headintroducecby thetranslatiorlayeris reasonablegiven
thatin bothcasest is well below thecostof actuallyaccess-
ing the system.

8 Discussion

The self-managemerdpproachimplied in this paperrests
on animportantassumptiorthat for ary targetsystemthe
framework hasaccesgo somemeasurementesourcedis-
covery, and effecting mechanismgo obsere and change
that system. We believe this assumptionis reasonable
becausea growing numberof measurementools and in-
frastructuresare able to provide information aboutcom-
mon componentor connectorproperties suchas network
bandwidthandlatenyy measurementsSeveraldifferentre-
sourcediscovery protocolsandinfrastructureexist thatcan
discover new servicesand resourcedor a system. Like-
wise, effector technologiesare emeging to supportdy-
namicchangego runningsystemcomponentge.g., Work-
ak es[15]). For mary legag/ systemsit is concevableto
usewrapperdo addhooksfor makingsystemchanges.

In order for the coordinationapproachto work, a few
unresohed issuesremain. First, to maintain consisteng
across SMs, possiblepathsof translationexist be-
tweenthe SMs and betweeneachSM andthe system po-
tentially requiring translatorsandcomplicatinginte-
gration. However, the numberof dimensionsj.e., size of

, is unlikely to belarge. Also, the modelsmight not over-
lap signi cantly becausé¢hey addresglifferentdimensions
of thesystem.Finally, moresophisticatedepresentatioof
translatiorknowledgecanhelpreducethe numberof trans-
latorsto

Secondthereareotherself-managemerdimensionsn
additionto what we exploredin the casestudy The co-
ordinationof thesepotentiallycon icting dimensionsaulti-

matelydepend®on the policy setforth by the staleholders.
For example ,domainexpertscoordinatingthe performance
andsecuritydimensionf a systemmight stipulatethatse-
curity overridesperformancen all cases.As long asthe
coordinationpolicy canbe expresseasa setof compatible
metricsandenforcedby a control pattern,thenwe believe
thatour approachwould still beapplicable.

Third, mary differentcontrolpatternsarepossibleto co-
ordinateself-managemerdctions. The sophisticatedon-
trol patternsenablethe SMsto engagen intricateinterac-
tions. For example,the democacy patternmight be used
to coordinate ve equialent SMs to increasefault toler-
ance. Or, the balanceof power patternmight be usedso
that a security-orientedSM could veto a potentially inse-
curechangdrom a performance-orientegM.

Finally, the work presentedn this paperis inherently
centralizedywheremonitoringandactionareperformedn a
centralizedashionwithin the sharednfrastructures Mak-
ing this assumptiorhasallowed usto focuson coreissues
of self-managementamelymonitoring,detection evalua-
tion, andaction.At thesametime, theremaybeconcernof
scalabilityandsinglepoint of failure. However, the coordi-
nationarchitecturds potentiallyapplicablein a distributed
setting. For example,the self-managemenhodulesmight
be distributedin differenthosts. Onemightimplementthe
systemacces@andenvironmentmeasuremerihfrastructure
usingdistributedmiddlewvare. Thetranslationinfrastructure
can be distributed by replicatingthe translatorsthat were
sharedbetweenSMs, and by replicatingthe repositoryto
ensureavailableaccesof translationknowledge. The co-
ordinationandotherdistributedcomputingissuesarefuture
researctproblems.

9 Conclusionsand Future Work

In this paperwe presentedh coordinationarchitectureand
approachthat addressthe challengesof composingmul-
tiple self-managemennodulesin a consistentand coher
entmannerto managea system.We demonstratedur ap-
proachby integratingtwo self-managememhodulesLibra
andRainbav, in acasestudy andapplyinga prototypeim-
plementatiorio an examplevideo conferencingystem.

Wethenshovedthattheapproactworksusingtwo adap-
tation scenarios.Finally, our evaluationbasedon the pro-
totype shows that the coordinationarchitectureachieves
reasonablg@erformance.We believe that our approachis
more generally applicableto coordinatingmultiple self-
con guring andself-healingmodulesput unresohedissues
remain,aswe have discussea@bove.

For future work, we planto addresghe dif cult chal-
lengeof coordinatingdecisionsbetweendifferentand pos-
sibly con icting SMs. To resole this challenge we will
needto bettercharacterizehe kinds of SMs possible,de-
velopatechniqueo coordinatehevariousevaluationmet-



rics,anddeterminea coordinatiorpolicy to ensurecoherent
actionamongthe SMs.

We alsoplanto expandour casestudy as follows. (1)
We will explore the applicability of our approachto the
self-optimizingandself-protectingcapabilitiesfrom IBM' s
classi cation. (2) We will addrecon gurationmechanisms
to the prototypeandconducta morecomprehensie evalua-
tion to includetotal recon gurationat systemrun-timeand
incorporategreateruseof utility evaluationin the coordina-
tion betweerRainbav andLibra. (3) We will examineper
formancebottlenecksin the coordinationarchitectureand
attemptto optimizeour prototype.
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