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Abstract— A Content Discovery System(CDS) allows nodesin
the systemto discover contents published by someother nodes
in the system.Existing CDS systemshave dif�culties in achieving
both scalability and rich functionality . In this paper, we present
the designand evaluation of a distrib uted and scalableCDS.Our
system uses Rendezvous Points (RPs) for content registration
and query resolution, and can accommodatefr equent updates
fr om dynamic contents. Contents stored in our system can be
searched via subset matching. We proposea novel mechanism
that usesload balancing matrices (LBMs) to dynamically balance
both registration and query load across nodes in the system
to maintain high system thr oughput even under skewed load.
Our system utilizes existing Distrib uted Hash Table (DHT)
mechanismsfor CDS overlay network managementand routing.
Wevalidate our system's scalability and load balancingproperties
using extensive simulation.

Index Terms— Content Discovery System,Rendezvous Points,
Load Balancing.

I . INTRODUCTION

A ContentDiscovery System(CDS) is a distributedsystem
that enables the discovery of contents. Nodes in such a
systemform anoverlaynetwork, theCDSnetwork. A nodein
the systemcan publish and provide contents,issue queries
looking for contents,store contentsor contents' metadata
publishedby other nodes,and resolve other nodes' queries.
Thereexists a wide spectrumof distributed applicationsthat
either themselves are CDS systemsor usea CDS as one of
their majorcomponents.Someexamplesareservicediscovery
services,peer-to-peerobjectsharingsystems,sensornetworks
andpublication-subscription(pub/sub)systems.

We illustrate the type of applicationswe aretargetingwith
the following example.Considera nationwidehighway traf�c
monitoringservice,wheredevicessuchascamerasandsensors
are installed along the roadsideof highways or mounted
on patrol cars, to monitor traf�c status, road and weather
conditions.Thesedevicesmustfrequentlysendupdatesto the
systemto accuratelyre�ect thecurrentstatusof thehighways.
In this example,“content” refersto thedescriptionof a device,
and the CDS must be able to answera large rangeof user
queries,for instance,“Whatis thespeedat Fort Pitt Tunnel?”,
“Find a camera on Mt. Washingtonthat overlooksthecity and
can accept new connectionsfor live images”, “ Identify the
highwaysectionsto the airport that are icy (so that a driver
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canavoid them)”. This examplerepresentsa largecategory of
applicationsthatposethefollowing challengeswhendesigning
a CDS system:

� Contentsstoredin the CDS mustbe searchable.A node
canlocatecontentswithout having to usetheir canonical
names.Instead,it shouldbe able to do so by specifying
a combinationof attributesand valuesthat describethe
contents.

� The CDS must be able to handle frequent updatesof
dynamiccontents.Thedescription,or “name”, of a piece
of content may changeover time. For example, when
a cameraobserves a different speed,it must changeits
descriptionandannounceit to the CDS system.

� TheCDSmustscalewith both theregistrationandquery
load. By scalability we meanthat as the load (e.g., the
registrationand query rate) to the systemincreases,the
performanceof theCDS,suchasthroughputandresponse
time, mustnot degradesigni�cantly beforethesystemas
a whole reachesits capacity.

The primary task of a CDS is to ef�ciently locate the
set of contentsthat matchesa client's query. Existing CDS
systemshave dif�culties in achieving both rich functionality
and scalability. At one end, they may be able to scaleto the
Internetlevel but offer limited functionality, e.g.,they support
exactcontentnamelookup([1], [2], [3], [4]) only, or thesearch
of strictly hierarchicalcontent names[5], or they consider
staticcontentsonly, e.g.,searchengines[6]. At theotherend,
they mayoffer powerful functionalitysuchasthesearchingof
generalcontentnames,but arenot scalable[7].

In this paper, we presentthe design,implementationand
evaluation of a distributed content discovery system that
meets the above challenges.Content namesin our system
are representedby attribute-value pairs for searchability. We
achieve scalability through the use of RendezvousPoints
(RPs). The RP-basedschemeavoids network-wide message
�ooding at both registration and query time. We design a
novel mechanismthat usesLoad BalancingMatrices(LBMs)
to dynamicallybalanceboth registrationandqueryload in the
systemto improvethesystem's throughputunderskewedload.

The restof the paperis organizedasfollows. In SectionII,
we presentthe CDS systemarchitecture.In SectionIII, we
present the basic RP-basedCDS design. We present our
distributed load balancing mechanismin Section IV. Sec-
tion V describesthe evaluationmethodology, andwe present
simulationresultsin SectionVI. We discussrelatedwork in
SectionVII andconcludein SectionVIII.
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I I . SYSTEM ARCHITECTURE

Nodesparticipatingin the CDS connectto eachother in a
peer-to-peerfashionto form a CDSoverlaynetwork. Figure1
shows the softwarearchitectureon a node.The CDS layer is
designedasa commoncommunicationlayer on which higher
level applications,suchasservicediscovery and �le sharing,
canbebuilt. TheCDSlayeris in turn built on topof a scalable
distributed hash table (DHT), such as Chord[1], CAN [2],
Pastry [3], andTapestry[4].

Application

TCP/IP

DHT�based overlay

CDS

Fig. 1. CDS nodearchitecture.

A. AV-pair BasedContentNamingScheme

To provide contentsearchability, applicationsbuilt on top
of the CDS layer usea �e xible attribute-valuebasednaming
scheme,similar to what is usedin [8], [9]. Contentsarerepre-
sentedusingattribute-valuepairs (AV-pairs).For example,in
a servicediscovery system,a device may be describedwith
attributes such as Type , Location , and Model , etc. In
multimedia applications,such as the P2P music �le sharing
system describedin [10], to enable content-basedsearch,
attributesinclude not only manuallycon�gured onessuchas
Artist and Song Name, but also featuresextractedfrom
the audiosignals,suchasTempo andStrength .

We refer to the collection of the AV-pairs as the “content
name”,or “contentdescription”.In our terminology, “content
discovery” meansthediscoveryof the“contentname”,not the
actualcontent.We considermechanismssuchascontactingthe
deviceor retrieving theactual�le afterthe“contentdiscovery”
step as a separatefunction. An AV-pair takes the form of���������	��


, or
�������	��


for short,where
�
�

is an attribute, and� �
is its value.A contentnamethat consistsof � AV-pairs is

representedas ����� �����������������	������� ������!��	!"

. Languagessuch

asXML may be usedto describecontentnames.Figure2 is
an examplenamefor a highway monitoringcamera.

Camera ID = 5562
Camera Type = Q-cam
Highway Number = I-279

Exit Number = 4
City = Pittsburgh
Speed Measured = 45MPH
Road Condition = dry
Connection availability = yes

Fig. 2. An examplecontentname.

Contentnamesmay consistof both orthogonal attributes
anddependentattributes.Orthogonalattributesexist indepen-
dently of eachother, whereasa dependentattribute relies on
the presenceof someother attribute. For instance,the Exit
Number attribute is meaningful only when the name also
containsthe Highway Number attribute. An attribute may
be dynamic,e.g., the Speed Measured attribute, in that it
maytake ondifferentvaluesat differenttimes.Whenthevalue
changes,the contentnamechanges.

A query is also comprised of a set of AV-pairs, e.g.,# � ���$�%���	�������	�	������� �%�'&(�	&)

contains* AV-pairs.Thematched

content name must simultaneouslysatisfy all the AV-pairs
present in the query. In our current system, we consider
equalitymatchingonly. Contentnamesregisteredin the CDS
aresearchedvia subsetmatching. More speci�cally, a content
namematchesa query as long as the set of AV-pairs in the
query is a subsetof the set of AV-pairs in the contentname.
TheAV-pairsin thequerythatarenot in thecontentnameare
treatedas “don't care”. The numberof non-emptysubsetsof
a contentnamethat consistsof � AV-pairs is + !-,/.

, which
meansit canmatch + !0,1.

differentqueries.

B. DHT-basedOverlaySubstrate

TheCDSsystemusestheDHT layer [11] for two purposes:
(1) constructingand managingthe overlay network, and (2)
delivering messageswithin the overlay network.

In a DHT, eachnodeis assigneda nodeID as its overlay
network address,andit is responsiblefor a contiguousregion
in an * -bit addressspace.The nodeID may be obtained
locally, e.g., by applying a system-widehash function to
somelocal informationsuchasthenode's IP address.Overlay
networks built using DHT are structuredin that node IDs
encodeoverlaynetwork topologicalinformation:ThenodeID
determinesthesetof nodesthat this nodewill be neighboring
with, and which next hop node to use when forwarding
a messagein the overlay network. DHT-basedsystemsare
scalableby keepingboth the numberof routing table entries
on a nodeand the numberof overlay hopsbetweenany two
nodessmall, e.g.,both are 2-354 6�78�-9�: in Chord[1], where �-9
is the numberof nodesin the network.

The CDS systemusesthe DHT layer to forward its mes-
sageswithin theoverlaynetwork. Communicationis basedon
nodeIDs. When the DHT layer receives a tuple

�
nodeID,

message



from the CDS layer, it will subsequentlyforward
message to thenodethatcorrespondsto nodeID . TheDHT
layer does not dictate how CDS choosesthe nodeID for
message .

C. CDSFunctionality

TheAPI thattheCDSlayerprovidesto theapplicationlayer
must include at least the following two methods:regis-
ter(content name) andlocate contents(query) .
Once it receives a data item, a content name or a query,
from the applicationlayer, the CDS must determinethe set
of nodesit shouldsendthe dataitem to. In our architecture,
this translatesto computinga setof nodeIDs.
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In choosing the set of nodes, the primary goal is to
meet the scalability and content searchabilityrequirements.
In a centralizedsystem,namesand queriesare sent to one
central location, which constitutesthe system's single point-
of-failure and bottleneck.Approachesbasedon �ooding the
CDSnetwork with registrationsor queriesarenot scalabledue
to the prohibitive numberof duplicatedregistrationor query
messages.In our system,we introducean approachbasedon
RendezvousPoints (RPs). In this scheme,a contentnameis
registeredonly with a small set of nodesin the system,the
RPs; thus the full duplicationof contentnamesat all nodes
is avoided. Queriesare directly sent to the proper RPs for
resolution,andnonetwork-widesearchingis needed.Theterm
“rendezvous” is usedbecausethe RPsare wherequeriesand
the matchednamesmeet.

I I I . BASIC CDS DESIGN

We now presentthe basicRP-basedCDS design.

A. Registration with RP Set

To register a content name,the provider node must �rst
determinethe set of nodesthat should receive this name.It
does this by applying a system-widehash function, � , to
eachAV-pair in thecontentname.For example,givencontent
name ��� � � ���$�������������	������� ������!��	!"


, which has � AV-pairs,
the provider computesthe following:

� 3 � � � � : � � � ��� � . � � � �
The nodewhoseID is either equal to or numericallyclosest
to � �

will becomethe
�
th RP node.Thesenodes( � of them

assumingno hashcollision) form the RP set for this content
name.Thecompletecontentnameis thensentto eachof the �
nodes(Figure3), which resultsin � replicationsof the name.
From an RP node's point of view, it becomesa specialized
nodefor theAV-pairsthataremappedontoit, e.g., � �

contains
all the namesin the systemthat have

��� � � � 

in them.For a

dependentAV-pair, we apply the hashfunction to it and all
of its parent AV-pairs together. In this paper, we focus on
orthogonalAV-pairs; the samemechanismscan be directly
appliedto dependentAV-pairs.

N4
N3

N1 N2

N5
N6

RP1 RP2

Q:{a1v1, a2v2}

CN2:{a1v1, a2v2, a5v5, a6v6}CN1:{a1v1, a2v2, a3v3, a4v4}

Fig. 3. Exampleregistrationandqueryprocessingwith RP set.

HashingeachAV-pair individually hasthe following prop-
erties.First, it yields an RP setof size � for a namethat has

� AV-pairs,thusrequiring 2-3�� : messagesper registration.In
real-world applications,� is typically a small number(e.g.,����� ), and registration can be done ef�ciently . Second,it
guaranteessystemcorrectness,in that, any query that is a
subsetof a contentname,e.g., the query

# � ��� ����� 

, which

containsonly one of ��� �
's AV-pair, can discover ��� �

by
goingto node � �

. As a comparison,registeringwith all nodes
correspondingto all the + ! ,/.

subsetsof the contentname
would also ensurecorrectness,but requiresan exponential
number of registration messages.Third, from the system's
pointof view, hashingattributeandvaluetogetherto determine
thesetof RPnodesratherthanhashingattributealoneprovides
a naturalway of spreadingregistrationsto morenodesin the
system.

An RPnodestoresthenamesit receivedin a local database,
and maintainsthem in a soft statefashion.As such,names
automaticallyexpire after a certaintime period,and must be
periodicallyrefreshed.This providesprotectionagainstcertain
types of failures.For example,when an RP node leaves or
crashes,the refreshmessageswill automaticallyrestorea lost
content name at a node that is alive. Also, when a name
containsdynamicattributes,therefreshmessagesmayregister
the nameat a differentsetof RPswhentheir valueschange.

B. QueryResolution

To resolve queries,clients must determinethe set of RPs
that may containmatchingcontentnames.Sinceall content
namesthat contain the pair

��� � � � 

are stored in the node� � 3 � � 3 � � � � :�: , query

# � � �$�����	�������	� ����� ������&(�	& 

can be

sent to any one of the * RP nodes, � � ������� � � &
(Figure 3).

Given these * candidateRP nodes,the client may pick one
node randomly and send one query messageto that node.
Once an RP node receives a query, it simply goes through
its namedatabase,anddeterminesthesetof namesthatmatch
the queryby comparingeachname's AV-pair list with that of
thequery's. No communicationbetweennodesis needed,and
query resolutionis doneef�ciently .

An alternative to having queriesfully resolved at one RP
nodeis to have a client sendits queryto multiple nodes,each
of which resolvesthequerypartially andreturnsany matches.
The client then performs a “join” operation to determine
the �nal set of matchednames.While this approachreduces
the computationload on resolver nodes,it adds potentially
signi�cant communicationoverheaddueto largesetsof partial
matchesto the network andclient. Given that exact matching
for AV-pairs is a relatively lightweight operation,it is more
ef�cient to do thecompletematchingon theselectedRPnode.

C. Load BalancingProperty

In the basic RP-baseddesign, AV-pairs are used as the
argumentby the hashfunction and are mappedonto nodes.
However, the registrationand query loadsobserved on each
node are determinedby the AV-pair distributions in content
namesandqueries.The basicdesignperformswell whenthe
distributions are even, in which casethe distribution of load
in the systemshouldbe even.
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In real-world applications,thesedistributions are likely to
beskewedassomeAV-pairsarecommonor signi�cantly more
popularthanothers.For instance,it hasbeenobservedthat the
popularityof keyword searchstrings1 in both traditionalweb
searches[12] andGnutellapeer-to-peernetworks [13] follows
a Zipf-lik e distribution. This type of skewed distribution
impliesthatsomenodesin theCDSsystemmaybeoverloaded
while othersareunderutilized.More speci�cally, considerthe
casewherethe numberof namesthat contain

� �$���	��

, ��������� ,

follows a Zipf distribution:

�������	� � ��
�� 
 �
.
��� �

(1)

for
� � . � ��� ��� , where ��� is the numberof differentAV-pairs

in thesystem.



and � aretwo parameters,where � is closeto
1. � 
 is the total numberof namesin the systemand

�
is the

rank of AV-pair
� � � � � 


in termsof its frequency of occurring
in names;

�8� .
correspondsto the AV-pair that is contained

in the most numberof names.As an example, supposean
applicationhas ��
 � . ��� names,and


 � � � � � � � .
. Half of

the
. ��� nameswould containthemostpopularAV-pair, which

would be sent to one node.In the meantime,for nodesthat
correspondto AV-pairs ranked from

. ��� to
. ��� , eachwould

receive fewer than 50 names.Clearly, a few nodeswould be
swampedby registrations,while the majority of the nodesin
the systemwould be rarely used.

IV. SYSTEM WITH LOAD BALANCING

We next presenta distributed load balancingsolution that
allows the CDS to dynamically discover and utilize lightly
loaded nodes to share the registration and query load on
heavily loadednodes.

A. Load BalancingMatrix (LBM)

1,1 2,1

1,2 2,2 P,2

0,0
Partitions

R
ep

lic
as

Head node

P,1

P,R1,R 2,R

Fig. 4. Load balancingmatrix for ����������� .

For a popularAV-pair, the CDS systemusesa setof nodes
insteadof one nodeto sharethe registrationand query load.
This setof nodesis organizedinto a logical matrix, the Load
BalancingMatrix (LBM). Figure 4 shows the layout of the
matrix for AV-pair

� ���5�	� 

. Each node in the matrix has a

1Keyword-basedsearchis a specialcaseof AV-pair basedsearchwhere
attributesareomitted.

columnandrow index, 3�� �! : , andnodeIDs aredeterminedby
applyingthehashfunction, � , to theAV-pair, andthecolumn
androw indicestogether:

� "$#&% '�(� � � 3 � � � � � � �! : �
Each column in the matrix storesone subset,or partition,
of the contentnamesthat contain

��� � � � 

. Nodesin the same

column are replicasof eachother: they host the sameset of
names.

The matrix dynamically expandsor shrinks along its two
dimensionsdependingon the load it receives. It startswith
one nodewhen the registrationand query load are low; this
correspondsto the basic system.New partitions are added
to the matrix when the registration load of the pair

���$�5�	� 

increases,and new replicasare addedwhen the query load
increases.Matrices may end up in different shapes.For
example, a matrix may have only one row, when only the
registrationload is high, or onecolumn,whenonly the query
load is high. Eachmatrix usesa node,called the headnode,
with ID � "*)�% )�(� � � 3 � � � � � � � � : , to store its currentsize and
to coordinatethe expansionandshrinkingof the matrix.

To expand matrices,each node in the systemmaintains
threethresholds:+-,/. , themaximumnumberof contentnames
a node can hold, + '�021 , the maximum rate of registration it
can sustain,and +-3 , the maximum query rate the node can
sustain.Three correspondinglow thresholdsare also set for
shrinking purpose.Note that a nodemay belongto multiple
matriceswhenmultiple AV-pairsaremappedonto it, and the
thresholdsare usedto regulate the aggregatedload from all
of thesepairs.In the following discussions,for simplicity, we
assumeall nodesarehomogeneousin that they have thesame
computationpower andnetwork connectivity.

B. OperationsWith LBM

We �rst describetheregistrationandqueryoperationswhen
LBMs arepresentin the system.

CN:{a1v1, a2v2, a3v3}

LBM for {a1v1}

LBM for {a2v2}

LBM for {a3v3}

1,1

1,2

1,3

2,1

2,2

2,3

3,1

3,2

3,3

Fig. 5. Registrationwith load balancingmatrices.

1) Registration: In the basic system,a content provider
registersits contentnamewith eachRPnodethatcorresponds
to oneof theAV-pair in thename.In contrast,with LBMs, the
provider must register its contentnamewith one column of
nodesin eachmatrix thatcorrespondsto anAV-pair (Figure5).

The pseudocode for registration is listed in Figure 6. To
register with matrix 465�7 �

, the contentprovider must �rst
discover its size:the numberof partitions, 8 , andthe number
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1: register(name)
�

2: foreachAVpair
� � � �

in name
�

3: � "*)�% )�(� � � 3 � � � � � � � � : ;
4: (P, R)

�
retrieve matrix size(� " ) % ) (� �������	�

);
5: p

�
generaterandomnumber(1,P);

6: foreachr in [1, R]
�

7: � "$#&% '	(� � � 3 ��� �	��� � �	 : ;
8: sendto(� "$#&% '	(�

, name);
9:



10:



11:



Fig. 6. The algorithmfor contentproviders to registerwith LBM.

of replicas,
�

. It can do so in several ways.First, it may be
able to retrieve the size from the pair's correspondinghead
node (Line 4 in Figure 6). Second,in casethe head node
is down or becomesa bottleneck,the provider may �nd out
the matrix size by directly sendingprobemessagesto nodes
that arepotentiallyin the matrix. For example,to discover 8 ,
the provider may �rst estimatea maximumnumber 8 ) , and
probea nodein the 8 ) th partition,e.g., � "���� % � (�

. Node � "�����% � (�
can determinewhetherit belongsto 465�7 �

by checkingits
databaseto seeif it hasseen

���
���	��

before.Sincepartitions

are indexed contiguously, the current number of partitions
can be ef�ciently discovered in 2-3�4�6 7 8 ) : stepsvia binary
probingbetweenpartition 1 and 8 ) . Third, contentproviders
may cachean AV-pair's matrix size and use it without re-
discovering it. This is useful when refreshinga previously
registeredname.

Oncethe size of the matrix is found, the contentprovider
selectsa randompartitionbetween1 and 8 andcomputesthe
nodeIDs in the partition. It thenregisterswith eachof them.
Sincethepartitionwithin thematrix is randomlyselected,the
registrationload within the matrix is distributedevenly.

2) Query Resolution: Similar to the basic system,clients
canissuea queryto thematrix thatcorrespondsto any AV-pair
in the query. The cost of resolvinga query is determinedby
the numberof partitions in the selectedmatrix. If the query
containsonly one AV-pair, it would be sent to the matrix
correspondingto that pair. When this matrix has a lot of
partitions,theclient cancontacta smallsubsetof thepartitions
to receive enoughmatches.The client may then re�ne its
queryby addingmoreAV-pairs.In fact,this is thebehavior of
Internetuserswhenusinga searchservice.A studyconducted
in [12] shows that 71.5%of the searchesfound in one large
web cachecontainsmore than two keywords.

In our system,whenmultiple AV-pairsarepresent,we use
a two-passquery optimizationalgorithm to determinewhich
pair a client shouldusefor its query. First, the client probes
the sizesof all the matricescorrespondingto eachAV-pair in
the queryusingoneof the mechanismspresentedabove, and
then selectsthe one with the fewest partitions. In practice,
sincethe matrix sizescan be cached,the cost of the probing
phaseis amortizedwhenthe client issuesmany queries.

Oncea matrix is selected,theclient mustsendthequeryto
all thepartitionsin thematrix, if it needsto collectall possible

matches.In reality, sendingto a subsetof the partitionsmay
return the client suf�cient numberof results.Sincenodesin
the samecolumn are replicasof eachother, the query needs
only to be sent to one node in eachcolumn, and the client
choosesa randomnodeto ensurethequeryload is distributed
evenly within a matrix.

C. Matrix Management

In this section,we presentthematrix expansionandshrink-
ing mechanisms.When a matrix receives high load, it must
expand itself quickly to accommodatethe excessive load.
When the load decreases,the matrix should shrink itself to
reduceregistration and query cost. We use a multiplicative
approachto expand the matrix by doubling the number of
partitionsor replicaswhenthe existing matrix is saturatedby
registrationor query load. To ensurea stablesystem,matrix
shrinking is done linearly, i.e., we decreasethe number of
partitionsor replicasby oneat a time.

We describethe detailedexpansionand shrinking mecha-
nismsusingmatrix 4�5�7 �

asanexample.4�5�7 �
corresponds

to
� �����	��


, and its head node is � "*) % ) (�
. Supposethere are

currently 8 �
partitionsand

� �
replicasin 465�7 �

.
1) Partition Expansion:New partitionsareaddedto 465�7 �

when the existing partitionsin the matrix receive high regis-
tration load. We de�ne the expansionregion (ER) as the set
of partitionsthat are last addedto the matrix. The expansion
mechanismworks as follows.

� Whentheregistrationloadonanodein thematrix reaches
thethreshold+-,/. or + '�0 1 , it will sendanINC P request
to the headnode, � "*)�% )�(�

.
� The headnodedoublesthe numberof partitionsto +�8 �

,
upon receiving the �rst suchrequestfrom a nodein the
current ER. It ignoresrequestsfrom non-ER partitions
and from otherER partitionsthat may arrive later.

� The headnodethen informs nodeswith partition index
from 8 ��� .

to +�8 �
that they are now in the matrix and

will be responsiblefor
� �
���	��


. Partitions 8 �	� .
to + 8 �

becomethe new ER.
Whena new contentnamethat contains

���$���	��

comesup,

the registeringnodewill discover 465�7 �
has +�8 �

partitions,
andthenselectoneto register this name.Hence,the registra-
tion load is sharedby the expandedmatrix.

The headnode acts upon only one requestfrom the ER
and suppressesothers to avoid unnecessaryexpansion.The
reasonis that the headnode expandsthe matrix only when
the following two conditionsare met: (1) the load are dis-
tributedevenly amongall partitions;and (2) the load on any
partition reachesthreshold.In the algorithmabove, we usea
requestfrom an ER partition asthe signalof whenthe above
conditionsaresatis�ed,sincetheloadobservedon thenon-ER
partitionsdo not re�ect the averagewhen the new partitions
arebeingadded.

The multiplicative increaseof 8 �
allows the number of

partitionsgrow quickly, and as such the systemcan quickly
tune itself to accommodatehigh load. The direct cost of
this approachis minimal, since“adding a partition” doesnot
actually involve any copying of dataover the network.
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2) Partition Shrinking: A matrix decreasesthe numberof
partitions when possible,since more partitions meansmore
query messagesare neededfor a query that is sent to this
matrix. Suppose4�5�7 �

now has 8��� partitions, and before
the last expansion,it has 8 �

partitions. 8 �
is also equal to

the numberof partitionsin the ER immediatelyafter the last
expansion.

� Whenany nodein thelastpartition of thematrixobserves
a low registrationrateor a low numberof contentnames,
it will issuea DECP requestto the headnode.

� The headnode again acts on only one such request:it
sendsa SHRINK P commandto all the nodesin the last
partitionandasksthemto transfertheir namescontaining��� � � � 


to the nodesin partition 8��� ,
8 �

. For example,
� "����� % � (�

sendsits namesto � "������� � � % � (�
.

� After all the transferringare con�rmed successful,the
headnodewill inform nodesin partition 8��� that they are
removedfrom the matrix. Now partition 8 �� , .

becomes
the lastpartition,andtheheadnodedecreasesthesizeby
1, 8��� � 8��� , .

. Correspondingly, the sizeof the current
ER is also reducedby 1.

When all the partitions in the current ER are removed,
and the numberof partitionsdrop back to 8 �

, the headnode
informs the partitions from

� � ��
	 through 8 �
to becomethe

new ER. By collapsingthe matrix onepartition at a time, we
try to keepthe matrix load balanced,and the linear decrease
preventsthe matrix from oscillating.

3) ReplicationExpansion: New replicasare addedto the
matrix when the query load to the matrix increases,similar
to how partitionsareadded.The expansionregion hererefers
to the replicasthat are last added.When a node in the ER
observes its query rate reaches+ 3 , it will send an INC R
requestto the head node. Upon receiving such a message,
the headnodeissuesa DUPLICATE commandto eachnode
in the last row of theER, askingthemto replicatethemselves.

The replication is also done multiplicatively to allow the
matrix expand to a large size to accommodatequery load.
A nodethat receivesthe DUPLICATE messagesendsa copy
of the namescorrespondingto

��� � � � 

in its databaseto the

newly addednodesin its column.For example,node � " � % � � (�
will sendits namesto nodes� " � % � �
� � (�

through � " � % � � � (�
. The

headnodedoubles
� �

whenall the replicasare in place,and
the nodesin row

� � � .
to row + � �

becomethe new ER.
4) Replication shrinking: More replicas in the matrix

meansprovidersmustregisterwith morenodes.Thusmatrices
should shrink along the R dimensionwhen the query load
to this matrix drops. The replication shrinking mechanism
is similar to the partition shrinking mechanism,but no data
transfer is needed.When the head node receives a DECR
request,it informs all the nodesin the last row to remove
themselves from the matrix. The headnode then decreases
the numberof replicasby 1.

The shrinking mechanismis important specially under
“�ash-crowd” typeof load:whenanAV-pair becomespopular
due to for examplea currentevent, its correspondingmatrix
will replicate quickly to accommodatethe suddensurge of
load. When clients lose interestin this pair, the matrix will

shrink andeventuallymay becomejust onerow.
5) Head NodeMechanisms: The primary job of the head

node is to coordinatethe matrix expansionand shrinking.
The expansionandshrinking requestsmay cometo the head
node in an arbitrary order. While a matrix is in a dynamic
state,i.e., expandingor shrinking, if the correspondinghead
nodereceivesadditionalrequests,it will buffer theserequests
and processthem when the currentoperationcompletes.By
serializingthe operations,we ensuredataconsistency within
the matrix.

A headnode is only responsiblefor its own matrix, and
differentmatriceswill likely have differentheadnodes,which
aredistributedacrossthe network. Thereforeheadnodeswill
not becomethe bottleneckof the system.However, when a
headnodeleavesor crashes,vital informationaboutits matrix,
suchasthe size,will be lost. To prevent this from happening,
live nodesin the matrix sendinfrequentmessageswith their
indices 3�� �	 : to theheadnode.Dueto theroutingpropertiesof
DHT, a new nodewhoseID is closeto theold headnode's ID
will receive thesemessagesand becomethe new headnode.
It canthenrecover the matrix's sizebasedon the information
it receives.In fact, the matrix expansionor shrinkingrequests
will also reachthe new headnode,and they can be usedto
recover the matrix's dimensionsaswell.

D. SystemPropertiesWith LBM

WhenLBMs aredeployed in the system,both the registra-
tion and query cost are higher than in the basic system.To
register a namethat has � pairs, the numberof registration
messagesneededis:

7 ' �
!
� ��� � � ���

where
� �

is the numberof replicasin matrix 465�7 �
.
� � � .

when 465�7 �
hasno extra replicas. 7 ' is determinedby the

numberof replicaseachmatrix has,and doesnot dependon
the numberof partitions.

To resolve a query that has * pairs, when using the
queryoptimizationmechanism,thenumberof querymessages
neededexcluding the probingmessages,is

7 3 � * � � 3�8 � : �
where

� � . ��� * , and 8 �
is the numberof partitionsin matrix

465�7 �
. The query cost is not affected by the number of

replicasin thesematrices,but dependssolely on the number
of partitions.

The bene�ts of the query optimizationalgorithm are two-
fold. First, it will likely keepthe numberof query messages
low by avoiding matrices that have large 8 . Second,by
reducing the number of query messages,it also indirectly
reducesthe numberof registrationmessagesrequiredin the
system.By avoiding matricesthat have large 8 , the query
load on thesematricesis reduced;thus it naturally limits the
R-dimensionexpansionof thesematrices.A matrix with a
smaller

�
meansthat namesmappedonto this matrix require

fewer registrationmessages.Conversely, for matricesthathave
small 8 , evenif they havea large

�
dueto many queries,from
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thesystem'spoint of view, it will notgreatlyaffect theaverage
numberof registrationmessagesneeded:small 8 impliesonly
a smallnumberof contentproviderswill beaffectedby having
to sendmoremessages.

V. EVALUATION METHODOLOGY

We describeour simulatorimplementationand the evalua-
tion methodology.

A. SimulatorImplementation

We developed an event-driven simulator to evaluate the
CDS system.Eachnodeusesa �rst-come-�rst-serve queueto
processregistrationsandquerieswith exponentiallydistributed
servicerates.A nodemeasurestheregistrationandqueryrates
it observes using a sliding window of a certain numberof
recently received registrationsor queries.In the simulation,
we usea window sizeof 20. Matrix sizediscovery is doneby
probingheadnodes.

The simulatorassumesthe existenceof a DHT-basedover-
lay mechanismfor routingandforwardingandit usesa 24-bit
namespacefor nodeIDs and the hashedvaluesof AV-pairs.
NodeIDs areassignedin sucha way thateachnodecoversan
equalslot in theentirenamespaceto ensureanevenmapping
of hashedvaluesonto nodes.In practice,this canbe achieved
by usingtechniquessuchasassigningmultiple “virtual” node
IDs to one node [1]. The hash function used by the CDS
systemmustgeneratevaluesuniformly distributedin thename
spaceand be insensitive to the input. In our implementation,
we usethe cryptographicfunction SHA-1 asthe system-wide
hashfunction.

The simulatorusesan exponentialdistribution with a mean
value of 50 ms [1] to model the one-way network delay
betweenany two nodes.In DHT systemssuchas Pastry [3],
by employing proximity metric into the routing rules, the
overlay delay betweentwo nodescan be limited to within
1.4 times of the physical network delay. In our simulation,
we conservatively set the averageoverlay delaybetweentwo
overlay nodes to be twice of the physical network delay
betweenthem,which resultsin a meanof 100 ms.

B. ExperimentSetup

In the experimentswe conducted,we assumethat each
node has approximately ��������� ��� available link bandwidth
(DSL level) dedicated to content name registrations and
queries.Correspondingto this bandwidth,assuminga 1000-
byteregistrationpacketssizeanda250-bytequerypacketsize,
eachnode setsup a thresholdof + '�0 1 � ���  ��	��
 � �
� as the
maximumsustainableregistrationrateand +/3 � + ����� 
 � �
� as
the maximumsustainablequery rate. +/,/. is set to be 4000.
Whena nodeobservesthatoneof thesethresholdsis reached,
it will issuea matrix expansionrequestto the corresponding
headnode.In our experiments,+ ' 0 1 is alwaysreachedbefore
+ , . . To enable us to study the effectivenessof the load
balancingmechanism,themaximumnumberof partitionsand
replicasa matrix can use are con�gurable in the simulator.
The matrix will stop expanding along a dimension if that

dimensionreachesits maximum value. In our experiments,
we focus on how the systembehaves when load increases.
The load distribution doesnot changewithin eachsimulation
run, and the matrix shrinkingmechanismis not triggered.

The processing of registrations and queries on a
node is exponentially distributed with a mean rate of. � ���  
�	� 3 �
� �  �� : 
 � �
� , whichcaneasilybeachievedby modern
PCs on a databasewith a size on the order of

. ��� entries.
With theseassumptions,a node's performanceis limited by
its available link bandwidth.

To register a name,registration messagesare sent to the
RP nodescorrespondingto the name's AV-pairsconcurrently.
Upon receiving a registration,the RP nodeeither insertsthe
nameinto its local databaseand replies the registeringnode
with a success,or rejectsthe nameandreplieswith a failure.
A registration may fail at a node for two reasons:(1) the
registration rate this node observes,

 �!�� � 0 , exceedsthe set
threshold,i.e.,

 !�� � 0�� + '�021 , or the numberof namesit is
hosting exceeds + ,/. ; (2) the correspondingmatrix is in a
dynamic statesuch as expanding.For instance,a node has
senta replicato a new node,but thesuccessof the replication
has not been con�rmed, and during this time period, any
registrationsarrive at the replicatingnodewill be rejectedand
resultin a failure.Theregistrationsucceedswhenall thepairs
registeredsuccessfully.

Similarly, a query is sentto oneRP nodein eachpartition
of the chosenLBM concurrently. The RP node rejects the
query if the query ratethis nodeobserves, � !�� � 0 , exceedsthe
set query rate threshold,i.e., � !�� � 0 � + 3 , by replying to the
query nodewith a failure message.Otherwise,it acceptsthe
query, examinesits databaseandsendsthe queryingnodethe
set of contentnamesthat matchthe query. Note that the set
may be empty. From the querying node's point of view, a
query succeedswhen all the correspondingRP nodesaccept
the query.

We evaluatethe CDS systemusing the following metrics:
the registration/querysuccessrate and the registration/query
responsetime. The successrate is de�ned as the percentage
of successfulregistrationsor queriesin one simulation run.
Since the systemthroughput equals to the product of the
systemload (registration/queryrate)and the successrate, the
successrateis usedasanindicatorof thesystem's throughput:
the throughput increasesas load increases,if the success
rate remainshigh. For a successfulregistrationor query, we
de�ne the responsetime as the time betweenwhen the last
reply messageis received andwhen the registrationor query
messages(probe messages,when we must probe the matrix
size)are �rst sent.

C. Workload

In the following experiments,we considera CDS network
that has10,000( � 9 ) nodes.Thereexists 50 attributes in the
system,eachof which can take on 200 values; this results
in 10,000 ( � � ) distinct AV-pairs. On average,eachnode is
responsiblefor 1 (= � � 
 � 9 ) AV-pair.

We generatetwo sets of content namesfor registration
and one set of queriesas workload to drive the simulations.
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Fig. 7. AV-pair distribution in two setsof contentnames.

Fig. 8. AV-pair distribution in queries.

Eachnamedatasetcontains
. ��� � � ��� namesandeachnameis

comprisedof � � + � AV-pairs. The AV-pair distributions in
namesareshown in Figure7. In theuniform dataset,eachAV-
pair is equallylikely to appearin a name,andon averageeach
AV-pair occursin about 200 names.The uniform datasetis
primarily usedfor comparison.In the skewed case,someAV-
pairsareassignedhigherweights,andthe overall distribution
of AV-pairs is Zipf-lik e, as it is closeto a straightline in the
log-log plot(��� � � ���

). The top 5 most popularAV-pairsare
containedin about24,000names.Thequerydataset(Figure8)
contains ���

�����
	
queriesand is generatedbasedon a Zipf

distribution with

 � � � � and � � .

in Equation 1. The
numberof AV-pairs in a query rangesfrom 1 to 10, and on
averageeachqueryconsistsof 4 AV-pairs.The most popular
AV-pair occursin about50,000queries.Thesenderof a name
or a query is selectedrandomlyfrom the nodesin the system
andboth the arrival timesfor namesandqueriesaremodeled
with a Poissondistribution.

VI . SIMULATION RESULTS

We conductedextensive simulationsto evaluatethe proper-
ties of the CDS system.We show the system's performance
with regard to registration load in SectionsVI-A, VI-B and
query load in SectionVI-C. We analyzethe load balancing
behavior in SectionVI-D. Finally, westudythecostintroduced
by LBMs in SectionVI-E.

A. Registration SuccessRate

Fig. 9. Registrationsuccessratecomparison.

We �rst examinehow thesystembehavesastheregistration
rate increases.For each experiment, we inject either the
skewed datasetor the uniform datasetinto the systemwith a
certainarrival rate

 
�� 
�
 0 & . Eachexperimentis carriedoutwith
a differentcon�guration of 8 value,themaximumnumberof
partitionsa matrix may use.

Figure 9 comparesthe successrate in theseexperiments
after all the matricesstop expanding.We observe that for a
given 8 value,whenthe registrationrate is low, the registra-
tionssucceedon theexisting setof partitions,andthesuccess
rate is 100%. As load increases,the successrate starts to
drop,becausewithout furtherexpanding,nodesin thematrices
becomesaturatedandstartto rejectregistrations.By increasing
8 , for thesameregistrationload, thesuccessrateis improved
signi�cantly. As loadis furtherincreased,all curveseventually
drop.

For the uniform dataset,since AV-pairs are distributed
evenly in contentnames,registrationload is distributedfairly
evenlyamongnodesin thesystem.Comparedwith theskewed
load, to maintain the samesuccessrate, fewer partitionsare
neededfor the sameregistrationload.The basicsystem( 8 �.
) performswell until

 
�� 
�
 0 & reaches+ ��� �  ��	��
 � ��� , andafter
that the successrate drops quickly to near 0%. The reason
is that the hash function may map multiple AV-pairs onto
the samenode,and when

 
���
�
 0 & increases,registrationrate
on suchnodeswill reach + ' 0 1 earlier than others,and cause
registrationfailures.

We study the data points correspondingto the highest
registration load, where

 
�� 
�
 0 & � . � �  �� � 
 � �
� . In theseex-
periments,sincethereareno queries,andthusno replications
in the system,eachnameis registeredat � � + � nodes,the
averageregistrationrateobserved on a nodeis:

 !�� � 0 �  
�� 
�
 0 & ���� 9
� + �  
�	� 
 � �
���

The successrateunderthis registrationload is 76% for the
uniform loadwith 8 ��	 + , and68%for theskewed loadwith
8 � + � � . What it meansis that on averageeachnodein the
systemoperatesat 40% of its link capacitywhile maintaining
a fairly high successrate. Theseexperimentsshow that the



JOURNAL ON SELECTEDAREAS IN COMMUNICATIONS, VOL. X, NO. XX, NOVEMBER 2003 9

systemcan be scaledto near its capacity even for skewed
load: the load balancingmechanismeffectively spreadsthe
excessive load to underutilizednodesin the system.

B. Effectivenessof Partitions

To betterunderstandthe effectivenessof addingpartitions
on improving the registration successrate, we conducted
anotherseriesof experiments.We inject the skewed content
name datasetinto the system with a �x ed arrival rate of 
�� 
�
 0 & � � � ���  ��	� 
 � �
� . We vary the con�gured 8 value in
eachexperiment,andfor each8 we run theexperimenttwice:
(1) duringtheinitial run, asnamesarrive,partitionsarecreated
when needed,and (2) the samedatasetis sent to the system
again in the stable state, when all the partitions have been
created,andno new partitionsareadded.

The numberof partitionsneeded,8 �
, for a pair

� �����	��

can

be analyticallycomputedas follows:

8 � �  � �����
+ ' 0 1

�  
���
�
 0 & �!� �
+ ' 0 1 (2)

where
 � � � � is the arrival rate of

��� � � � 

, and � �

is the pair's
probabilityof occurringin names.In theskewednamedataset,
for the top 5 most popularpairs, � � � � � + � . With

 
�� 
�
 0 & �
� ��� �  ��	��
 � ��� and + ' 0 1 � � �  �� � 
 � �
� , from Equation2, we
know to accommodatenamesthat containthesepairs,eachof
the correspondingmatricesneedsat least 8 � + � partitions.

Figure 10 shows the successrate of registrations,under
different 8 value. To interpret the �gure, we �rst classify
registrationfailuresinto four types:

1) capacity failure. Failures due to not having enough
partitionsallocatedto a matrix to accommodatea pair's
registrationload.

2) compulsoryfailure. In the simulation,it takesoneRTT
to add new partitions to a matrix, and registrations
arriving during that time periodare rejected.

3) con�ict failure. Sincemultiple AV-pairsmaybemapped
ontoonenode,a registrationmay fail at a nodebecause
someotherpair introduceshigh registrationload there.

4) statistical failure. Failures due to statisticalvariations,
e.g.,failurescausedby bursty arrival of registrationsof
the samepair on onenode.

In Figure 10, when 8�� + � , the successrate is very low
primarily due to the large number of capacity and con�ict
failures causedby the popular pairs. In particular, 8 � .
correspondsto our basic system,and the poor performance
shows thatusingoneRPnodefor eachAV-pair cannot handle
highly skewed load.

When 8 � 	 + , the successrate is still below 50% though
seemingly there should be enough partitions. The failures
come mainly from con�icts: since we have 10,000 distinct
AV-pairs and 10,000nodes,it is possiblethat two AV-pairs
are mappedonto the samenode.As the systemallows more
partitions to be used by a matrix, the con�ict failures are
overcomeand the successrate increasessigni�cantly. The
reasonis that when a node observes high registration load
causedby two differentpairs,it will promptthe expansionof
both of their correspondingmatrices(at different times),thus

Fig. 10. Effect of numberof partitions.Skewed datasetwith �������	��
���
������� ������������� .

reducingthe load observed by partitions within eachof the
two matrices.Thegapbetweenthe initial curve andthestable
curve representsthepercentageof compulsoryfailures.When
enoughpartitionsare allowed, the successratesin the stable
run aresubstantiallyhigher than thosein the initial run since
thereareno compulsoryfailures.We observe that the success
ratestaysabove 95% for 8 �

. � � underthis load.
In summary, by allowing the matrix to expandalongthe 8

dimension,the systemcan successfullyrecruit lightly loaded
nodesto shareconcentratedregistrationload, thus increasing
the systemsuccessrate.

C. QuerySuccessRate

In this section,we study how the systemscalesas query
load increases.In the following experiments,we �rst inject
into the system the skewed name datasetwith

 
�� 
�
 0 & �
+ � ���  
�	� 
 � �
� , and then issuethe Zipf querieswith different
arrival rate � 
���
�
 0 & . We run thesimulationundertwo schemes:
(1) random,wherea queryis sentto a matrix thatcorresponds
to arandompair in thequery, and(2) usingqueryoptimization.
In theseexperiments,a matrix may replicateas many times
asnecessary.

Fig. 11. Querysuccessratecomparison.

Figure 11 shows the query successrates. In the random
scheme,by selectinga randompair for eachquery, thesystem
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tries to spreadload to differentmatrices,andthe successrate
staysabove 90% for ratesas high as ��������� 
 � �
� . However,
when � 
���
�
 0 & is further increased,the successrate starts to
dropsharply. Thereasonis thatsincepopularAV-pairsappear
in many queries,andeachquerycontainsonly a few pairs,it
is possiblethat many queriesselectthe sameAV-pair andare
sentto thesamematrix, which will causecompulsoryfailures
and the replicationof thesematrices.

In addition, in the workload, the pairs that are popular in
queriesare also commonin registrations,which meanstheir
correspondingmatriceshavemany partitions.Thetime it takes
to replicatea largematrix is high,sincethenew replicascanbe
usedonly afterall thepartitionsreplicatesuccessfully. Queries
arriving during the replication time period are likely to be
rejected,sincethey mustbesentto theexisting replicas,which
have alreadybeing saturated.This phenomenonis displayed
mostclearlywhenthearrival rateis extremelyhigh ( � 
�� 
�
 0 & �
� � � ��� ��� 
 � �
� : ; in this scenario,all the queriesarrive beforea
matrix cancompletetwo roundsof replications.

On the other hand, the query optimization mechanism
successfullyspreadsqueryloadto matriceswith few partitions.
This is specially important for high query load, whereusing
theloadbalancingmechanismaloneis not effective.Figure11
shows that even underthe highestload, � 
�� 
�
 0 & � . � � � 
 � �
� ,
with queryoptimization,by avoiding large matricesand thus
long replicationtime, the system's querysuccessrateremains
above 95%.Most matricesdo not needto replicateat all, and
the largestmatrix replicatedtwice (

� � �
).

D. Load Distribution

In this section,we evaluate the system's load balancing
propertyby examiningthenamedistributionandobservedload
on nodes.We reportresultscorrespondingto registrationload;
the resultsfor query load aresimilar.

Fig. 12. Comparisonof theCumulative Distribution Functionof thenumber
of registerednameson nodes.

1) ContentNameDistribution: Figure 12 shows the Cu-
mulative Distribution Function(CDF) of the �nal numberof
nameson nodesunder four scenarios,correspondingto four
experimentsin Figure 9. The �rst three curves correspond
to the experimentswhere the skewed datasetis used with
8 � + � � , and variousregistrationrates.The fourth curve is

from theuniform datasetwith 8 ��	 + . Sincethesuccessrates
aredifferentin theseexperiments,for comparisonpurpose,we
normalizethenumberof successfullyregisterednamesin each
experimentto

. � � . Thuson averageeachnodeshouldreceive
200 names.

In our experiments,since + ' 0 1 is always reachedbefore
+ ,/. 3 � � ��� � : , matrix expansionsarethereforecausedby the
high registration ratesobserved on nodes,and not the high
numberof names.At the endof eachexperiment,the average
registration rate on each node can be simply computedby
dividing the �nal numberof namesit hasby the simulation
time. Thus we use the number of namesto representthe
registrationload on a node.

With low registrationrate,thesystemcanaccommodatethe
registrationssuccessfullyusing a small numberof partitions
for eachmatrix, which meansmany nodesin the systemmay
receive noneor a small numberof names.For example,when 
�� 
�
 0 & � + �����  �� � 
 � �
� , 21% of nodesreceive no registra-
tions. In themeantime, somenodesin thesystemaccumulate
large numberof names,as exhibited by the long tail in the
distribution. Note the maximumnumberof nameson a node
is still less than +-,/. . As registration rate increases,names
are spreadto more nodes,due to the expansionof matrices.
In Figure 12, when

 
�� 
�
 0 & � . � �  �� � 
 � �
� , we observe that
the CDF grows very quickly andno nodesreceive morethan
twice of the averagenumberof names.A distribution that is
“more vertical” representsa more load balancedsystem.

More quantitatively, we usethe metric Coef�cient of Vari-
ance(CV) [14] to evaluatethe loadbalancingproperty. In our
context, ��� is de�ned as:

����� � ��� ��� � � ���
� � � � �

where
��� . ��� �09 , � �

is the numberof namesnode � �
holds,

and � and
�

are the standarddeviation and meanof � �
. A

smaller ��� indicatesa more load balancedsystem.As load
increases,theloadbalancingmechanismsuccessfullybalances
load acrossall nodesacrossthe system.The ��� decreases
from 1.242 to 0.369as

 
�� 
�
 0 & increasesfrom + �����  �� � 
 � �
�
to

. � �  ��	��
 � �
� . As a reference,when
 
�� 
�
 0 & � . � �  ��	��
 � �
� ,

the ��� in the skewed load casematchesthe ��� 3 � � � 	
	�	 :
in the uniform load case.

2) ObservedLoad on RP Nodes: We now take a closer
look at the load distribution within different partitions of a
matrix. Figure 13 shows the observed registration rate as
time progressesat three different partitions of a matrix that
correspondsto one of the most popular AV-pairs. In this
experiment,theskewednamesetwith

 
���
�
 0 & � + � ���  
�	� 
 � �
�
is used. Initially there is only one partition in the system,
and it receives the entire registration load correspondingto
this pair. The maximumobservedregistrationrateapproaches� ���  ��	��
 � ��� . As partitionsareaddedto thematrix to sharethe
registrationload,therateobservedby the �rst partitionbegins
to drop quickly, as shown in the �gure. The 16th and 32nd
partitionsare introducedaroundtime 2000 ms and 3700 ms
respectively. Onceall the partitionsare in place,asexpected,
the load on each partition stays under the set thresholdof
+ '�021 � ���  ��	��
 � ��� . In fact, since the load is sharedby 32
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partitions,eachnodeobservesabout
. �  �� � 
 � �
� .

Fig. 13. Load within a matrix. Skewed dataset with ����������
	� 

������� ��� � ��� � � .

E. Registration and QueryCost

In this section, we evaluate the system from content
providers and query issuers'point of view: we examine the
responsetimes, and the number of messagesneededfor
registrationsandqueries.

In this setof experiments,registrationsandqueriesarrivesi-
multaneouslywith thearrival ratesof

 
�� 
�
 0 & � . ��� �  ��	��
 � ���
and � 
�� 
�
 0 & � ����� ��� 
 � �
� . The workload consistsof about
17,000 skewed namesand 83,000 Zipf queries. Insteadof
devoting its full bandwidth to serve either registrationsor
queries,eachnodeallocates50% of the bandwidthto queries
and50% to registrations.Correspondingly, the thresholdsare
set as follows: + '�0 1 � + �  
�	� 
 � �
� and +-3 � . � ��� 
 � �
� . We
againrun thesimulationundertwo schemes:randomandwith
queryoptimization.

Fig. 14. Matrix sizedistribution. All the axesare in logarithmicscale.

1) Matrix SizeDistribution: As discussedin SectionIV-
D, the sizesof the load balancingmatricesaffect the cost of
registrationsand queries.After eachsimulationrun, we tally
the sizesof all the matrices.Figure 14 is a 3-D presentation
of the distribution. Each bar correspondsto the numberof

matrices that have that particular size 3�8 � � : . Since there
are 10,000distinct AV-pairs in the system,there are 10,000
LBMs in total. All the resultsfall on the vertical planesthat
correspondto powers of two, becausethe dimensionsare
increasedmultiplicatively and thereis no matrix shrinking in
the experiments.

In the randomscheme,89.2%of the matriceshave 1 parti-
tion and 1 replica, 3�8 � . � � � . : . As we discussedearlier,
matricesthat have large P may still get many queries,which
meansthey must replicate themselves frequently. Figure 14
con�rms our analysisin thatsomematriceswith large 8 , e.g.,
8 � 	 + , alsohave a large

�
. The largestmatrix hasa sizeof3�8 ��	 + � � � 	 + : .

In contrast,with queryoptimization,morematrices(94.3%)
have the minimal size, 3�8 � . � � � . : . In all the matrices,
the maximum number of replicas a matrix has is 4. It is
worth noting that the matrix that has 4 replicasalso has32
partitions.Theexplanationis thattheAV-pair correspondingto
this matrix is alsopopularin queries.In particular, it appears
frequentlyby itself in queries,whichmakesqueryoptimization
not applicableandreplicationnecessary.

Fig. 15. CDF of registrationandquerymessages.

2) Registration Cost: Figure 15 shows the CDFs of the
number of registration and query messagesunder the two
schemes.

With queryoptimization,77%of thecontentnamesneedto
registerwith only 20 nodesbecausethe correspondingmatri-
ceshave only 1 replica.The maximumnumberof registration
messagesis 23, and the averageis 20.3, i.e., a less than 1
messageincreaseover the minimal registration requirement
of the system.However, in the random case,93% of the
registrationsneedmore than20 messages,which meansthey
involve at least one matrix that has multiple replicas,The
averagenumberof registrationmessagesgoesup to 32.3,and
the maximumis 88.

The two curveson the right side in Figure16 comparethe
registrationresponsetime of the two schemes.Sendingmore
registrationmessagesin therandomschemeresultsin a longer
responsetime: the averageis 901 ms, whereasthe averageis
859 ms in the optimizationscheme.

Notethattheaverageresponsetime is greaterthantwo RTTs
(400ms),which is how long it would take to registeroneAV-
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Fig. 16. CDF of registrationandquery responsetime.

pair (matrix sizeprobingandtheactualregistration).Themain
reasonis that theresponsetime is computedonly whenall the
20 AV-pairs' registrationsare con�rmed. More formally, this
is equivalentto samplingan exponentialdistribution 20 times
andtake the maximumvalue insteadof the averagevalue.

3) Query Cost: From query issuers'point of view, using
query optimization, the averagenumberof query messages
(excluding the probingmessages)is 2.7. This meanson aver-
agea queryis sentto matricesthathave lessthan3 partitions.
In particular, from Figure 15, we observe that 82% of the
queriesare sent to matricesthat have 1 partition, and only
3.7% of queriesusethe maximumnumber(32) of partitions.
In comparison,in the randomscheme,the averagenumberof
query messagesis 13.8, only 36% of the queriesare sent to
matricesthat have 1 partition, and36.8%of queriesare sent
to matricesthat have 32 partitions.

Thecostof queryoptimizationis thelargernumberof prob-
ing messages:insteadof probing one matrix to get the size,
thequeryingnodehasto probeall thematricescorresponding
to the pairs in the query. This results in a slightly longer
averageresponsetime for thequeryoptimizationscheme(597
ms vs. 594 ms). The two curves on the left in Figure 16
comparetheCDFof theresponsetimeswith andwithoutquery
optimization.The CDF of the optimization schemeinitially
lieson theright sideof therandomscheme,but it hasa steeper
slopeowing to amoreuniformdistribution.In practice,aquery
initiator cancachethe sizeof differentmatricesto reducethe
numberof probingmessagesfor its future queries.

In summary, by usingqueryoptimization,while the system
is accommodatinghigh skewed load, both registration and
query costsare kept near the minimum cost as de�ned by
thebasicRP-basedsystemwith no partitionsandreplications.

VI I . RELATED WORK

Thereexist many systemsthat can be consideredas CDS
systems,ranging from web search engines and directory
servicesto peer-to-peer�le sharingsystems.We classifythese
systemsbasedon how thecontentresolversareorganizedand
comparethem with our system.Centralizedsystems,suchas
Napster[15] andGoogle[6], useasetof centralserversto index
contentsand resolve queries.Theseservers may becomethe

bottleneckas load increases,and form the single point-of-
failure of the system,thus making it vulnerableto censors
andattackssuchasDenial-of-Service.Our CDS is distributed
andusesa morerobust overlay resolver network.

Content resolvers may be organizedhierarchically into a
treestructure,e.g.,in DNS [5] andSDS[16]. In general,these
systemsare designedfor hierarchicalcontentnames,suchas
domain namesand directories[17]. To prevent overloading
resolvers high in the tree,DNS relies on cachingto scaleto
the Internet level and SDS usesbloom �lter to reduceload
propagatedup the tree. In contrast,our systemis designed
to handlemoregeneralcontentnamesthat do not necessarily
have a hierarchicalnature.

Systemsbasedon an unstructuredgeneralresolver network
such as INS [8], Siena [9], Gnutella[7], and Freenet [18]
require�ooding thenetwork at eithercontentregistrationtime
or query resolutiontime. Hencethesesystemsdo not scale
with the numberof contentnamesand queries.More recent
systemssuchasKaZaA [19] scalebetterby leveraginga two-
tier infrastructureandrelying on “supernodes”to suppressthe
�ooding. In our system,we eliminatenetwork-wide �ooding
at bothregistrationandquerytimeby establishingRendezvous
Points.

A hash-basedpeer-to-peer system such as Chord [1],
CAN [2], Pastry[3], andTapestry[4], usesa scalableprotocol
to form a self-organizingstructuredoverlay network. While
not directly supporting general content searchability, these
systemsprovide an ef�cient solution to contentnamelookup
by binding a completecontentname,suchas a �le name,to
a speci�c node in the systemusing a hashfunction. These
systemsrelate to our work in two ways. First, the DHT
abstraction[11] in thesemechanismsprovidestheCDSsystem
a scalableand robust substratefor building the CDS overlay
network and for routing CDS messages.Second,our CDS
systemextends the basic lookup functionality and supports
contentsearchabilityby usingAV-pairs.

Several projectsbuilt systemson top of DHT to support
searchability. In [12], the focus is on ef�cient keyword-based
searching.Unlike our system,a queryis sentto eachnodethat
is responsiblefor oneof the keywords in the query, andpar-
tially matchedresultsare�rst collectedover the network and
then“join” operationsareperformedto get the �nal matches.
Techniquessuch as bloom �lters and caching are used to
reduce the network bandwidth consumption.We avoid the
transmissionof potentially large numberof partially matched
resultsby storing completecontentnames(all keywords of
a document in [12]' s context) on RP nodes to allow full
resolutionlocally.

Twine [20] is a resourcediscovery system built on top
of Chord.Resourcedescriptionsare separatedinto “strands”
andthenmappedonto nodesin the resolver overlay network,
similar to our basicsystem.A resolver that correspondsto a
randomstrandin thequeryis usedto resolve thequery. Twine
simply rejectsregistrationsthatcorrespondto a popularstrand
oncea thresholdon the correspondingnodeis crossed.In our
system,we show queryoptimizationis importantto this type
of system's performanceandwe useload balancingmatrices
to dealwith skewed load distribution.
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Load balancingusing partitions and replicascan trace its
roots to early work in parallel databases,e.g., Gamma[21].
DDS [22] explores these ideas further in the domain of
designingbackend for Internet servicesin a server cluster
setting.Uponreceiving a request,thefront endserverselectsa
replicawithin a partitionto bestserve therequest.Our system
works in a peer-to-peersetting, and the selectionof which
node serves a request(query or registration) is done by the
endpoints locally.

In the context of Content Distribution Networks (CDN),
[23] proposesschemeswherea requestredirectorcanselecta
server replica from a dynamiclist of servers to serve a URL
request.The selectionis basedon the load of the servers,and
the redirectormay decideto grow the list of servers if the
numberof requestsincreases.This schemeis similar to one
dimensionof our load balancingmechanism,the replication
expansion.However, in our system,the expansion is done
in a distributed fashion by using high local query load to
indicatethe needof expansion,andno centralizedentity like
the redirector is needed.In addition, we also considerload
balancingfor registration.

VI I I . CONCLUSIONS

In this paper, we presenteda distributed and scalable
approachto the content discovery problem. The RP-based
contentregistrationanddiscovery mechanismallows theCDS
systemto scalewith thenumberof contentnamesandqueries
by avoiding network-wide �ooding. AV-pair basedcontent
representationcoupledwith subsetmatchingallows �e xible
searches.Loadbalancingmatricesaredeployedto improvethe
system's throughputby eliminatinghot-spots.Our approachis
distributedin thatnodesin thesystemcanmakeloadbalancing
decisionsbasedon their local load information. The even
distributionof registrationandqueryloadin LBMs is achieved
via hashingandrequiresno centralizedcontrol.Our extensive
simulationresultsvalidatedthe system's scalability and load
balancingproperties.In particular, our systemscalesto near
its operationalcapacityunderextremelyskewed load.Finally,
the extra cost introducedto registrationsand queriesby load
balancingremainslow whenthequeryoptimizationalgorithm
is applied.
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