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Abstract. Hardware specificationsin English are frequently ambiguousand often self-
contradictory We proposea new logic ESL which facilitatesformal specificationof hardware
protocols.Our logic is closelyrelatedto LTL but canexpressall regular safetypropertiesWe
have developeda protocol synthesisnethodologywhich generated/ealy machinefrom ESL
specificationsThe Mealy machinescanbe automaticallytranslatednto executablecodeeither
in Verilog or SMV. Our methodologyexploits the obsenationthat protocolsare naturallycom-
posedof mary semanticallydistinctcomponentsThis structures reflectedn the syntaxof ESL
specificationsWe usea modified LTL tableauconstructiorto build a Mealy machinefor each
componentThe Mealy machinesare connectedogetherin a Verilog or SMV framework. In
mary caseghis makest possibleto circumwentthe stateexplosionproblemduringcodegenera-
tion andto identify conflictsbetweercomponentsluringsimulationor modelchecking We have
implementeda tool basedon the logic andusedit to specifyandverify a significantpartof the
PClbusprotocol.

1 Intr oduction

Motivation. The verificationof bus protocols,i.e., of communicatiorprotocolsbetweenhardware
devices,asin the caseof the well-known PCl bus, is a centralproblemin hardwareverification.Al-
thoughbusprotocoldesignandverificationhave becomencreasinglyimportantdueto theintegration
of diversecomponentén IP Core-basedesignseven standardus protocolsareusuallydescribedn
Englishwhich makesspecification®ftenambiguouscontradictoryandcertainlynon-eecutable.

Examplel. It is often the casethat English documentatiorattachedifferent meaningsto a single namein
differentsituationsasin thefollowing definitionfor “dataphasecompletion”from PCI2.2[18], pagel0: A data
phaseis completedn anyclodk bothIRDY#and TRDY#are assertedOn Page27, however, thereis a different
definition: A dataphasecompletesvhenlRDY#and[TRDY#or STOP#] are assertedThe obviousproblemwith
thesedefinitionsis whetherdataphasecompletionshouldinclude the casewhenboth IRDY# and STOP#are
asserted.

By carefullyreadingthe Englishdocumentationpnecanalsofind mary contradictorystatementsasin the
following examplefrom PCI 2.2[18], page50: Oncethe masterhasdetectedhe missingDEVSEL#FRAME#
is deasserte@ndIRDY#is deassertedOn Page51, however, it is saidthat Oncea masterhasassertedRDY#,
it can not changelRDY# or FRAME#until the currentdata phasecompletesThe reasonwhy thesetwo are
contradictoryis that the first sentencellows FRAME# to be deasserteavithout the currentdataphasebeing
completewhile thesecondnedisallovsthis.
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underGrantNo. CCR-9505472andthe Max KadeFoundation Oneof the authorss alsosupportedy Aus-
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in this materialarethoseof the authorsanddo not necessarilyeflectthe views of GSRC,NSF, or the United
StatesGovernment.



Moreover, almostevery compary hasanimplementatiorof the PCl busfor theircomputerThere-
fore, the lack of an exact standardnay causecompatibility problems.Even the standardtself has
a compatibility problem,as exemplified by the PCI specificationRev 2.2, wherethe provided state
machinesonflictwith the Englishspecification$4].

Traditionalhardwaredescriptionlanguagesre usuallynot well-suitedfor protocolspecification
becausé¢hey arebasedn existing concretedesigngor abstractionshereof)insteadof specifications
andtheir executionmodelthereforefocuseson single-gcle transitions.With protocols,the specifi-
cationis naturally representedby constraintson signalswhich may connectrelatively distanttime
points.

Anotherproblemof transition-systenbasedapproaches that naive compositionof participants
in theprotocolmaycover up importantprotocolinconsistenciedueto synchronizatiorfiaultsor write
conflictsamongnon-cooperatie participantslt is importantthat the specificationanguagebe exe-
cutable,i.e., thata machinemodelcanbe computedrom the specificationThis is atrivial property
for hardwaredescriptiorlanguageshut not for protocolspecifications.
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Fig. 1. SystemOverview

The ESL logic. We proposethe new logical languageESL which facilitatesspecificationyerifica-
tion, and simulationof protocols.ESL is basedon a variantof linear temporallogic (LTL) where
atomic propositionsare constraintson signalsin the protocol,e.g.REQ € {0, 2}. The coreof ESL
areESL scripts i.e., finite collectionsof executabletemporalformulas.More precisely a scriptis a
finite collectionof axioms®p = &x wheredp isatemporaformulainvolving only thetemporal
operatorP (immediatepast-time)and®x is atemporalformulainvolving only thetemporaloper
atorX ,e.g.P a = bv X X a. Atomsin ¢p areinterpretedastestsof previoussignalswhile #x
assertzonstraintsn thefuture.Scriptsmaycontainlocal variablesvhich arenotvisible in thetraces
(i.e.,models)of the script.

An ESLmodule€ is afinite collectionS; || . . . ||S, of ESLscripts Theintendedsemanticss that
ESL scriptsdescribeMealy Machinesandthatthe ESL modulespecifieshesynchronousomposition
of the Mealy machinesDifferentscriptsof a modulepotentially conflict if they employcommon



outputsignals.Note thatin generaftwo scriptsS; ||S: describewo differentMealy machineswhile
the conjunctionS; A S, of two scriptsis itself a scriptwhich describes singleMealy machine.

A finite collection’? of ESL moduleswith pairwisedisjoint outputsignalsis calledan ESL pro-
tocol. The semanticof ESL protocolis the synchronougompositionof its modules. ESL modules
cannotdirectly conflictwith eachother but they mayhave receptvenesdailures.

In real protocols,ESL scriptsdescribedistinct functionalitiesand featuresof hardwaredevices,
while ESL modulescorrespondo thedevicesthemseles.Notethatdifferentscriptscanconstrairthe
samesignal,whichis importantwhentranslatingnaturallanguagespecifications.

Experimentsand Results. We shav thatsemanticallyESL expressegxactly theregularsafetyprop-
erties.This propertyis crucialfor synthesizingexecutablemodelsof the protocol,anddistinguishes
it from otherexecutabldogics,e.g.[11]. A fragmentof LUSTRE hasbeenshavn to captureghesame
expressie power [13] in the context of synchronouslata-flav languagedor real-timesystemsWe
presengefficienttableauandsynthesislgorithmsto obtainexecutablemodelsof hardwareprotocols,
cf. Figure 1. Sinceeachscriptis convertedinto a Mealy machineseparatelythereis no stateexplo-
sion during the translationphase The executionof ESL in Verilog and SMV makesit possibleto
usethe power of well-known andhighly developedverificationparadigmsin particular it is possible
to verify importantfeaturesaboutthe ESL protocol,suchassynchronizatiorcontradictiondetween
differentscriptsandreceptveness[1] of theESL modules.

Anotherimportantdetugging methodis propertychecking,i.e., existing Verilog monitorsand
modelcheckingtools canbeeasilyusedto dehug ESL protocols.To improve coverageof the Verilog
simulation,a dynamicallybiasedrandomsimulationtestbench[19] canalsobe written directly in
ESL scripts.

In a casestudy we have usedESL to specifythe PCI bus protocolRev 2.2 [18]. Several errors
wereidentified,includingsomeerrorsfrom the EnglishspecificationVerilog monitorsandtemporal
formulasfrom [22] have beencheckedagainsthe generated/erilogandSMV models.

RelatedWork. Algorithmsfor synthesizingoncurrenanddistributedprogramsrom temporalogic
specificationhave beendevelopedfor CTL by ClarkeandEmersor{6, 7] andfor LTL by Mannaand
Wolper [15]. Both methodssynthesizeglobal statetransitionsystemsasedon aninterleared asyn-
chronougnodelof computatiorandthenuseprojectionto obtaincontrollersfor individual processes.
Neitherof thesemethodshasbeenvery successfubecausef the computationatompleity of the
decisionprocedurefvolved.Protocolsynthesisespeciallysynthesiof busprotocolss easiersince
mary implementatiordetailsarealreadygiven.Our methodologyautomaticallyexploits thisinforma-
tion by incorporatingt into the synthesigprocess.

Variousformalismshave beenusedin hardwarespecificationand synthesisFor example, Sea-
wright and Brewer use hierarchicalYacc-like productionswith embedded/HDL codeto specify
protocols[20]. Hierarchicalproductionsaresuitablefor synthesisput hardto useasa specification
languageMoszkavski hasdevelopedaninterval temporallogic (ITL) [17] for hardwareverification.
His logic waslaterusedby FujitaandKonofor synthesizinghardwarecontrollers[10]. However, the
size of the specificationghat could be processedvaslimited becausef the spacerequiredfor the
tableauconstruction Recently Shenand Arvind usedterm rewriting systemgo specify and verify
ISA andout-of-orderimplementation®f processor$21]. Processostatesarerepresentedsterms,
andthe operationabehaioral of the ISA is specifiedasa setof rulesfor rewriting the terms.How-
ever rulesarerestrictedto specifyonly singlecycle behaiors, andbustransactiongannot be easily
modeledasstatetransitionrules.

Variousexecutablegemporallogicshave beenproposedor Al applicationsFor example,Gabbay
hasdevelopedan executabldogic [11] in which programsarewritten usingrulesof theform “If A



holdsin the pastthendo B”. Sincelivenesgpropertiexcanbe expressedn his logic, it is not suitable
for Verilog simulation.LamporthasdevelopedTLA, thetemporallogic of actions[14], to represent
and prove propertiesof algorithms.Programstatementsre representedby actions,and deduction
rulesaregivento prove validity of formulas.

The work thatis mostcloselyrelatedto our approachs thatof Shimizu,Dill andHu. They use
monitorsto specifybus protocolsformally [22]. A codingstyleis definedthat promoteseadability
discouragegrrors,andguaranteeseceptvenessAlthough our paperis alsoconcernedvith formal
specificatiorof bus protocols thereare severalimportantdistinctionsbetweernthe two papersFirst,
our formalizationis a declaative formalismbasedon temporallogic. Second their monitorsare
restrictedto interfacesignals.Consequentlyconstructingappropriatenonitorscanbetricky. For ex-
ample,identificationof “masterabort” in the PCI bus protocolinvolvesobservinghe busfor several
cycles. Third, both Verilog and SMV modelscanbe obtainedfrom our specificationsOur Verilog
modelcandirectly generatevalid simulationpatternsand can, therefore be simulatedwith part of
therealdesign.In the monitorapproachthe Verilog versionsof the monitorsareonly applicableto a
completedesign becausenonitorscannot be usedto generatevalid patterns.

Consisteng problemsariseat differentlevels of specificationsBryant et al [3] have developed
a notion of consisteng by identifying combinationaldependenciesThey shov how to derive this
modelfrom a modularspecificatiorwhereindividual modulesare specifiedasKripke structuresand
give analgorithmto checkthe systemfor consisteng

Structure of the Paper In Section2, we describehe logical framevork of ESL. Section3 contains
theprotocoldescriptionanguagevhichis usedasinputto ourtool. In Sectiord, thetranslatioralgo-
rithms arepresentedSection5 shavs how to dehug andverify protocols Finally, Section6 contains
our practicalexperimentswith the PCI bus protocol.In Section7, we briefly summarizeour work,

andoutlinefuturework.

2 The ESL logic

In thissectionwe describeahelineartimelogicwhichunderliegheimplementatiorof theESL system.
A moreuserfriendly inputlanguagdor ESL will be describedn thefollowing section.

2.1 Temporal Logic on Signal Traces

LetV = {v1,...,v,} beasetof variables(signals)whereeachv; hasan associatedinite domain
D,,. A variabley; is Boolean|f its domainD,, is {0, 1} wherel denotegruth,and0 denotedalsity.

An atomis anexpressiorv; = d, whered € D,,. Thefinite setof atomsis denotedy Atoms. If v;

is Boolean thenv; abbreviatesv; = 1. Literals areatomsandnegatedatoms.For a set A of atoms,
var(A) = {v : for somevalued € D;,v = d € A} is thesetof variablesappearingn A. A typeis a
consistentonjunction/; ., ., a; of literals. As commonin logic, we shalloftenwrite typesassets
{ai,...,a,}. A completaypeis a type which determineshe valuesof all variablesNotethateach
completetype canbeassumedo containonly (unneated)atoms.

Example2. SupposehatV = {REQ,COM}, where Degq = {1, 2,3}, and Deow = {0, 1}. ThenAtoms =
{REQ = 1,REQ = 2,REQ = 3, COM = 0, COM = 1}. Examplef two typeso, o, are:

1. o1 = {REQ = 1,COM # 0}, or asaconjunction,g; becomeREQ = 1 A COM # 0.
2. 02 = {REQ # 2,COM = 1}, or asaconjunctionREQ # 2 A COM = 1.



o1 isacompletetype,becausé determineshevaluesof bothREQ andCOM. 4 is equivalentto thetype {REQ =
1,COM = 1}. o, doesnot determinethe valueof REQ, becauséothREQ = 1 andREQ = 3 areconsistentvith
o2. Thereforeg, is notcomplete.

ESL is basedon a discretetime model,wheretime points are given by naturalnumbersfrom
N ={1,2,...}. A signaltraceis aninfinite sequence& = s;s» - - -, whereeachs; determineshe
valuesof all variablesattime i. S canbeviewedasaninfinite string,wherethe alphabetonsistof
completaypes Following the previous example,

S ={REQ=1,c0M=0}{REQ = 1,COM = 1}{REQ = 3,COM =1} ...
is asignaltrace.Thus,thealphabebf signaltraceds givenby
¥ = {o € 28t°ms . 5 is acompletetypewithout negationy}.

Thesetof signaltracesis givenby 3%

Traceswhich do not determinethe valuesof all signalsareimportantfor us aswell (seeSec-
tion 4.1).For this purposewe usethealphabet® which consistwf all types,i.e., partial assignments
to the signals Notethat®@ is a supersebf the signaltracealphabet’. Formally, we define

O = {¥ : Jisatype}.
Thesetof traceds givenby @“.

Remark. To keepthe presentatiosimple,we tacitly identify two element®of @, if they arelogically
equialent,e.g.,coM = 1 andcaoM # 0. Thus,arigid formal definition of @ would requirethatthe
alphabe® is givenby thefinite numberof equivalenceclasse®f types.For example we mayusethe
lexicographicallyminimal typesasrepresentatiesof theirequivalenceclasses.

SinceX’ C 0, everysignaltraceis atrace,andall definitionsabouttracesn principlealsoapplyto
signaltraces.The maindifferencebetweent’ and@ is thateachelementof ' determineshevalues
of all signalswhile @ maycontainpartialinformation.Onthe otherhand,with eachelement? of @
we canassociatall elementf X' which areconsistentvith ¢. To this end,we definethe function
comp : @ — 2% by

comp(V) ={oc € ¥:0 =0}

comp is calledthe completionfunction becausét mapsa type ¥ to the setof all completetypes
consistentwith 4. In otherwords, comp mapsa partial assignmento the setof possiblecomplete
assignmentdet’’ = ;115 - - - € O“ beatrace.Thenthe setof signaltracesdescribedy 7' is given
by

comp(T) ={S = s182--- € ¥ :forall i, s; € comp(t;)}.
For asetL of tracescomp(L) = {comp(T) : T € L}. Giventwo setsL,, L, of traceswe define
Ly = Ly iff comp(L1) = comp(Ly), i.e.,L; and L, describehe samesetof signaltraces.

Example3. LetREQ andCOM beasin Example2. ThenthetraceT = ({COM = 1,REQ = 1}{COM = 0, REQ #
2})“ doesnotdeterminey in all positions.It is easyto seethatcomp(T') is givenby the w-regular expression
({COM = 1,REQ = 1}{COM = 0,REQ = 1}|{COM = 1,REQ = 1}{COM = 0,REQ = 3}))“ .

A traceproperty L is a setof signaltraces.,, denoteghe setof finite prefixes of lengthn of
wordsin L. A safetypropertyis atracepropertyl, suchthatfor eacht ¢ L, thereexistsafinite prefix
r of ¢, suchthatr ¢ L,,|. In otherwords,tracesnotin L arerecognizedy finite prefixes.



For asetS of atomsanda setX C V of variables]et Sx denotethe restrictionof S to atoms
containingvariabledrom X only. Similarly, X’x denoteghealphabebf completaypesfor the setof
variablesX .

V' is partitionedinto two setsV andV, of global andlocal variables.The distinctionbetween
globalandlocal variableswill be justifiedin Section2.2. Thus, Sy, denotegherestrictionof S to
global atoms i.e., atomsusing global variables.Similarly, Xy, denotesthe alphabetof complete
typesfor thesetof variablesls;. Let global bethe projectionfunctionwhichmapsy’ to Xy by

global(s) = ¢ N Atomsy,.

Intuitively, the function global removes all local atomsfrom the alphabetWith eachsignaltrace
S = s1s9--- we associatahe global signal traceglobal(S) = global(s; )global(s) - -- over

2AtomsVG .

Exampled. LetS = ({R = 1,a = 2}{R = 0,a = 3})“ beasignaltracewherea is alocal variable.Then
global(S) = ({R = 1}{R = 0})“.

Given two sets L, L, of traces, we define L; =~y Ly iff global(comp(L,)) =
global(comp(Ls)), i.e., L, andL, describehesamesetof globalsignaltraces.

Lemmal. If L is a safetyproperty thenglobal(L) is a safetyproperty

We considera lineartime logic with temporaloperatorsX , P , andG . Let 7' = t1¢, ... bea
trace.We inductively definethe semanticgor atomicformulasf andtemporaloperatorX , P , G
asfollows:

TilEfiffti=f (Here,we usethefactthat?; is atype,andthusaformula.)

T iEXepiffT i+ 1=

TiEPeiffi>2,andT,i— 1 ¢

TiEGeiffVj>iT,jEe
The semanticof the Booleanoperatords definedasusual.Existentialquantificationover tracesis
definedasfollows:Letv beavariableandletT = t,t, - - - beatraceover Xy _,},i.e.,atracewhich
doesnotassignvaluesto v. Thenwe define

T,i | 3Jv.p iff thereexists an infinite sequence:;as ... of valuesfor v suchthatthe trace
S =@ U{v=a})t2U{v = az})... satisfiesp attimei, i.e., S,7 = ¢. Givenaformula,
Traces(y) denoteshesetof signaltracesT” suchthatT, 1 |= ¢.

Tracescanbecombinedn avery naturalmanner:

Definition 1. Let 7" = t112--- andS = s;s5 - - - betraces.Thenthecombinedrace? X S is given
by theinfinite sequence; us - - - whee
{ti A s; ift; ands; are consistent
U; =

{false} otherwise

We saythat 7" and S are compatibleif there is no i sud that u; = {false}. Otherwisewesaythat T
andS contradict. Let L; and L, besetsoftracesThenlL; X Ly = {Ty W Ty : Ty € Ly, T € Lo}.

Theabove definitionseasilygeneralizéo morethantwo traces NotethattheoperationX introduces
the new symbolfalse in the alphabebf traces.

Thefollowingimportantexampledemonstratewhy theoperator is differentfrom conjunction,
andwhy we needit to analyzetraces.



Examples. Considerthetwo formulasG (¢ = X b) andG (a = X —b). Their setsof tracesare
givenby
Traces(G (a = X b)) =~ ({a}{b}{—-a})*
and
Traces(G (¢ = X b)) = ({a}{-b}|{—a})“.

Whenviewedasspecification®f differentdevices,thetwo formulasareintuitively contradictory
whentheinputsignala becomesrue.In fact,in thesetof combinedraces

Traces(G (a = X b)) X Traces(G (¢ = X —b)) ~ ({a}{false}|{—-a})

the contradictiondbecomevisible immediatelyafter « becomesdrue. On the other hand,the naive
conjunctionG (a = X b) A G (a = X —b) of theformulasis equialentto G —a, their setof traces
is givenby Traces(G —a) = ({—a, b}|{—a, -b})¥, andthusthe potentialcontradictionvanishes.

2.2 ESL scripts
Thefollowing definitiondescribeshe fragmentof lineartime logic usedin ESL.
Definition 2. ESL scripts

(i) A retrospectivdormulais aformulawhich containsnotemporaloperatorsxceptP .
(ii) A prospectivdormulais aformulawhich containsnotemporaloperatorsxceptX .
(iii) A scriptaxiom® is aformulaof theform®p = &x where®p isaretrospectie formula,
and®x is aprospectre formula.
(iv) An ESLscriptS is aconjunction/\; ., ., @; of scriptaxiomsg;.
(v) With eachscriptS, we associat¢heformulaG (S) = G A, ;< 95

Intuitively, atomsin ¢p areinterpretedastestsof previoussignals,while x assertzonstraintsn
thefuture.For simplicity, we assumehatno local variableappearsn two differentESL scripts.

Example6. Considerthe ESLscriptP ¢ A ¢ = (X a V X X a). The scriptsaysthatif « heldtrue in two
subsequentycles,thena mustholdtruein oneof thetwo following cycles.

Thefollowinglemmasaysthatthetemporaloperato® is redundant.

Lemma 2. LetS beanESLscript. ThenG(S) is equivalento a formulaoftheform G (¢¢) A @mit,
whee ¢ and ey, are tempoal logic formulaswhich containno tempoal operatorsexceptX .

The following theoremstatesthat the projection operatorglobal achieres the sameeffect as
existentialquantification.

Propositionl. Let § be an ESL script, and [y,...,l, its local variables. Then
global(Traces(G S)) = Traces(3!; - - -1, G(S)).

Thus, projectionamountgo a kind of implicit existentialquantification.The effect of this quan-
tificationis characterizethy thefollowing theorem.

Theorem 1. Onglobalsignals,ESLscriptscaptuie theregular safetyproperties.Formally, for eat
regular safetypropertyL overZXy,, there existsanESLscriptS sudthatglobal(Traces(G(S))) =
L, andviceversa.



We concludefrom Theoreml that projectionextendsthe expressive power of thelogic to capture
all regular safetypropertieson global variables We will shaw in the next sectionthatin praxisthe
compleity of our logic doesnotincreasesignificantly Thus,the additionof local variablesappears
to beagoodchoicewhichbalancexpressve powerandcompleity.

Corollary 1. For globalvariables,all pasttimetempoal opeators,aswell asthe weakuntil opea-
tor W are expressibleby ESLscripts.

2.3 Regulartableaus

Thetableawf anLTL formulay is alabeledgeneralizediichiautomatori” thatacceptsxactly the
sequencesver (24toms: )« thatsatisfyy [12]. (Here,Atoms,, denoteshesetof atomicpropositions
appearindn ¢.) In this section we defineregular tableausdy adapting_TL tableaudo ESL.

Definition 3. Regular Tableau
A regular tableau7 is atuple(S7, 7, A7 L7, RT) where

- S7 is afinite setof states,S] C S7 is asetof initial statesand A7 is afinite setof atoms.
- L7 . ST — @ isalabelingfunctionwhich labelsstatesby types.
— RT C ST x S7 isthetransitionrelationof thetableau.

Sinceby Theoreml, ESL definesonly safetypropertiestableausor ESL do not needall the
expressie power of w-automataMoreover, the statesof regular tableausarelabeledonly by setsof
atoms(andnot by temporalformulas).Intuitively, temporalformulascan be omittedfrom tableaus
becausave have local variableswhich carry the informationthatis usually carriedby the temporal
formulas.

Definition 4. Regular TableauAcceptance
A traceT = tits - - - € O¥ isacceptedy 7 if thereexistsasequence;ss - -- € (ST)‘” suchthat

() s1€5]
(ii) s1s2--- isaninfinite pathin thegraphgivenby thetransitionrelation 27 .
(i) Foralli,t; = L7 (s;).

Thelanguagel(7) is the setof tracesT" accepteddy tableau7 . Let S be an ESL script,and7 a
tableau.7 is acorrecttableaufor S, if £(7) = Traces(G(S)), i.e.,if thetracesgeneratedy the
tableaudefineexactly the signaltraceswhich satisfythe scriptS.

3 ESL Protocols

ESL facilitatesmodularspecificationof protocols,in particularhardwareprotocols.ESL protocols
consistof moduleswhich in turn consistof scripts.Underthe intendedsemanticof ESL, modules
correspondo distinctdevices(e.g.a masteranda slave device), while scriptsdescribeindependent
functionalitiesof thedevices.

Formally, anESL module€ is afinite collectionSs, . . ., 8, of scripts.Eachscripts; is givenby
afinite conjunction/ ¢; of specificationsTheintendedsemanticss thatESL scriptsdescribeMealy
Machinesandthatthe ESL modulespecifiesghe synchronougompositionof the Mealy machines.
Thereforewe shallwrite $1||S- . . . ||S» to denotef. Differentscriptsfor thesamemodulepotentially
conflict if they employ commonoutputsignals.Scriptsmay containlocal variableswhich are not
visible to otherscripts.



Our aimis to build a machineM¢ suchthatthe languageacceptedy M¢ coincideswith the
combinedracesof thescriptsonglobalvariablesij.e.,

L(Mg) ~g Traces(S;) X --- X Traces(S,).

As shavn in Exampleb, tracecombinationwill enableusto identify contradictiondetweerscripts.

A finite collection’? of ESL moduleswith pairwisedisjoint outputsignalsis calledan ESL pro-
tocol. The semantic®f protocolsis given by the semanticof the scriptsof its constituentmodules.
ESL modulesof a protocolhave fewer source®f conflictamongeachotherthanESL scriptsbecause
they do nothave commonoutputsignals.

3.1 Input Languagefor ESL Protocols

An ESL protocolmustcontainexactly oneprotocolmodulewhich startswith the keyword protocol.
Thisis similarto themainfunctionin thelanguageC. Eachmodulecanhave threetypesof variables:
input, output andlocal variables Eachscript caninclude morethanone specificationwhich start
with thekeyword spec

In orderto facilitate easydescriptionof propertiesandprotocols,we augmenthebasicESL lan-
guagewith “syntacticsugar”,suchasdefaultvalues additionaltemporaloperatorsandparametrized
macros.Defaultvaluescanbe assignedo outputvariablesor local variables Scriptsareaugmented
by two new operators keep andW . The expressiorkeep(a) meanghatthe currentvalueof signal
a is the exactly the sameasthevalueof a in the previous step.W is thetemporaloperatorfor weak
until. Theformulay W ¢ meanghat ¢ will be true alongthe pathuntil possiblyy, becomegrue.
By Lemma2, we could alsoaddall the pasttemporaloperatorgo the languagebecausehey only
defineregular safetypropertiesin orderto adaptspecificationgo differenthardwareconfigurations,
we alsointroduceparameters into the language The parameterare specifiedinside modulesand
instantiatedvhenthe modulesareinstantiatedFor example,in the pci_arbiter which we describan
Sectiong, theparameterV getsthevalue2 whenthearbiteris instantiatedThe following exampleis
afragmentof the specificatiorof the PClbusin ESL. It consistof onemasterandonearbitet

module pci_master

input clock,DEVSEL,retry req, last_cycle,GNT: bool;
output REQ = 0: bool;

local status : {COMP, MABORT,MTO};

script

spec retry.req — X (retryreq W addr_phase);
spec last_cycle — —retryreq;
script
spec GNT — X(keep(REQ)) W status = COMP;
endmodule

module pci_arbiter
parameter N;

input RST,REQ[1 to N]: bool;
output GNT[1 to NJ: bool;
local tok[1 to NJ: bool;
script

spec

RST A tok[i] — X (tok[(i + 1) Mod N] =1 A tok[i] = 0) fori = 1to N;



endmodule

protocol pci_bus
constant N=2;

modules
master[1 toN]: pci_master
arbiter(N): pci_arbiter;
connection
master[1].GNT = arbiter.GNT[7] for : = 1 to N;
arbiter REQ[{] = master[:].REQ[i] for i = 1 to N;
endprotocol

This exampleincludestwo modulesandone protocolmodule.Eachmoduleincludesoneor two
scripts.In the modulepci_master REQ hasBooleantype andis initialized to 0. The local variable
statusdenotesvhetherthe PCI masterabortsthe transactioror the time out happensin the module
pci_arbiter, we definea parametetV whichwill beinstantiatedvhenthe modulegetsinstantiatedA
formula (i) for i = i to N is equivalentto (1) A ¢(2) A ... A ¢(N). For example,the scriptof
the modulepci_arbiteris instantiatedasa conjunctionof two formulas:

(RST A token[2] — X (token[l] :=
(RST A token[l] = X (token[2] :=

—_ =

A token[2] :=0)) A
A token[l]:=0

The protocol moduleexplicitly connectsthe modulespci_masterand pci_aribter by matchingthe
correspondingnputsandoutputs.

4 Synthesisof ExecutableModels

GivenanESL protocol,ourprocedureompriseshreemainstepgo transformexecutablemodelsinto
eitherVerilog or SMV programs.

1. Prepiocessingln this step,the ESL protocolis parsedandtype checkedo makesureeachvari-
ableis declaredand eachaxiomis well typed.For example,for a Booleanvariablez, an atom
z = 3 is notallowed.Furthermorethe parameterareinstantiatecandthe macrosareexpanded.

2. ModuleSynthesisThis stepconvertseachESL moduleseparatelynto aVerilog or SMV module.
An overview of thealgorithmModuleSynthesisgivenin Figure2. In thealgorithm,we first gen-
eratearegulartableauor eachscriptandtranslateghetableauinto anondeterministi@automaton.
Thenwe determinizethe automatorandtranslateit into a Mealy machinewhich canbe easily
implementedn Verilog or SMV. The combinerconnectseachMealy machine Detailsof each
stepwill bedescribedn thefollowing threesubsections.

3. Module Connection.n this final step,the inputs and outputsfrom differentESL modulesare
connectedIn the synchronousus protocol design,combinationaldependengc loops between
thesignalsarenot allowed. This stepidentifiesall combinationatlependenciewithin individual
modulesor betweermodules A shortoutline of this stepis givenin Section4.4.

4.1 Tableauconstruction

GivenanESLscriptS, ouraimis to generat@ Mealy machinevhoseoperationabehaior is specified
by the script. Considerthe two simplescriptsa = 1 = b = 1 andb = 0 = a = 0, wherea andb



Algorithm ModuleSynthesigS:|| - - - ||Sx») Algorithm MTableau(S)

foreachs; mark S
Ts; = MTableau(sS;) Ts := Tableau(S)
Ns; = Automaton(7s,) for all statess € S7s
N§, = Powerset(Ns,) if clean(L”s) isinconsistent
Ms; = GenMealy(NY) thenremoves from 7s
return Combine(Ms,, ..., Ms,) return 7s
Fig. 2. Algorithm to synthesizescripts Fig. 3. TableauConstruction.

areBooleanvariablesLogically, thesescriptsareequivalent(sincea = b is equialentto —b = —a.)
However, asspecificationdor Mealy machineghey shouldintuitively describedifferentmachines:
theformulae = 1 = b = 1 describesa Mealy machinewhich assert$ = 1 if it obseresa = 1,
while b = 0 = a = 0 describesa Mealy machinewhich asserts: = 0 if it obserest = 0. We
concludefrom this examplethatfor the operationabehaior of the Mealy machinest is importantto
know for eachoccurrencef avariablewhetherit belongsto theretrospectie or the prospectie part
of a script. Variablesfrom the retrospectie part eventually will becomeinputsof Mealy machines,
andvariablesrom the prospectre partwill becomeoutputsof Mealy machines.

In ourmethodologywefirst build atableaufor S, andthentranslatat furtherto aMealymachine.
As amguedabove, it is importantfor our tableauconstructiomot to losethe informationwhich vari-
ableswill beusedasoutputsof the Mealy machindateron. Thereforewe distinguishsuchvariables
by markingthemwith asymbole.

Definition 5. Givenasetof variablesV = {vy,...,v,}, V* isaset{v},...,v?} of new variables
calledmarkedvariables.

GivenanESL axiomy = ¢p — $x andthecorrespondin@lphabet?, the markedaxiomey,,
isgivenby ®p — &% whered% is obtainedrom ®x by replacingeachoccurrencef avariablev
by themarkedvariablev®. ESL scriptsaremarkedby markingall their axioms.

Let X beasetof variablesor atomsetc. Thenumk(X) denoteshesubsebf X wherenoelement
containsa markedvariable,andmkd(X) denotesY — umk(X). Thefunctionclean(X) remaves
all markersirom theelementf X, e.g.clean(V*) = V.

In Figure3, we outline the tableaualgorithmMT ableau(S) for ESL scripts.In thefirst step,the
algorithmmarksthe script asdescribedabore. In the secondstepwe usethe standard_TL tableau
algorithmdescribedn [12] to generatea tableaufor the markedscript. Note that from the point of
view of the tableauconstructionalgorithm,a variablev andits markedversionv*® aredifferent.In
thethird step,however, we excludethosestatesrom thetableauwvherethe assertiongreinconsistent
with the obsenations,i.e., thosestatesvhoselabellingwould becoménconsistentf the markswere
removed. Thus,theresultingmarkedtableaus a correcttableaufor S if themarkersareignored.

Lemma 3. LetS beascript.Let L bethesetoftracesacceptedythetableauM Tableau(S). Then
clean(L) ~ Traces(S), i.e,, afterunmarking thetracesof thetableauare the sameasthetracesof
thescript.

Ouractualimplementatiorof thealgorithmMT ableauremovesinconsistenstateson-the-flydur-
ing constructingtableausThus,fewer intermediatestatesare created andlessmemoryis used.In
principle,othertableaualgorithms[8] could be usedoo.



Note thatlocal andglobal variablesare not distinguishedy the tableaualgorithm.The tableau
tracesin generakontainlocal variables.

)

Fig. 4. An exampletableau.Boxes denoteinitial
states. Fig. 5. Thecorrespondingqutomaton

Thefollowing examplehighlightsthe constructiorof tableaugor markedscripts.We will usethis
exampleasa runningexamplethroughouthe paper

Example?. Considerthe following axiom: G(a — bV X a) The meaningof the axiom is: whenever a
is assertedthenin the next time point eithera or b shouldbe assertedThe correspondingnarkedaxiomis:
G(a — b* v X a*) Thetableaufor this axiomis shovnin Figure4.

Before describinghow to translatetableausnto automatawe first give a formal definition of au-
tomata.

Definition 6. A nondeterministi€SLautomaton¥ is a4-tuple(S, Sg, @, §), wheresS is afinite set
of statesS; C S is asetof initial states@ is the setof types,andd C S x @ x S is thetransition
relation.A tracel” = t1t5 --- € O% is acceptedy N if thereexistsa sequence; s, - - - € S such
thats; € Sg, s1s2--- is aninfinite sequencef statesandfor all i, thereexistsatyped € @ such
thatt; = o, and(s;, ¥, s;41) € d. Thelanguagel (V) is thesetof tracesacceptedy N.

Givenatableau7 = (S7,S], A7, L7, R7), thealgorithm Automaton(7) computeghe au-
tomatonN7 = (S, Sy, 0,48) whereS = S7, S, = SI,andd = {(s,9,s') | ¥ € O,(s,5') €
RT | L7 (s) = ¥}. Thenthefollowing lemmaholdstrivially.

Lemma4. Thetableau7 and the ESL automatonAutomaton(7) acceptthe samelanguages.
Formally, £(7) = £L(Automaton(T)).

4.2 Mealy machinesynthesis

SinceESL automatarenondeterministicyve cannotiranslatehemdirectly into Verilog. In this sec-
tion, we describehow to synthesizeautomatanto deterministicMealy machinesvhich canthenbe
easilytranslatednto Verilog programsWe proceedn two steps First, we usea powersetalgorithm
to determinizethe automataThen,we usethe variablemarkersto determinethe inputsandoutputs
for eachstateof the Mealy machines.



SinceESL automatado not have Buichi constraintswe usethe traditionalmethodfor automata
determinizatiorby powersetawvhichis describedn mary textbooks[23].

Althoughthe algorithmPowersetis potentiallyexponential the resultingautomatan our exper
imentsare often much smallerthanthe original automataln Figure 6, resultsfor 62 scriptsin our
PCI protocolspecificatiorare shavn, wherefor eachscript, the ratio of the sizeof the deterministic
automatorcomparedwith that of the original non-deterministi@utomatoris shown. It canbe seen
that,in our experimentsthe deterministicautomataarealwayssmallerthanthe nondeterministi@u-
tomata.On averagetheautomataanbe compressetb about25% of their originalsize. Theintuitive
explanationfor this behaior is thatthe powersetalgorithmclustersrelatedstatesnto onestate.For
theexamplein Figure5, theautomatorafterdeterminizations shavn in Figure7. Sincethedetermin-
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Fig. 6. Compressiombtainedby determinization

Fig. 7. Automatonafterdeterminization

istic automatoracceptshesamdanguagestheoriginalautomatordoes thebehaior of theoriginal
scriptsis maintainedafter determinization.

Finally, we describehow to generatdMealy machinedrom deterministicautomataThe Mealy
machinemodelpresentedn the following definition takesinto accountthe type conceptwhich we
usefor traces.

Definition 7. Mealy machine

A Mealymadine M is atuple (S, Sy, I, O, A, R) whereS is afinite setof statesSy; C S is theset
of initial states, is afinite setof input variables,0 is afinite setof outputvariables(I N O = ),
A S x X — Yo istheoutputfunction,and R C S x X; x S is the transitionrelation. M is
deterministidf for every input o every statehasauniquesuccessore.,for all s, s’ € S ande € Xy,
R(s,0,8') A R(s,0,8") = s = s". M acceptsatraceT = tit,--- over alphabetl; U Yo if
thereexists aninfinite sequences = s;s2 - - - of statessuchthat (i) s; € Sp; (ii) for all indicest,
R(s;,umk(t;), s;41); (iii) for all indicesi, A(s;, umk(¢;)) = mkd(¢;). The setof tracesaccepted
by M is denotedby £L(M).

Given a deterministicautomatonN = (S, Sy, £2,4, F'), we generatea Mealy machineM =
(S, S0, 1,0, A, R) suchthat N and M have the samesetsof statesand initial states.Let MAX be
the smallesnumbersuchthatno statein N hasmorethanMAX immediatesuccessors.

The input variables/ of the Mealy Machine M are the unmarkedvariablesof the automaton
N, andthe new variablend, D,4 = {1,...,MAX}. Intuitively, the new variablend will be usedto
determinghe successostateamongthe MAX possiblesuccessostates The outputvariablesO of M



arethemarkedvariablesof NV, i.e., O = mkd(£2). Theoutputfunction andthe transitionrelation
R aredefinedby the algorithmGenMealy shovn in Figure8.

Algorithm GenMealy(V)
foreachs € S

P = {umk(a) | 3s' € S,8(s,a,s')} 51
for eacha € P nd:O\/ﬁaC nd=0Aa/b®

Q = {b| umk(b) = a,3s’' € S5,8(s,b,5")} nd =1V -a/—

i=1

for eachb € Q nd=1Aa
A =AU{(s,a And =1,mkd(b))}
if (s, b,s') = true then

R=RU{(s,aAnd=1,s")} nd = 1 ( nd = 0/{a*,b*}
izi+1
choosesomeb € Q
for j=i to MAX

A =AU{(s,a And =5, mkd(b))}

R=RU{(s,annd=js')} Fig. 9. A deterministioMealy machine

Fig. 8. Pseudo-codfor GenMealy

Example8. TheMealy machineobtainedfrom the automatorin Figure5 is shavn in Figure9. nd is the new
unconstrainethternalsignal.Thelabellingin states, denotesheinput/outputfunction,for examplernd = 1/a*
representinputnd = 1 andoutputis a® = 1.
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Theorem 2. LetS bean ESLscript. Thenthelanguageof the synthesized/lealy madine coincides
with Traces(S) onglobal variables.Formally,

clean(Traces(GenMealy(Powerset(Automaton(MTableau(S)))))) ~g Traces(S).

The obtainedMealy machinecanbetranslatednto a Verilog programeasily Detailsareomitted
dueto the spaceaestrictions.

4.3 Combiner generation

RecallthateachESL script S is translatednto a Mealy machineandthat differentscriptscanas-
signvaluesto the samesignal.ln Section2 we definedthe operation X to combinetwo traces As
exemplifiedin Example5, theoperationX ontraceds notthesameasconjunctionof scripts.

On the level of Mealy machineswe introducecombinerswhich performthe operation << on
traces A combinemachinds definedasfollows.

Definition 8. Givenasequencé/, ..., M,, of Mealymachinewith possiblynondisjointalphabets,
the combinerC (M, ..., M,,) is a Mealy machinewhoseinput alphabets the union of the input
alphabet®f the M; andwhoseoutputalphabeis obtainedfrom the unionof the outputalphabet®of
the M; by removing themarks.Oninputof asymbole, C'(My, ..., M,,) simulateseachof theMealy
machinesgollectsthe outputsoy, . . ., o,,, Of the Mealy machinesandnondeterministicallyoutputs
oneelemenbf clean(comp(og Moz X ... X op)).

Thus,if the outputof the Mealy machineds consistentthe combinerwill outputit; if it is in-
consistentthenthe combinerwill output{ false}; if the outputdoesnot determinethe valuesof all
signalsthecombinerwill nondeterministicallghooseconsistenvaluesfor theunspecifiecbr under
constrainedignals.

ThealgorithmCombine generate¥erilog codefor the combinerIn the Verilog translationgach
Mealy machineis translatednto a Verilog module.The combineritself is a modulewhich usesthe
Mealy machinemodulesassubprogramandcombinegheir outputs.

In thetraditionalapproacHhi.e., synthesizingheconjunctionof all scripts) thenumberof tableau
statesfor the conjunctionof the scriptscanbecomeexponentiallylarger In fact, our techniquesare
tailoredto find inconsistenciebetweerscripts;in conjunctedormulas,inconsistenbehaiors would
beeliminated.

Finally, we canformally statethe correctnessf our algorithmscf. Section3.

Theorem3. Let& = &y - - - ||S, bean ESLmodule Then

L(ModuleSynthesis(£)) ~g Traces(S1) M --- X Traces(S,).

4.4 Module Connection

In Verilog, connectingheinputsandoutputsof modulescanbe donehierarchically For synchronous
busdesignscombinationaloopsarenotallowed.Thereforejn thevariabledependencgraphweuse
standardalgorithmsfor strongly-connectedomponent$5] to identify combinationaloops.Our tool
will reportcombinationaloopsto the users.Figure11 shovs combinationaloopsidentifiedduring
PClbusprotocoldelugging.Detailsareomitteddueto spaceaestrictions.



5 DebuggingProtocolsin ESL

For a protocolspecifiedin ESL, it is essentiato have dehugging capabilitieswhich verify thatthe

specifiedprotocolis indeedwhat the designersvant to specify In this section,we describespecial
propertiesof the generated/erilog and SMV codewhich facilitate dehugging.Due to spacerestric-

tions,wedescribeonly someof thedehuggingcapabilitiesvhichwe implementedThecodegenerator
for Verilog andSMV canbe extendedeasilyto handleothercapabilities.

Synchronization Contradiction. In ESL,two scriptscanpotentiallyassericontradictoryaluesto
signalscf. Example5. To detectsuchcasesaflag OC is definedn the Verilog codefor thecombiner
As soonasthecombinercomputedfalse}, theflagis automaticallysetto 1. Accordingto Theorens,
theflag OC issetto 1 if andonlyif thetracesof thescriptscontradict.Thereforeto verify theabsence
of synchronizatiorontradictiongi.e., consisteny) it sufficesto checkfor unreachabilityof OC = 1.

Receptiveness A machines receptve[1] in anervironment,if startingfrom ary state for all possi-
ble inputsfrom theervironment themachinecanproducevalid outputandtransitto a valid next state.
Receptvenesds amongthe mostimportantpropertiesof protocols.In ESL, receptvenessjuestions
ariseonthelevel of modulesReceptvenesss interestingfor amodulein connectiorwith thewhole
protocol,but alsofor a singlemodulewith unconstrainedhputs.For eachmodule A/, a specialflag
BI y; is definedin the Verilog codefor M. If aMealy machinebelongingto M getsstuck,i.e.,hasno
valid transitionfor the giveninput, thentheflag BI , is setto 1.

Similarly asin the caseof synchronizatiorcontradictionsyerification of receptvenessfor M
essentiallyamountgo checkingunreachabilityof B1 ;.

Property Checking The specificatiorof protocolsoftencanbe partitionedinto specification®f a
fundamentabndoperationatharacterandanothersetof additionalspecificationsvhich werelogi-
cally redundantor a correctprotocol,but areaimedatfinding outif theprotocolis correctlyspecified.

In ESL,we build VerilogandSMV modelshasedntheoperationakpecificationsandthenusea
Verilog simulatorandthe SMV modelchecketo verify theadditionalspecifications.

6 Experimental Results

We have built a prototypesystemin StandardML, which includesabout13,000lines of code.To
testthe capabilityof our tool, we have specifieda subseof PCI bus protocol[18]. The specification
consistof 118formulasand1028linesincludingEnglishcommentgor eachformula. The specifica-
tion includesfive moduletypes:mastersequencemastemackendfamgetsequencetamgetbackend,
andarbiter Onemastersequenceandonemastetbackendorm a PCl mastercornversely onetarget
sequenceandonetargetbackendform a PClI target. We have specifieda biasedrandomtestbench
[19] in the masterbackendpecausen PCI, the testbenchinvolvestransactiorrequestgeneration,
whichis anintegral partof the behaior of the mastetackendUsingthe parameteconcepin ESL,
the numberof moduleson the buscanbeeasilymodified.

The specifiedsubsebf the PCl protocolincludesbursttransactionmastetinitiated fast-back-to-
backtransactionmasterandtamgetterminationconditionsjnitial andsubsequerdatalatenciestarget
decoddateng, masterreissueof retriedrequestWe are currentlyworking on configurationcycles,
bus parkingandparity checking.We planto specifythe completePCl busprotocolin futurework.

Ouralgorithmis very efficient, andit only takesabout15 secondso generatehe SMV or Verilog
modelfrom 62 ESL scriptson a 550MHz PentiumIII machinewith 256 MB memory Thegenerated



Verilog is about7000lines of codewhile the generatedSMV is about6100lines of code.Usingthe
Cadencé/erilog-XL simulator we areableto simulatethegenerated/erilog model.Marny easyerrors
have beenidentifiedby checkingsynchronizatiorontradictionin Verilog simulation,includingsome
errorsin theprotocol.For example thefollowing two statementfrom [18] canbecontradictorywhen
aPCltamgetcanperformfastdecode.

1. A PCltametis requiredto asserits TRDY# signalin areadtransactiorunconditionaly whenthe
datais valid.

2. Thefirst dataphaseon a readtransactiorrequiresaturnaround-gcle (enforcedby thetametvia
TRDY#).

The sixty nine Verilog monitorsfrom [22] are usedto characterizecorrectnes®f the PCI bus
protocol.In orderto verify thatour Verilog modelis correct,we connecthe monitorswith our model
to checkwhetherour modelviolatesthe monitors.

Model checkingcanformally verify the correctnes®f a given formula. However, it is limited
by the size of the model.We useit on a limited configurationof the protocol,namelyone master
onetarget, one dummy arbiter After abstractinghe datapath,e.g.,the width of the bus, we have
successfullymodelcheckedr0 temporalpropertieswhich are derived from the temporalproperties
give by [22]. The verificationtakes450MB memoryand2 minuteson a Sun6500Enterprisesener
with 6.4GBRAM andten360MHzprocessors.

7 Conclusions

We have proposeda new logic ESL for formal specificationof hardwareprotocols.Our synthesis
methodologygenerategxecutablecodein Verilog or SMV from ESL specificationsA significant
partof the PCI bus protocolhasbeenspecified simulated,andverified usingour tool. Our experi-
mentalresultsclearlydemonstrat¢éhat our synthesisnethodologyis feasiblefor systemsof realistic
compleity.

In thefuture,we planto complete¢hePClbusspecificatiorandto experimentwith otherindustrial
bus protocolssuchasthe IBM CoreConnecbus andthe Intel P6 bus. To achieve this goal, we are
investigatingvariousextensionof ESL.In particularwe believeit is possiblgo incorporateourlogic
into Verilog without significantlychangingthe syntaxof thelanguageSuchanextensionshouldalso
makeour tool easierfor engineerso use.

Finally, we believe that gametheoreticnotionsof consisteng [9, 2] are necessaryindercertain
circumstancesMVe intendto investigatevariousnotionsof consisteng for our logic anddevise algo-
rithmsfor verifying them.
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