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Abstract

Owicki and Gries have developed a proof system
for conditional critical regiong. In their system
logically related variables accessed by more than
one process are grouped together as resources, and
processes are allowed access to a resource only in
a critical region for that resource. Proofs of
synchronization properties are constructed by
devising predicates called resource invariants
which describe relationships among the variables of
a resource when no process is in a critical region
for the resource. In constructing proofs using the
system of Owicki and Gries, the programmer is re-
quired to supply the resource invariants.

We show that convexity plays a key role in
the derivation of strong resource invariants. We
also develop methods for automatically synthesizing
resource invariants. Specifically, we characterize
the resource invariants of a concurrent program as
least fixpoints of a functional which can be ob-
tained from the text of the program. By using
this fixpoint characterization and a widening
operator which exploits our observation on the
importance of convexity, good approximations may be
obtained for the resource invariants of many con-
current programs.

1. Introduction

Owicki and Gries [OW76] have developed a
proof system for conditional ecritical regions.
In their system logically related variables
accessed by more than one process are grouped
together as resources, and processes are allowed
access to a resource only in a critical region
for that resource. Proofs of synchronization
properties are constructed by devising predicates
called resource invariants. These predicates
describe relationships among the variables of a
resource when no process is in a critical region
for the resource. Related methods for verifying
concurrent programs have been discussed by Lamport
[LM77] and Pneuli [PN77].

In constructing proofs using the system of
Owicki and Gries, the programmer is required to
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supply the resource invariants. We investigate the
possibility of automatically synthesizing resource
invariants for a simple concurrent programming
language (SCL) in which processes access shared
data via conditional critical regions. We consider
only Znvariance [PN77] or safety properties [LM77]
of SCL programs. This class of properties includes
mutual exclusion and absence of deadlock and is
analoguous to partial correctness for sequential
programs. Correctness proofs of SCL programs are
expressed in a proof system similar to that of
Owicki and Gries.

To gain insight on the synthesis of resource
invariants we restrict the SCL language so that all
processes are nonterminating loops, and the only
statements allowed in a process axre P and V
operations on semaphores. We call this class of
SCL programs PV programs. For PV programs there is
a simple method for generating resource invariants,
i.e., the semaphore invariant method of Habermann
[HA72] which expresses the current value of a sema-
phore in terms of its initial value and the number
of P and V operations which have been executed.
Although the semaphore invariant method is simple
to state, it is a powerful technique for proving
PV programs; we show that it is as powerful as the
reduction method of Lipton [LI75} for proving
freedom from deadlock.

The semaphore invariant method, however, is
not complete for proving either absence of deadlock
or mutual exclusion of PV programs. We show that
there exist PV programs for which deadlock (mutual
exclusion) is impossible, but the semaphore in-
variant method is insufficiently powerful to es-
tablish this fact. This incompleteness result is
important because it demonstrates the role of
convexity in the generation of powerful resource
invariants. We also give a characterization of the
class of PV programs for which the semaphore in-
variant method is complete for proving absence of
deadlock (mutual exclusion).

The semaphore invariant method is generalized
to the class of linear SCL programs in which solu-
tions to many synchronization problems can be ex-
pressed. Although the generalized semaphore in-
variant also fails to be complete, it is suffi-
ciently powerful to permit proofs of mutual exclu=-
sion and absence of deadlock for a significant
class of concurrent programs. When the generalized
semaphore invariant is insufficiently powerful to
prove some desired property of an SCL program, is
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it possible to synthesize a stronger resource in-
variant? We argue that resource invariants are
fixpoints, and that by viewing them as fixpoints it
is possible to generate invariants which are stron-
ger than the semaphore invariants previously de-
scribed. We show that the resource invariants of
an SCL program C are fixpoints of a functional Fo
which can be obtained from the text of program C
and that the least fixpoint U(Fm) of F- 1is the
"strongest" such resource invariant. Since the
functional Fy 1is continuous, the least fixpoint
UW(Fc) may be expressed as the limit

o)

WF) = U Fl(false) .
C . C
i=1
Clearly, this characterization of W(Fe)  cannot be
used directly to compute u(Fc) unless C has

only a finite number of different states or unless
a good initial approximation is available foxr u(FC).

By using the notion of widening of Cousot
[CO77] however, we are able to speed up the conver-

gence of the chain Fa(false) and obtain a close

approximation to M(Fr) in a finite number of steps.
The widening operator which we use exploits our
observation on the importance of convexity in the
generation of resource invariants. Although fix-
point techniques have been previously used in the
study of resource invariants ([LA76], [FL77]), we
believe that this is the first research on methods
for speeding up the convergence of the sequence of
approximations to W(Fo) . Examples are given in
the text to illustrate the power of this new
technique.

The SCL language and its semantics are dis-
cussed in Sections 2 and 3 of this paper. Sections
4 and 5 contain a description of the semaphore in-
variant method and a discussion of why it is incom-
plete. Section 6 introduces the class of linear
SCL programs and briefly describes how the semaphore
invariant can be generalized to this class of pro-
grams. The fixpoint theory of resource invariants
is presented in Section 7. Section 8 contains an
account of Cousot's widening operator and how it
can be used in approximating resource invariants.
The paper concludes with a discussion of the results
and some remaining open problems.

2. A simple Concurrent Programming Language (SCL)

An SCL program will consist of two parts:
(1) an initialization part "®:=e" in which initial
values are assigned to the synchronization variables
R, and (2) a concurrent execution part

resource R(X): cobegin P1//P2//...Pn coend

which permits the simultaneous or interleaved execu-
tion of the statements in the processes Pl1,...,Pn.

All variables accessed by more than one process must
appear in the prefix R(R)
tion part. Processes have the form

of the concurrent execu-

Pi: cycle si; si;...;si eng
e ky =

where "Si; Sl;...;si "

2 k
i
critical regions. The c¢ycle construct is a non-
terminating loop with the property that the next
statement to be executed after Si is the first

is a list of conditional

) i
statement Si of the loop. Aalthough the cycle

statement simplifies the generation of loop invari-

ants, the results of this paper also apply to termi-
nating loops (e.g., while loops). The extension of
SCL to allow multiple resources is straightforward
and will not be treated in this paper.

Conditional evritical regions have the form
with R when b do A od. Only variables listed in R
can appear in the boolean expression b and the
body A of the conditional critical region. When
execution of a process reaches the conditional
critical region with R when b do A od, the process
is delayed until no other process is using R and
the condition b is satisfied. Then the statement
A is executed as an indivisible action.

Let C be an SCL program with the format de-
scribed above; a program state 0 1is an ordered
list (pcy, PCyrevesPCyi s), where

(1) pcj 1is the program counter for process Pi
and is in the range 1 < pey < kg
(2) s maps the set of synchronization variables to

the set Z
gram store.

of integers and is called the pro-

We will write Db(s) to denote the value of predi-
cate b in store s; A(s) will be the new store
resulting when the sequential statement A is
executed in store s.

A computation of an SCL program C is a seguence
of program states 0, Opr+++s04ree. « The initial
state Oy has the form (1, l,...,1; so) where s
reflects the assignments made in the initialization

part of C. Consecutive states
= 3 3
Gj (Pcl:---rPCnr S])
and . 8
o, = (pcd’t IS, )
541 P 1 rese P n J+1
are related as follows: There exists an m,
1 <m<n such that
. . )
(1) pci 1o pci if iFm .

. i . 1<
c3+l - ‘pcm + 1 if pcm km
S

1

(3) if statement pci in process m is

(2) p
otherwise

with R when b do A od, then b(sj) = true and
= A(sj).

S .
J+1
Note that concurrency in the execution of an SCL
program is modeled by nondeterminism in the selec-
tion of successor states.

If there exists a computation Ogr T1reeeT5y--.

of program C, then we say that state g5 is

reachable from the initial state 0y of C and

write Oy 5 0j. Note that the next statement to be

executed by process Pi in state

0 = (PCy/,-+.rPCyiS)

is always We say that program C is blocked

1
Spci'
in state O 1f the condition of the next statement
to be executed in each process is false in state O.
A state O of C is a deadlock state if O is
reachable from the initial state of C and C is
blocked in state 0©. Two statements S1 and S,
in different processes of C are mutually exclusive
if there does not exist a state O, reachable from
the initial state of C, in which 51 and S, are
next to execute in their respective processes.
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Frequently it will be convenient to identify a

predicate U with the set of program states which
make U true. _If X is the set of all program
states, then 2Z will be the set of all possible

predicates, false will correspond to the empty state
set, and true will correspond to the set X of all
program states. Also logical operations on predi-
cates can be interpreted as set theoretic operations
on subsets of I i.e., "or" becomes “union", "and"
becomes "intersection", "not" becomes "complement",
and "implies" becomes "is a subset of".

SP[A] (U) will denote the strongest postcon-
dition corresponding to the sequential statement A
and the precondition U. If the predicate U is
identified with the set of states which satisfy
it, then SP[A]{(U) may be defined by SP[A](U)
{(pcy,..spoy; A(s))l(pcl,...,pcn; s) €U}

THEOREM 2.1. Let A be a sequential statement.
(Monotonieity) <1f u, vel and U<V, then
Sp[a] (U) < SP{A] (V).
(Additivity) <if {uy}, 1 > 0 Zs a family of
predicates, then
sP[al( U u,) = U sP[al(u.) .

i 2 i L

(4)
(B)
Proof: See [CL77].

3. Resource Invariant Proofs

In this section we adapt the proof system of
Owicki and Gries to SCL programs. We use the stan-
dard notation {P}a{g} of Hoare to express the
partial correctness of the sequential statement A
with respect to the precondition P and postcondi-
tion Q. The triple {plafg} is true (|={p}afoh
iff I=SP[A](P) * Q. Proof systems for partial
correctness of sequential statements will not be
discussed in this paper.

Let C be an SCL program and let ST be the
set of statements occurring within the processes of
C. A resource invariant system RSe for C will
consist of two parts:

(1) A predicate IR called the regource invariant.
All free variables of IR must appear in the

resource prefix R(X) of the program C.
(2)

Proofs of sequential correctness for each of
the individual processes of C.

For our purposes, these correctness proofs are
represented by a set VC of assertions called
verification conditions and two functions pre,

post: ST = VC which give the precondition and post-
condition for each statement C in the proof. To
insure that the proofs of sequential correctness

for the individual processes are interference free
[oW76], we require that the free variables in the
verification conditions for process i do not
appear as free variables in the verification con-
ditions for any process j with J#i. If ¢ is an
SCL program with the format described in Section 2,
then the functions pre and post for process FPi must
also satisfy the following conditions:

(a)
(b)

|=%=8 » pre(Si) A IR
= i i
| post(Ski) > pre(Sl)
(c)
(d)

[=post(S%) *’pre(s§ )

+1
if S§ is the conditional critical region

for 1 < j < k-1

with R when b% gg_A§ od

then F {pre(S%) A b

LA IR}A%{post(S%) A IR}.
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be a resource invariant
Iff o g reachable

THEOREM 3.1. Let RSC

system for the SCL program C.

in ¢ and S% 18 the next statement of process Pi
to execute in state o, then O‘Epre(S;.‘).
‘Proof: See [OW76]. [a]

Resource invariant systems may be used to prove
absence of deadlock and mutual exclusion of an SCL
program C. To prove mutual exclusion of statements
S1 and S, in C it is sufficient to give a
resource invariant system RS- for C such that

M(RSC) = pre(Sl) A pre(Sz) A IR

is unsatisfiable. To prove that it is impossible
for C to become deadlocked it is sufficient to
exhibit a resource invariant system RS- such that
the predicate
k.

n 1 . s
A (V pre(si) A mb:) A IR
i=1 =1 J J

D(RSC)

is unsatisfiable. Local deadlock, in which only a
subset of the processes are blocked, may be handled
in a similar manner.

4, The Semaphore Invariant Method }
P and V operations on a semaphore a can be
treated as conditional critical regions: P(x) is

equivalent to with R when x>0 do x:=x-1 od and
V(x) to with R when true do x:=x+l od. In this
section we restrict the class of SCL programs so
that the only statements allowed within processes
are P and V operations on semaphores; we call
such programs PV programs.

The semaphore invariant method [HA72] is based
on the use of quxiliary variables. Let a be a
semaphore with initial value m occurring in a PV
program C. For each statement S;i corresponding
to a P operation we introduce an auxiliary vari-

able ai which is incremented each time the P

operation is executed. Similarly for each state-

ment Sj corresponding to a V operation we intro-
duce a variable a%. All auxiliary variables are

initialized to zero at the beginning of the program
C. The semaphore invariant states that the predicate

T

a = {a=m+2af —Za]_'lAa__> 0} must be satisfied by

C whenever C is not executing a P or V opera-
tion on the semaphore a.

When auxiliary variables are added to C in
this manner, there is a simple method of generating

appropriate pre and post functions for C. Let
"pi: cycle Si;...;Si‘ end" be the ith process in
i

the program C, and let, di,...,dl be the auxil-

ki

iary variables for this process. The pre and post

functions for process pji will be defined induc-
tively:
iy = iy = rqiogic _qal
(1) pre(s]) —post(ski) z {ay=a5=... dki}
(2) If S% is a conditional critical region with

associated auxiliary variable &l then

i i i i
ost(S8)) = re(S.)[(d.— l)/d.]
P J o J J J .
We refer to the resource invariant system consisting
of the conjunction of the semaphore invariants Ia



and the annotation obtained by the above procedure
as the semaphore invariont system (SIn) correspon-
ding to C.

Consider, for example, the PV program C

ar=]1
cobegin
A: cycle P(a); SA; V(a) end
//
B: cycle P(a); SB; V{a) end
coend T

SA and SB represent the bodlies of the critical
regions established by the P and V operations
and will be treated as null statements in the
analysis which follows. Annotating C as described
in the previous paragraph we obtain:

{al=0 AaZ=0 A al=0 Aa?=0Aa=1}
1 1 1 2 2
resource R{a, aj af, al, a2):
cobegin 2 2
A: gycle
1._,2
{al al}
with R when a >0 Qg‘ai:=ai~+l; as=a~1 od;
1.4 2452
{al 1 al}
SA;
1.7 2.2
{al 1 al} ,
with R when true gghai:=al-+l; ar=a +1 od;
end
/7
B: cycle
1 2
{al =22}
with R when a >0 do aJZ':=a]2'+l; ar=a-1 od;
1_,_ .2
{az 1 az}
SB;
{a;-l=a§}
with R when true do a§:=a§+l; a:=a +1 od;
end

coend

The invariant I, for semaphore a is

I = =1 +32 +32 —mgt o1 > .
a {a =1 al a2 al az/\a__O}

Since the predicate M(SIC) = pre(SA) Apre(SB) AIa

is unsatisfiable, it follows that statements SA and
SB are mutually exclusive. Similarly we see that C
is free from deadlock, since the predicate D(SIC)

is also unsatisfiable.

5. Incompleteness of the Semaphore Invariant Method

The incompleteness of the semaphore invariant
method is best explained by means of progress graphs
[DI76]. The progress graph is a graphical method
for representing the feasible states of a PV program.
Consider, for example, the program C:

a:=l; b:=l
cobegin
A: cycle P(a); P(b); V(a); V(b) en
//
B: cycle P(b); P(a); V(b); V(a) en
coend

(o)

|

[oN)

|

Feasible computations of this program can be re-
presented by a graph in which the number of instruc~-
tions executed by a process is used as a measure of
the progress of the process, e.dq.,

b4

ey

Progress for Process A
>

b a b a
Progress for process B

The dashed line represents a computation of the
program C in which process B executes P(b) and
process A executes P(a). The shaded region of
the graph represents those program states which
fail to satisfy the semaphore invariants for a or
b; such states are called unfeasible states. The
point labeled X in the graph is a deadlock state;
the state X is reachable from the initial state
of C but further progress for either process A
or process B would violate one of the semaphore
invariants (i.e., both processes are blocked).
Those points in the graph (states of C) which are
not reachable from the origin (initial state) by a
polygonal path composed of horizontal and vertical
line segments which never cross an unfeasible
region (by a valid computation sequence of C) are
called unreachable points (states). ALl unfeasible
points are unreachable. The point labeled Y in
the graph is an example of an unreachable feastible
point; if the program C were started in state Y,
the semaphore invariants would not be violated.

Next consider the PV program C:

ar=b:=c:=d:=1

cobegin
A: cycle P(a); P(b); P(d); V{a); P(c); V(b); V{c);
v(d) end
/7
B: cycle P(a); P(b); P(c); Vi(b); P(d); Vi{a); Vic),
v({(d) end
coend -

The progress graph for C 1s shown on the next page.

Note that deadlock can never occur during execution
of program C. Let 8I~ Dbe the semaphore invariant

system for the program C. Thus, if auxiliary
variables are added as describked in Section 4,
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the invariant I will be given by

I= {a=l+a%+a§—ai—a:;/\a_>_0
Ab=1+b§+b§—bi—b§Ab >0
Ac=l+c%+c§—ci—c§Ac_>_O
rd=1+d?+d7-al -alag > 0
naZ > 0 A aZ >0 Aai >0 Aaé >0
AbZ 2 0A b2 > 0Bl > 0AB] > 0
P c;ZOAcizOAc;iO
a2 > oA d;zOAd}?_OAdéf_O}

It is not difficult to show that the condition
D(SIc) for absence of deadlock is satisfied by
the state 2 in which

a=0, a_%=l, a§=0, ai—l, a§=l
b =0, bi=o, p2=1, bi=l, bé =1
c =0, ci =0, c§==0, ci =0, cé =1
a=o0, a?=o, d§=0, di=l, d]2‘=0

Thus absence of deadlock cannot be proven by means
of the semaphore invariant method. The state 2
which satisfies D(SIn) is an example of an un-
reachable feasible state in which each process of

C is blocked; we will call such states trap states.

THEOREM 5.1. The semaphore invariant method is
complete for proving deadlock freedom for those PV
programs whose progress graphs do not contain any
trap states.

Proof: Let C be a PV program whose progress
graph does not contain any trap states. Thus any
state of C in which all processes are blocked
must be reachable from C's initial state. Let
SI be the semaphore invariant system for C. We
show that the condition D(SIC) is unsatisfiable

if and only 1if deadlock is impossible for the pro-
gram C. Clearly, if D(SIZ) 1is unsatisfiable
than deadlock is impossible. Thus assume that
D(sSIo) is satisfied by some state O. By con-
struction of the predicate D all processes are
blocked in state ©. Since O is reachable from
the initial state of C, it is a deadlock state. O

A similar characterization may be given for
mutual exclusion. How can the semaphore invariant
method be strengthened to handle trap states?
Since trap states correspond to "holes"™ in the un-
feasible region of a progress graph, a method
based on convexity is worthy of investigation. We
return to this question in Section 8.

Although the semaphore invariant method is not
complete for proving absence of deadlock or mutual
exclusion of PV programs, it is a powerful tool
for proving correctness of PV programs which occur
in practice as the examples of [HA72] demonstrate.
Additional evidence for the power of the semaphore
invariant method may be obtained by comparing it
to other methods which have been proposed for
proving deadlock freedom of PV programs. We prove,
for example, that the semaphore invariant method is
as powerful as the reduction method of Lipton [LI74]:
If a PV program has a reduction proof of deadlock
freedom, then it also has a proof using the sema-
phore invariant method.

Reduction is a technique for decreasing the
number of interleavings of statements which must
be considered in the proof of a concurrent program.
Let C be a concurrent program and S a statement
contained in C. The reduction /S is the con-
current program obtained from C by making S
into a single indivisible (i.e., uninterruptable)
action. To prove that program C has some pro-
perty U, it is sufficient to produce a sequence
of programs C=Cy, Cy,...,Cy and statements
S1reeesSyg such that

(1) Ci+l=ci/si for i=1,...,n-1.

(2) If Cj has property U, then Ci/si also
has property U.

(3) Cy trivially has property U.

Lipton gives a class of statements called D-reduc-
tions with the property that if C is a concurrent
program and S is a D-reduction, then C is
deadlock-free iff C/S 1is deadlock free. For PV
programs D-reductions have the form

S =Sl, 52,...,Sn where Sl,...,Si_l are P

operations, S;,7,...,8, are V operations and
S2s++4,5, can always execute. In view of con-

dition (3) above we will assume that the progress
graph of the final program Ch in a reduction
proof of deadlock freedom does not contain any
trap states.

IEMMA 5.2. If the progress graph of a PV pro-
gram C contains a trap state, then the progress
graph of the D-reduction C/S also contains a
trap state.

Proof: Let U be a trap state for the PV
program C. By definition, O is an unreachable
feasible state of C in which every process is
blocked. Let C/S be a D-reduction where
S =8S3i S9i...i5, has the form described above.

Assume that O is not a trap state for C/S. If



0 were a feasible state of C/S, then it would be
a trap state of C/S since every computation of
¢/S 1is a computation of C. Thus, 0 must not be
a feasible state of C/S. Since S=8Sj; Syi.
must be executed as an atomic statement in C/S,

the process containing S must be blocked in state
0 while attempting to execute one of the statements
S2, S3,...,Sn. Since by definition of a D-reduction
the statements 8S,, S3,...,Sn can always execute,
this is a contradiction. m]

«+i5p

THEOREM 5.3. If a PV program has a proof of
deadlock freedom using the veduction method, then
it alsc has a proof of deadlock freedom using the
semaphore invartant method.

Proof:
lock freedom using the reduction method.
there exists a sequence of D-reductions
Cy =C0/SO,...,Cn==Cn_l/Sn_l where Cy is free
from deadlock and does not contain any trap states.
By Lemma 5.2 Co must also be free from deadlock
and not contain any trap states. By Theorem 5.1,
it is possible to prove that Cg 1is free from
deadlock by means of the semaphore invariant
method.

Assume that C; has a proof of dead-
Then

6. Generalization of the Semaphore Invariant

Method

Since a large class of synchronization tech-~
niques can be modeled by counting operations on
shared variables, the class of Ilinear SCL programs
is of particular interest. The conditional criti-
cal regions of a linear SCL program have the form

with R when B(xl, x2,,..,xn) gg_A(xl, X ,...,xn) od

2
where
(L)

the variables belong to

resource R,

s Xgreeo Xy

(2) the condition B(x;, x2,...,xn) is a truth
functional combination of atomic formulas of
the form ajx) +azs,+...+ayx,+an,) <0

(3) the body A(Xy, Xg,...,%Xy) 1s a series of
assignment statements which increment the

shared variables Xj,...,X e.g.,

n
Xy 1=Ky + Dby
X25=X2 + b2

%n

Note that semaphores are special cases of linear
SCL programs. Many other standard synchronization
problems including the dining philosophers problem,
the readers and writers problem, and the cigarette
smoker's problem can all be expressed as linear
SCL programs. Arguments are given in {[SC76] and
[AG74] that linear SCL programs are universal in
their power to express synchronization constraints
for concurrent programs. It is also possible to
prove that mutual exclusion and deadlock freedom
are undecidable for this class of programs.

1=xp *+ by

We briefly outline how the semaphore invariant
can be generalized to linear SCL programs. Let C
be an SCL program. For each conditional critical
region S; in C we introduce a new auxiliary
variable dSi which counts the number of times §;
has been executed. Thus, the algorithm of Section
4 may be used to generate pre and post functions
for C; the resulting annotation of C will be
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called the canonical annotation.
%Yy = o1 i i i
: = + +... +
Let Hl(x) ajx, tayx, arx +ar o
linear form occurring in the condition of some
critical region of C. We will use the notation

BHi/asj to denote the change in value of H;j

be a

caused by the execution of statement Sj; note that
BHi/BSj is given by

I .o
= 1.1
BHl/ BSJ = E arbr .

r=1
Let dHi = H(R) - H(Xy) where §O gives the initial
values of the synchronization variables. Then, the
relationship
aH; = D 0H;/3sy dsy
J

must hold if no process is executing a critical
region for R.

Although the generalized semaphore invariant
is sufficiently powerful to permit proofs of
mutual exclusion and absence of deadlock for a
significant class of linear SCL programs, it fails
to be complete for exactly the same reason as the
original semaphore invariant.

7. A Fixpoint Theory of Resource Invariants

Let Z be the set of program states and let
F: 2Z +22. If US X and F(U)=U, then U is a
fimpoint for the functional F. If U is 4 fix-
point of F and UGV for all other fixpoints V
of F, then U is the least filxpoint of F. F is

continuous if for every ascending chain

U,.cU < ... <cU, ... of subsets of I,
0="1= =73 =
[oc] o]
F(U U.>= U F(U.) .
j:o J :’:O
If F is continuous, then F has a least fixpoint
UW(F) which 1s given by
o0
WE) = U F(false)
3=0

where FO(U) = U and FI'' = ped(u)).

The resource invariants of an SCL program C
are fixpoints of a functional Fo which can be
obtained from the text of C. Let C be the SCL
program

X:=8;

resource R(X)

cobegin P1//P2//...Pn coend

contains K critical regions
and that the ith critical region
The

We assume that C
S1r Spre-esSg
has the form S; Zwith R when b; do A; od.

algorithm of Sections 4 and 6 will be used to
generate the pre and post functions for C. Let
% be the set of possible states of C and let

F.: 22+ 2% be defined by
K
vJv V SP [Ai] (pre(si) Abi/\ J)

i=1

c:

FC(J) =JO

J_ ={x=e} describes the

where the predicate o

initial state of C.



THEOREM 7.1. The function F. 18 a continuous

. b} . .
mapping on 2 . Thus, Fo has a least fixpoint
p(FC) which is given by

(o]
WF) = U F(false)
C . C
j=0

Proof: The continuity of Fe follows
directly from the additivity of SP. o

THEOREM 7.2. ALl resource invariants IR of
C are fiapoints of F.. Also H(F.) is a resource
for c.

Proof: ©Let IR be a resource invariant for
C. Clearly, IRC FC(IR). We must show that
Fo(IR) € IR. By condition (a) in the definition

of a resource invariant system {%=2} < IR.
condition (e) we see that for 1 <i <K,

By

= {pre(si) Ab; AIR} A {post(Si) A IR} .
It follows that for 1 < i <K
sP [Ai] (pre(s;) Abi A IR) © post(si) A IR .

Hence,
K
.V SP[Ai](pre(Si)AbiAIR) < IR .
i=1
So, K
F(IR) = J VIRV YV SP[A,]l(pre(S,)Ab, AIR) < IR .
c .0 i=1 i i i -

Thus, every resource invariant IR
of Fae
Since u(Fc)

is a fixpoint

is a fixpoint of F_, we have

c
K

W(Fe) = Iy VH(FQ) v _\=/l SPIA; 1 (pre(s,) Ab, AU(F.))

Thus, J0 < u(Fc) and for 1 <1i <K

$P[A;] {pre(si) Ab; AU(FR)) © u(Fc) .

By construction of the pre and post functions, we
also have SP[Ai](pre(Si)) c post(Si).

By monotonicity
SP[a,] (pre(si) Ab; Au(FC))
It follows that for

post(si) .
1 <i<K
SP[Ai] (pre(si) AbiAu(Fc)) post(Si) Au(Fc)
or, equivalently that

|- {pre(s;) Ab; A WEFLD Y A, {post(s,) Au(F)} .

Thus, u(FC)
to the canonical annotation given in Section 6.

is a resource invariant corresponding
a]

THEOREM 7.3. u(F.) = {o]o, Soy .

Proof: Let IR = {GIGO g o}. We show that
IR is a fixpoint of Fg
W(F)
follows that W(Fg) = IR.
(R)

K
o€ FC(IR) =JO v IR Vi\_/lSP [Ai] (pre(si) A bi AIR)
X2 Jy € IR or

and that IR C u(Fc).

Since is the least fixpoint of FC , it

Fo(IR) =IR: Clearly IR & Fo(IR). Let

then either 0 ETR or there exists

ig such that
O €SP [AiO] (pre(Sio) Abio A IR) .
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Only the third case is interesting. If
gEsP [Aio] (pre(sio) A bio A IR),

A IR

then there is a state o' €pre(Si0) Abio

such that AiO(G') =0.

Since 0©' €1IR, there is a computation 001C1reeee0,
of C with Gr=6'. Because d'Epre(Sio)Abio
and O=A(0"), Ogreees0 0 is also a computation
of C and O €IR.

(B)

computation 00s01r2+40r

IR C u(FC): Let O0€ IR then there exists a

in which 0,=0. We

prove by induction on r that Gr€.Fé+l(false).
Since Fé(false) =Jgs the basis case UOEFé(false)

is true. Assume that for all computations

0gs01reses0,; of C, O‘r_lEFé(false). Let
00,01,...,0r_1,6r be a computation of length r,

then there exists and i such that

0

€ pre(Sio) A biO and Or =Aio(0‘r_l) . Thus

Gr'l

. ) r r+l
drESP[AiO] (pre(Slo) Ab AFC(false)) < FC (false).

1o
It follows that
L N
IRS U Fi(false) = W(Fe).
i=0

THEOREM 7.4. The resource system RS, con-

sisting of W(Fo) and the canonical annotation is

relatively complete for proving absence of dead-
lock and mutual exclusion of SCL programs.

Proof: We prove that for the resource invari-
ant system RS., the condition D(RSC) is unsatis-

fiable ff deadlock is impossible. Clearly, if
D(RS-) is unsatisfiable then deadlock is impossible.

We must show that if D(RSy) is satisfiable, then

there exists a state Oy which is reachable from
the initial state of C in which every process of
C is blocked. Let Oy be a program state which

satisfies D(RSC). Since 0Og satisfies D(RSg),

it follows that 0g €U(Fo) and also that each
process of C Since
Oq €U(FR),

%o

is blocked in state 0g.

Og is reachable from the initial

state of C. Thus, is a deadlock state

g
for the program C. The proof of completeness for
mutual exclusion is similar and will be left to

the reader. a
Theorem 7.4 shows that u(FC) is the
"strongest" resource invariant for program C. The

next theorem is important because it gives a
method for improving approximations to W(Fp).

THEOREM 7.5. If L <8 a predicate such that

L S (FJ), thez
WF) = U
4=

Mo .
Q



Proof: It is easy to show that for all 3 > 0

Fi(false) c FI() < Pl uEy)

Thus

0

W(F) = U P (false)

] el B}
1% UF(L) © UF(UF)) =WEF)

3=0 3=0 a

To illustrate theorems 7.1 - 7.5 we consider
the following solution to the mutual exclusion
problem:

a:=0; b:=0;
resource R(a,b):
cobegin
A: cycle Al: with R when b=0 do a:=at+l od;
SA;
A2: with R when true do a:=a-l od
end
/7
B: cycle Bl: with R when a=0 do b:=b+l od;
SB;
B2: with R when true do b:=b-1 od
end
coend

Adding auxiliary variables and using the algorithm
of Section 6 to generate pre and post functions
we obtain:

{a=0 Ab=0 Aa;=0 Aa,=0 Aby=0 A by=0}

resource (a, b, ays ay, bl' b2):

cobegin
a: cycle {aj=a,}

Al: with R when b=0 do a:=a+l; al:=al+l
od; -
{al—l=a2}
SA;
{al—l=a2}
A2: with R when true do a:=a-l; aj:=as+l
ed
end
//
B: cycle {bl=b2}
Bl: with R when a=0 do b:=b+l; by:=by+l
od;
{b1-1=b,}
SB;
{b,-1=b,}
B2: with R when true do b:=b-1; b2:=b2+l
od
end
coend
In this case the function FC is
Fc(J) =a=0 Ab=0A al=o Aay=0 Ab1=0 Ab,=0
vdJ
V8P [a:=a+l; al:=al+l](b=0 Aay=ay AJ)
vSPla:=a~-1; aj:=ay+l] (true Aag-l=a, A J)
v SP[b:=b+l; bl:=bl+l](a=0 Abl=b2 AT)
v SP [b:=b-1; b2:=b2+l](true Aby=1=b,y AJ)
Since a(b) is incremented in statement Al (B1)

and decremented in statement A2(B2), an obvious
guess for a resource invariant is
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IR= {a=aj-ap Ab=bj-b, Aa1>0 Aay>0 Ab 20 Aby>0} .

It is easily checked that Fr(IR) = IR so that IR

is a fixpoint of F..

Since D = pre(aAl) Ab=0 Apre(Bl) Aa=0 AIR is

unsatisfiable, the invariant IR may be used to
prove absence of deadlock for C. The invariant
IR 1s not strong enough, however, to prove mutual
exclusion of statements SA and SB, since the

predicate M = pre(SA) Apre(SB) AIR is satisfiable.

By using Theorem 7.5 we may compute the strongest
resource invariant p(FC). Let

L={IRAa;=a, Abj=by} then L S u(Fy). Since

Fg(L) =F§(L) =...={IRA2=1>b=0 Ab=1 >a=0}, we see
that

o

Loy =
U FC(L)—

3 - _ - -
o FC (L) = {a—al—a2 A b—bl-b2 A a=1l-+b=0

H(E,) =
Ab=1l>a=0A aj>0A a2_>__0
Ab1> OA b,>0}

Using the resource invariant W(Fg) it is easy to

show that the predicate M' =pre(SA)A pre(SB)A W(Fq)

is unsatisfiable; thus the statements SA and SB

are mutually exclusive.

Note that Theorem 7.5 can only be used to
obtain WU(Fo) if program C has a finite number
of different possible states or unless a good
approximation is already available to W(Fq).
the next section we will examine more powerful
techniques for obtaining strong resource invariants.

In

8. Speeding up the Convergence of Fixpoint Tech-

nigques for Approximating Resource Invariants

For linear SCL programs the notion of widening
of Cousot [CO77] may be used to speed up conver-
gence to u(Fc). The widening operator * is
characterized by the following two properties:

(a) for all admissable predicates

U S U*V and V & U*V

U and V,

(B)

for any ascending chain of admissable pre-
dicates Uy < Ul U, < ... the ascending
chain defined by Vg = Upy, vi+l==vi*Ui+l is
eventually stable i.e., there exists a k > 0

such that for iZk,%=%.

In this paper the admissable predicates are
the polygonal convex sets of QM where Q is the
gset of rational numbers and m is the number of
resource variables belonging to R. The widening
operator * that we use is a modification of the
one used by Cousot [CO78]. Let U and V be
polygonal convex sets. Then U and V can be
represented as conjunctions

g h

U= AY; and V= AN

3=1 k=1 ©

where each conjunct is a linear inequality of the

form a.x. +...+a x +a < 0. We further assume
171 m m mt+l -

that the representation of U and V is minimal,
i.e., no conjunct can be dropped without changing
U or V. We say that two linear inequalities Yj

and 6k are equivalent if they determine the same



half space of QM. U*V is the conjunction of all
those Yj in the representation of U for which

there is an equivalent 6k in the representation

of V. Thus the widening operator "throws out"
all those constraints in the representation of U
which do not occur in the representation of V.

We now describe the strategy for approximating
W(Fp). Since the predicates Fé(false) in the

chain Fg(false) = Fé(false) < ... may not be
polygonal convex sets, let Gi==CV[Fé(false)]

where CV is the convex hull operator. The
sequence Gy < G; € ... 1is a chain of polygonal

convex sets. The sequence It will be used in ob-
taining a good approximation to the strongest

resource invariant for R and is defined by *
0
=yt
j=0 -
t = a t = Lo
where Ho Gt an Hj+l Hj Gt+j+l

THEOREM 8.1.

(4) Each I can be computed in a finite number
of steps.

(B) u(FL) € 1% for t > 1.

(C) The sequence 1It <8 a decreasing chain in =T

ie., T'212513 ..,

Proof of (A): By condition 2 in the defini-
tion of a widening operator the sequence
t t t

HO, Hl' H2, ««» must eventually stabilize. Thus
there exists a k such that
k
= vt .
j=0 3

Proof of (B):

2 od
U P~ (false)

u(F) =
¢ i=0

= i

< U CV[F (false)]
i=0
(oo}

c Ugc
j=0 7
(o]

[ UgG, . .
j=0 *
(o]

< U H?
j=o0

c It

Proof of (C): Let U and V be poly-
gonal convex sets, we write ULV if for every
conjunct & in V, there is an equivalent con-
junct in U. We prove by induction on k that

t+1 t
H - Hk+l :

(1) Basis step:

t+l t t
= * =
Ho Gt+1E:Ho Gt+1 Hy
(2) Induction step:
t+1 t
Assume Hk C Hk+l then

t+1 t+1l t t
= * * =
k+1 Hk Gt+k+2 EHk+1 G1;+k+2 Hk+ 2
t+1 t R N t+1 t
Note that Hk C Hk+l implies Hk g-Hk+1' Thus
O el
+
I = U Ht < U Ht =It and the sequence
—0 k = x=0 k+1

10 =) 1t = 12 2 ... is a decreasing chain in ZI. =]

In practice when computing It

we stop
: . t
generating the predicates HO' H:, ... as soon as
t t t
i i = . If
a predicate HZ is found such that Hﬁ H£+l
the limit
£
UH]E
k=0

of the truncated chain fails to be a resource invari-
ant for C, then additional predicates in the se-

may have to be computed. Thus the con-

quence ut
) t

struction of I~ provides a procedure which may be
used to obtain successively better approximations
to the strongest resource invariant W(Fq).

We demonstrate this method of synthesizing
resource invariants by considering the program C

a:s=1
cobegin
A: cycle P(a); SA; V(a) end
//
B: cycle P(a); SB; V(a) end
coend

discussed in Section 4. in this

The function Fc
case is given by

1 2 1 2
= = = = = =0
FCM) a;’=0 Aa OAaZOAaZOAa

1 1
vJ
1.1 I 1_.2
vSP[ l.—al+l, a:=a l](al al Aa>0A J)
2, __2... .=a 1_ =l
vSP[al.—al+1, ar=a+l] (al 1 alAJ)
1 1 1_ 2
s=a_+l; ar=a- =, >
VSP[a2 a; 1 1] (a2 a2/\a 0OA J)
2 2 1 2
o= . 1= -1=
VSP[az. a2+l, a +l](a2 1 a2 AJ)
While C 1is quite simple and can be handled by the

methods of Section 4, there are potentially an in-
finite number of states and the chain

Fg(false) E‘Fé(false) c Fé(false) c ... does not

converge. By computing the sequence of approxima-

tions It however, we obtain:

Il = {ai_>_0 A 332.0}

1° - {220 azzo}

13 = {aszA azgo Aa +a; - a§_<_l/\ aé}_ai
Aa+ai+a§—ai —a; = l}_

- {aiiO/\ aizo Aa>0A a+t aé - a§_<_1 A a;iaj

2 2 1 1
Aatajta -a -a, = 1}

=’ -16-
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4
Note that I is a resource invariant for C and

4
that I implies the semaphore invariant Ia used

in the proof of absence of deadlock and mutual
exclusion in Section 4.

For the PV program used in Section 5 to illus-
trate the incompleteness of the semaphore invariant

method, Il6 is strong encugh to permit a proof of
deadlock freedom. The trap state Z no longer

\ 16 . .
causes a problem since I contains the restraint

(b2-a]) + (a2-b2) <1 which is not satisfied by

the unreachable feasible points in the progress
graph of the program.

As a final example we consider the standard
solution to the readers and writers problem with
writer priority [BH73] where there are two reader
processes and one writer process, e.g.,

rr:=0; rw:
al:=0; bl:

ag:=0; b2:

d:=0; e:=0;
resource (rr, rw, aw, ays bl’ as, by, ¢, d, e):
cobegin
reader_1
//
reader_2
/7
writer
coend

=0;
=0;

aw:=0;

=0;

c:=0;

Each reader process has the form:

reader i: cycle

A,: with R when aw<0 do a, :=a.+1;
17 e s Y Yy i
rri=rr+l od;
read;
B.: with R when true do b, :=b,+1;
i LT ®owWhen — i i

rri=rr-1 od;
end

The writer process is:

writer: cycle

C: with R when true do c:i=c+l; aw:=aw+l
od;
D: with R when rr<0 Arw<0 do d:=d+l;

rwe=rwtl od;
E: with R when true do e:=e+l; aw:=aw-1l;
rwi=rw-1 od;
end
Note that auxiliary variables aj, by, ay, by, c,
d, and e have been added to the program to count
the number of times critical regions Aj, By, Ay,
By, C, D, and E 15

are executed. The predicate

generated by our approximation procedure is:

IS

={a.W'C+e 6]

Arw—-d+ e 0

Arr—al+bl—a2+b2 =0
Aa]_—bl+d—e <1
Aag- b2+-d-e <1

Ac-e <1
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0

iv

Aajg z-bl

/\a.2

Ac >d >

>

>b, >0

e z~o}

This predicate is a resource invariant for the
program and is sufficiently strong to prove absence
of deadlock and mutual exclusion of read and write
statements.

9. Open Problems

If a concurrent program contains a large
number of critical regions, then the combinatorial
explosion in the number of possible states which
must be considered by the approximation procedure
of Section 8 may prevent convergence to a suitable
resource invariant. We are currently investigating
techniques for minimizing this combinatorial
explosion. Two techniques which seem promising are:

(A) Preprocessing the program to obtain information
about which states can follow a given state during

a computation of the program. For example, in the
readers and writers problem, assume that reader 1

is waiting for entry into critical region Al and
that aw>0. If reader 2 executes critical region
B2, it is unnecessary to check whether reader 1 is
enabled to enter Al since execution of B2 does

not affect the value of aw. A similar analysis

is currently used in obtaining efficient implementa-
tions of conditional critical regions [SC76].

(B) Construct the program and its correctness
proof simultaneously. Although the programmer may
not precisely know the resource invariant for the
program he is writing, he may be able to deduce a
first approximation to the invariant from the
problem specification. In this case the technique
of Sections 7 and 8 may be used to strengthen the
approximation. Techniques for deriving correct
concurrent programs have been investigated by

van Lansweerde and Sintzoff [LA76].

A number of additional guestions arise re-—
garding the power of the generalized semaphore
invariant of Section 6 and the fixpoint methods
for generating resource invariants in Sections 7
and 8. It would be interesting to compare these
proof techniques with other techniques which do
not use resource invariants, e.g., the Church-
Rosser approach of Rosen [RO76] and the reach-
ability tree construction of Keller [KE77]. Also
it is not clear how the techniques of this paper
generalize to synchronization methods such as
path expressions [HA75] for which linear restraints
are not explicitly given.

Currently the author is building an automatic
verification system for concurrent programs based
on the ideas in this paper. This system will ex-
tract the "synchronization skeleton" of a con-
current program and use the technigues of Sections
6 and 8 to generate the appropriate resource
invariants. The examples of Section 8 were all
obtained with the aid of this system.
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