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Abstract

We describe our current work in developing novel mechanisms for managunitys and privacy in

pervasive computing environments. More specifically, we have developed dnateddhree different
applications, including a contextual instant messenger, a people dimpleration, and a phone-based
application for access control. We also draw out some themes we haneslldars far for user-
controllable security and privacy.

1. Introduction

Mobile devices and services they support are increasingly beconmtiglée both personal and

business life. The dramatic market growth of smartphones, portaldgestievices, and other mobile
devices suggests that the number of devices that contribute to peesterorise, and government
computing environments will continue to increase. At the same time, thesgsity of these devices are
unmanaged, and so with these new applications comes the need to enable lmyhssetle the inherent
security and privacy implications.

Managing security and privacy policies is known to be a difficult probl&ran in desktop

computing environments, end-users have great difficulty using the Windoviike Yermission system to
create security policies for file access [MRO5]. In mobile andgséve computing settings, this situation
is often exacerbated by the limitations of devices and the numerousisgsksoncurrently engage in. To
make matters worse, desired security and privacy settings arestdifficult to articulate, but also tend
to change over time. However, emerging demands for empowering end-usergiipagties are often
unrealistic. This in turn may result in new sources of vulnerability gtdlavels of user frustration, if not
outright distrust or even fear of pervasive computing technologies.

We believe it is important to develop new user interfaces to supparséay in understanding and

managing security and privacy policies — their own as well as thgdenmanted by systems and
individuals with whom they interact. Previous solutions have traditiotaten a narrow view, e.g.
limiting the expressiveness of policy languages, or restricting sonsagecto specific roles within the
enterprise. As systems grow more pervasive and more complex, and as demanedsasing flexibility
and delegation continue to grow, we argue it is imperative to take a more fmdawiew that weaves
together issues of security, privacy, and usability.

In this paper, we report on our initial work in designing and evaluating novélamisens for

managing security and privacy in pervasive computing environments. Oaratesembines the
development of new user interface technologies with learning, dialog, arohatiph functionality to
empower users. We describe our current work with respect to threeipes@mputing scenarios, and
then draw out themes that we have learned thus far. Our three scenarios are

1.

2.

3.

Contextual Instant Messaging Users can inquire about each other’s context (e.g. interruptability,
location and current task) through an instant messaging service

People Finder Application Users are equipped with smartphones that track their location. They
interact with their devices to inquire about the locations of otleegs Colleagues, friends, spouses)
subject to privacy policies.

Access Control to ResourcesSmartphones act as the token by which users access both physical and
digital resources. Users interact with their smartphones to creétaanage thesecurity policies

and (via the smartphones) with each other to obtain credentials to differesit resources.



A fundamental challenge here is capturing users’ policies without beingisorde. One strand that
connects these scenarios together is understanding how to balanceeibi¢ hetdveen expressiveness
and simplicity. For example, when creating policies about disclosing onet®igcare current location,
time, and requester’s name sufficient for making a decision, or should ptdikéeimto account other
factors such as relationship with the requester or requesteri®itita tradeoff also exists between the
frequency and timing of user prompts, and the tolerance users have forténe syking incorrect
decisions. A second strand that connects these scenarios is conveying tehagehe capabilities of the
system are, what policies are currently in effect, and the consequércpslicy change. This includes
supporting functionality that lets users author policies, audit thegedudecisions made based on these
policies, and ask simple questions such as “Why was the John allowed toenféced, “Why couldn’t
my boss access the quarterly report”, and “What if all people in my deparcould see my location?”

2. Ongoing Research and Preliminary Results

2.1 Contextual Instant Messaging

We have iteratively designed privacy controls and feedback mechawisimbéiddy41la
contextual IM service that lets any AOL Instant Messenger (Als&rs query for three types of
information: interruptibility, location, and current task (abstyactpresented as the name of the current
window being viewed). Currently, AIM users can only query information of Albtaisvho are running
our client software, which collects and reports their contextual infaymat

For control mechanisms, we decided to use a group-based approach to configoneetkieal IM
privacy settings, based on prior lab studies by Patil and Lai [PLO5]. Usersachfy their privacy control
setting via a web browser (see Figure 1a). All buddies are firsif@aisunder a ‘default’ privacy group
that denies all disclosures. Users can create as many groupg @amth@nd move buddies from the
default group to any of other group. Other AIM users who request informationnfionaddy41lbut are
not part of the user’s buddylist are dynamically added to the default group.

We also developed three feedback mechanisms: a notification letéirggkunow when their
information is being seen (see Figure 1b), a grounding and social tergtunechanism that facilitates
conversation by letting users know what others know about them (see Figumedla)diaclosure history
letting users know whether the right information has been disclosedrigtthperson (see Figure 1d).
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Figure 1. These screenshots show the control and feedback mechanisms of imbuddy411. The configuration user
interface (a) shows what information will be disclosed by default. A notification (b) lets users known when someone is
requesting information. A grounding and social translucency mechanism (c) lets a user know what the other person
knows, and is shown at the start of a conversation. A disclosure history (d) lets people audit disclosures.

Ourimbuddy413service was implemented using an AIM robot that could answer queriesssuch
“howbusyis alice” and “whereis bob”, and a Trillian plug-in that can semstextual information such as
interruptibility (using the SUBTLE toolkit [FHO7]), location (using &é&ab [LCC+05]), and current
task. To introducembuddy411to our participants’ buddies, a short blurb was included in each




participant’s profile. Our Trillian plug-in also advertised timbuddy411service whenever a conversation
starts between a user and their buddies.

We conducted a two week field study with ten IM users. There were 193 indlividtzaces of use
(not counting users querying themselves) including 54 interruptibilityestgu77 location requests, and
62 active window requests. Also, 63 queries were hits to the datalkasdén users were not online).
There were 46 distinct screennames who quemédiddy41land 9 of those were repeat users.

More importantly, although all our participants agreed that the thi@enation types being
disclosed were all potentially sensitive (interruptibility: 3.6, taoa 4.1, active window: 4.9, all out of 5),
our participants said they were comfortable with their privadyngstforimbuddy411(4.1 / 5). We found
this result particularly interesting, since as part of our experimentyould occasionally use alternative
screen names to make requests for personal information (i.e. fake pktd&syer, most of our
participants’ settings were set up to not reveal anything by default, aheyseére unconcerned and did
not mention this issue at a debriefing at the end of the study.

2.2 People Finder Application

The emergence of cell-phone-based location tracking opens the door to a numbeapplieations,
including recommendations, navigation, safety (e.g. tracking your childréejpese applications, and
social applicationEExperiments conducted with some of these applications in the context of the
MyCampus environment show that adoption of these services often depends om wderthieel they
can adequately control when their location information is shared (e.g. [SiK06@jetter understand the
privacy preferences users have in the context of these applicatioved| as what it takes to capture these
preferences, our group is conducting a series of experiments involvingoshaed-based people finder
that lets users inquire about the location of their friends, family mesndied colleagues.

In a first set of experiments, a total of 19 participants were preseitteditwations simulating
gueries from others. The queries were customized to capture elemtis dhily activities involving
their friends, colleagues, and family members. Each participant wed tskpecify her privacy
preferences in the form of rules indicating the conditions under which she bewilling to share her
location information with others (e.g. “My colleagues can only see myidmcan weekdays and only
between 8am and 6pm). The experiments involved presenting each participantotdatioh30
individualized scenarios (45 scenarios for each of the last 4 partts). Each individualized scenario
included asking the participant whether she felt comfortable disclosingdagion, showing her what her
current policies would do, and offering her a chance to refine her peli€iggire 2(a).

Our experiments show that, even for a seemingly simple application béededer, users often
have fairly sophisticated privacy preferences, requiring over 5 mirugejspecify their initial rules and
nearly 8 minutes if one adds time spent revising these rules assthegngronted with new situations.
Several users ended up with 8 or more rules by the end of the experiments. asengly, despite the
time and effort spent specifying and refining their policies, partitipaere generally unable to achieve
high levels of accuracy. Rules they had specified at the beginning@fgbements only captured their
policies 59% of the time (Fig 2c). When given a chance to revise tihesrover time, that percentage
only went up to 65%. Even when using the rules that users ended up with at the end ofriimne spe
and rerunning these rules on all 30 (or 45) scenarios, decisions were oebt €66 of the time.

We are experimenting with learning technologies to see if we can @o. betparticular, our results
with case-based reasoning suggest that it is possible to traiteendgdearn a user’s policies that can be
more accurate than those directly specified by the users (Fig 2¢c and 2d)ae@2%cy using case-based
reasoning. While additional experiments are required to validate tigticsh significance of these
results, these preliminary findings seem to indicate that requiringtodietly specify their policies on
their own may be unrealistic. Instead, learning as well as dialog and expiaeatinologies seem to
have the potential of offering solutions that better capture usergslidiile also reducing user burden.
At the time of writing, our group is finalizing steps to conduct another rounxpefienents with
participants inquiring about each other’s location using actual catigsha their daily routines (Fig 2e).
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Figure 2. People finder application: (a) screenshot of individualized scenario in simulation experiment, (b) Time spent
by users creating and refining their privacy policies, (c) accuracy of policies captured through rule editing and learning
measured as percentage of scenarios on which they make the right decision for each subject, (d) average accuracy
for all 19 subjects, (e) screenshot of cell phone-based application.

2.3 Access Control to Rooms in an Office Building

We have deployed a distributed smartphone based access control sysditGraly” in a building
on our campus [BGM+05, BCR+06]. Grey can be used to control access to ptesicates such as
office doors, as well as electronic resources such as computer acmoeletstronic files. Grey-enabled
resources can be accessed when an individual’'s smart phone presentshapaoccess is permitted.
Proofs are assembled from a set of credentials that Grey users gatedgeeach other using their
phones. Thus, there is no central access control list. Instead, end-essrpawered to create flexible
access control policies for the resources they manage.

Grey users can delegate their credenpat&ctivelyby manually creating access credentials that let a
particular user or group of users access a specified resource duringfiadtieme period. Grey users can
also create credentialsactively when another user asks for access. The user who has the needed
credentials is prompted and given the option of helping the other user or denyieguést. If she
decides to help, she may have a number of options including generating arcessbesisal for the other
user or adding the other user to a group that already has access to theessinee. If she decides to
create an access credential she must choose the length of timediothehcredential will be valid.




We have outfitted over three dozen doors in our building with Grey-enabled Bhudtmmtlocks and
gave smartphones with Grey software installed to 16 users. Grey isatbt®y nine members of the Grey
project team. We have monitored Grey usage by collecting log files from phode®ors and by
interviewing Grey users every four to eight weeks over a period of sevenths.

Our office building includes a shared workspace with open cubicles, as welf@sence rooms,
labs, storage closets, and offices. Locked perimeter doors secungitheverkspace in the evening and
on weekends. Conference rooms, labs, storage closets, and offices can Bedltgivicked. Rest rooms,
elevators, and other offices are located outside the perimeter dddeseiusers were given credentials
to unlock the perimeter doors. Grey users with offices were given ¢igdeéa unlock their own office
doors. Some Grey users were also given additional credentials, e.g. to ubak a Istorage closet.
Users can select the name of the resource they want to accesis phahe’s menu and their phone will
attempt to establish a Bluetooth connection with that resource. Once a conrsectimiej the phone
sends the credentials to the door, the door verifies the proof, aretytidng is in order it opens. If a user
does not have credentials to access the resource, their phone promgtsakkmnother Grey user to
delegate the necessary credentials to them.

We have learned a number of lessons from our initial deployment of Grey, mahicbfmay be
broadly applicable to other mobile device applications and accessldeanlnaologies.

We found a variety of obstacles to acceptance of Grey, including user pardbptithe system was
slow and system failures that caused users to get locked out at inemtviemnes. While security
usually focuses on keeping unauthorized users out, our users were more cowdérhew easy it
was for them to get in, and never mentioned security concerns when weeingshthem.

We were hoping to be able to observe frequent delegation, but since Gesrefietwork effects, we
found that the small number of users and resources limited opportunitteddgation. We are
investigating better ways to bootstrap so that Grey will be more usedul fer a small population.
The small display on our smartphones limited the amount of informatioowie pgresent. We initially
tried to use abbreviations and let menu items to scroll off the screenvelowe discovered that
users ignored some menu items because they did not understand our notation. Uyedeveew
“wizard” interface for proactive delegations that breaks thedaskn into several steps that can be
displayed fully on the small screen. Although this approach requires mpse @i users seem to
prefer it because it is more understandable and proactive delegaticglasively infrequent activity.
One of our objectives of this trial deployment was to study the typesedsacontrol policies users
would create when no longer constrained by the limitations imposed by ditbeoitttain physical
keys. We observed users creating policies that did not exactly mirrooltbiepthey had created when
they distributed physical keys, and we found that the low overhead for craatindpanging policies
with Grey encourages policy change.

Finally, we were surprised at some of the unanticipated uses our uskreftle Grey system. For
example, some of our users routinely use Grey to unlock doors without having to getheirt dfairs.
We probably would not have discovered this usage without a field study.

3. Concluding Remarks

Developing functionality that lets users effectively specify sgcand privacy policies is not an easy
proposition, as illustrated by the work reported in this artidigial solutions often need to be iteratively
refined a number of times before they become effective. Our exgeis suggest, however, that users can
find value in new applications such as the ones we haverchedaand do not necessarily object to their
new privacy or security implications. It seems that, if giwaequate control over the situations when
information is shared with others or when access to resowagranted, they will adopt these solutions
and sometimes come up with unexpected ways of using them (e.g. remotely unlockingithoGreyy.

What it takes to achieve this level of comfort seems ty,viaowever. Forimbuddy411 which
involves the selective disclosure of contextual informatioorag IM buddies, a clean interface design
with a relatively small number of options seems to do tk& triat least based on our initial experiments.
We believe that the ability of specifying conservative dédgoiobably plays an important role here. The



informal nature of IM as well as the peer nature ofgtmip of users involved in timbuddy411study
might also have a played a role in the higher level of aanept Users did not seem to have any
preconceived expectations about what information they should be allowedatoosg@thers.

Expectations could explain the difference observed with users qfemple finder, who seemed to
have a much more difficult time articulating privacy pokcidey felt comfortable with. In follow-up
interviews, participants indicated that their decisions at@agtosing location included thinking about the
reaction other users would have if denied (e.g hiding from younizangoss, or spouse). A variation of
the people finder that obfuscates the reason why a parti@gaest is denied, or embodies notions of
plausible deniability, might significantly help and allow for simplevgey rules.

Our work also strongly suggests that users have a hard tiite@ating policies, especially as these
policies become slightly complex (e.g. more than 5 rules in peimglerf. In these cases, simple policy
editors are not sufficient. Instead, learning, dialog, and expbanfinctionality offer the prospect of
richer interactions with user, leading to both higher fidelity giedi and lower user burden. Ultimately,
this should also include the development of auditing tools that enabie tosanalyze past situations and
ask questions such a#/hy did you do X?"(whereX might be allowing my boss to access my location) or
“Why didn’t you do X?"(whereX might be allowing your boss to access an important project document).
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