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Abstract— Prior work motivated the use of sequential decoding is independent of the code memory, if the rate is below
for the problem of large-scale detection in sensor networks the computational cutoff rate of the channel. Therefore, by
In this paper we develop the metric for sequential decoding analogy, it is expected that the same independence applies t
from rst principles, different from the Fano metric which i s ' .
conventionally used in sequential decoding. The differerecin the the problem of sensor network decoding, so long as enough
metric arises due to the dependence between codewords, whic measurements are collected (to keep the rate below thef cutof
is inherent in sensing problems. We analyze the behavior ohts rate of the sensor network.) Such a computational cutoff rat
metric and show that it has the requisite properties for usem  pehavior was indeed empirically observed in [10]. Thus, the
sequential decoding, i.e., the metric is, 1) expected to irease if paper demonstrated that the trade-off between compugation

decoding proceeds correctly, and 2) expected to decreaseniore . . .
than a 3err)tain number of zi/ecoding; erFr)ors are made. Through complexity and detection accuracy can be altered by caiigct

simulations, we show that the metric behaves according to #ory ~ additional sensor measurements.
and results in much higher accuracies than the Fano metric. ~ While [10] developed the possibility of using sequential
We also show that due to an empirically-observed computatital  decoding in sensor networks, the metric used there (the Fano
cutoff rate, we can perform accurate detection in large sca@ mayric) originated in the decoding of convolutional codes.
sensor networks, even when the optimal Viterbi decoding is ot L S
computationally feasible. The Fanc_> metrlq is not justi able fpr sensor n_etworks, excep
perhaps in special cases. The main contribution of the ptese
|. INTRODUCTION paper is the derivation of a sequential decoding metric for
The term “large scale detection” characterizes sensor nsénsor networks from rst principles, following arguments
work detection problems where the number of hypothesesasalogous to those used by Fano [3] for convolutional codes.
exponentially large. Examples of such applications inelud'he derived metric differs signi cantly from the Fano metri
the use of seismic sensors to detect vehicles [5], the usedof to the dependence between the “codewords' that is imthere
sonar to map a large room [6] and the use of thermal sensorssensor networks [8]. We analyze the behavior of this
for high resolution imaging [10]. In these applications thenetric and show that it has the requisite properties for use
environment can be modeled as a discrete grid, and eadth sequential decoding. i.e., the metric is expected jo, 1
sensor measurement is effected by a large number of gmdrease if decoding proceeds correctly, and 2) decrease if
blocks simultaneously (" eld of view'), sometimes by moremore than a certain number of decoding errors are made. In
than 100 grid blocks [10]. Conventionally, there have beeimulations, the metric behaves as predicted by theory and
two types of approaches to such problems. The rst sedsults in signi cantly lower error probability than the @
of algorithms are computationally expensive such as \itertnetric. We also show that, due to an empirically-observed
decoding and belief propagation [7]. These algorithms acemputational cutoff rate, we can perform accurate detncti
at least exponential in the size of the eld of view of then large scale sensor networks, even in cases where thealptim
sensor, making them infeasible for many common sensiNgerbi decoding is not computationally feasible due to the
problems. The second set of algorithms make approximatiomigle eld of view of the sensors.
(such as independence of sensor measurements [6]) to make
the problem computationally feasible, at the cost of aagura
Thus, there has existed a trade-off between computationalWe consider the problem of detection in one-dimensional
complexity and accuracy of detection. sensor networks. While a heuristic sequential decoding pro
Our previous work in [8] has de ned the concept of “sensingedure has been applied to complex 2-D problems [10] using
capacity' as the ratio of target positions to number of sesysoessentially the same model as the one described below, we
required to detect an environment to within a speci ed accpresent the 1-D case for ease of understanding and analysis.
racy. Based on parallels between communication and sensiigtivated by parallels to communication theory and prior
established by this work, [10] built on an analogy betweemork, we model a contiguous sensor network as shown in
sensor networks and convolutional codes, to apply a heurigtig. 1. In this model, the environment is modeled a&-a
algorithm similar to the sequential decoding algorithm alimensional discrete vector. Each position in the vector
convolutional codes, for the problem of detection in sensoan represent any binary phenomenon such as presence or
networks. The average decoding effort of sequential decpdiabsence of a target. Possible target vectors are denoted by

Il. SENSORNETWORK MODEL



derive an appropriate metric for sequential decoding irssen
networks.

A. De nitions

In this paper we parallel the reasoning in [3], where a
metric for sequential decoding was derived for decoding
convolutional codes and extend that reasoning to the pmoble

Fig. 1. Contiguous sensor network model of detection in sensor networks. We use an argument similar
to the random coding argument [11], that deals with the
%omplications of inter-codeword dependence using argtsnen
based on the method of types [1]. We rst introduce the
otation related to the types used and the random coding
CEistributions. The rat® of a sensor network is de ned as the

vi i 2 1;:::;2%. There aren sensors and each sensor i

The noiseless output of the sensor is a vatug X that is
an arbitrary function of target bits to which it is connecte

)t() = ( \,’t;h:::(jv”c 1)- Fpr Example, t]tnshfunctllon could ratio of number of target positions being sendedt¢é number
e a weighted sum, as in the case of thermal sensors, orooco; measurements)(R = % D(PjiQ) represents

location of the neare_st target, as in the case _Of range =NSfife Kullback-Leibler distance between two distributioRs
The sensor output Is the_n corrupted_ by noise accord_mg a{ﬂd Q. A sensor network is created as follows. Each sensor
aB arbitrary p-”z‘-f-PYjX (yjx) to obta;:n ahvector of noisy independently connects target locations according to the

0 servgtlonsy , \& W? assume that the noise in eaCIEontiguous sensor network model as described in Section. Il
Sensor 1s |denF|caI and |ndepender_1t so that observed SeRRMen we consider all such randomly chosen sensor networks
output vector 5nrelated to the noiseless sensor outputs (gi'?nilar to the random coding argument in communication

Pyix (yjx) = 1= Pyjx (Viixi). Using this outputy, the 001y the ideal sensor outpuss; associated with a par-
decoder must detect which of tt# target vectors actually ticular target con gurationy is random. We can write this
occurred. Many applications also have a distortion Comraprobability asPy, (xi) = %n Py, (xi). A crucial fact is

i 1 - =1 i /-

tg.at tPe de;[]ected vector "_]USt .ge Iesfs thgn f? d|stomqﬁ that the sensor outputs are not independent of each otteer, an
Ej', 1] rombt e true vector, I.e., ity (Vi'vig IS tl € Iﬁmgyng are only independent given the true target con guratione Th
Istance between two target vectors, the tolerable diSort ,46m vectors(; and X corresponding to different target

) - Meaba o> . _
region ofv; is Dy, = fj : gdu (vi;vj) < D g. Detection vectorsv; andv; are not independent. Because of the sensor

using this contiguous sensor model is hard becggse adjaGetifyork connections to the target vector, similar targetmes
locations are often sensed together and have a joint effect(gs) are expected to result in similar sensor outpus.(

the sensors sensing them. We proceed to de ne the conceptsafcular c-order types

and circular c-order joint types[l] as they apply to our
problem. A circular sequence is one where the last element
We adopt a sequential decoding procedure for inferen&¥,the sequence precedes the rst element of the sequence.
based on the stack algorithm described in [4]. This algorithThe circular c-order type of a binary target vector sequence
searches a binary tree consisting of all possible targedtings Vi is dened as2° dimensional vector where each entry
ses. In sequential decoding of convolutional codes, fordecocorresponds to the frequency of occurrence of one possible
of rate &, each node in the tree corresponds to a seh of subsequences of length For example for a binary target
transmitted bits. There will b2 branches leaving every nodevector andc = 2, = ( oo0; o1; 10, 11), Where o is the
one for each possible assignment of values toktleput bits ~fraction of subsequences of length 2inwhich are 01. While
that generated the transmitted bits. Similarly, in the caseall types are assumed circular we omit the word “circular” in
of sensor networks, each node in the tree corresponds ttha remainder of this section for brevity.
group of sensors sensing the same set of locations, and eachince each sensor selects the target positions it senses ind
branch in tree corresponds to a hypothesis of the valuespsidently and uniformly across the target positidps, (xi)
the locations sensed only by these sensors and not by &epends only on the gype of vi and can be written as
of the sensors previously decoded in the tree. Each of thdde (Xi) = Py" (xi) = ~.; Py, (xi) and is the same for
hypothesis is evaluated using an appropriate metric anu ti@dl vs of the same type. We dene as the vector of
inserted into a stack which holds all currently active hygst (a)b), the fraction of positions/; has subsequenca and
sis. This stack is then sorted according to metric valudghal V; has subsequence. For example wherc = 2, =

IIl. SEQUENTIAL DECODING FOR DETECTION

(the hypothesis with the largest metric) are evaluated had subsequences of length 2 wherehas 01 and/j has 11. The
new hypotheses are inserted into the stack. This procedjfi@t probability Px x; (Xi; X;j) depends only on the joint type
is repeated until either a hypothesis of length equal to tieé target vectorgy andvj and we can writdPx  x; (Xi; Xj) =
target vector is obtained or some maximum number of stepsgT, (xi;Xj) = Ly P (i ;X))

reached. The choice of metric is of primary importance in the There are two important probability distributions that
design of sequential decoding algorithms. We now proceedadse in the discussions to follow. The rst is the joint



distribution between the ideal output; when v; oc- indexed byj. However, as described in Section. Ill-A these

curs, and its corresponding noisa corrupted outpufThis terms can be represented in terms of the typd x; and joint

'6 written as Px,v (Xi;y) = ,”:l Px,vy (xi;yi) = type ofx; andx;. If we can tolerate errors up to a distortion
,”:1 Px, (Xi )Pyjx (yijxii). The second distribution is theD we should require the posterior probability of the correct

joint distribution between the ideal outpxf corresponding codeword to be much greater than that of all other codewords

to v; and the noise corrupted outpyt generated by the that have a distortion greater thén LetS (D) be the set of

occurrence ok; corresponding to a 5ifferent target vectqr  all joint types corresponding to codewords of target vector

ahis 5 denoted aQ;'?Y (xj:y) = 1L Qixiy(x“ ;y1) = at a distortion greater tha.
D1 ax Pxixi (XX = @)Pyjx (nijxi = a). Again Y _
the important fact should be noted that even though Py, (Xil )Py jx (y1ixir ) (3)
was produced byXj, Y and X; are dependent because !=1
of the dependence oX; and X;. We can reduce c-order X Y X o o
type over a binary alphabe¢ to a 2-order type over a (k) Py xi (X xi = @)Pyjx (yijxi = @)

sequence with symbols in an alphabé&€ V' of cardinal- 25 (®) =1 a2x

ity 2 U by mapping each shifted binary subsequence wiere (k) is the number of vectong; having a given joint
lengthc 1 to a single symbol in this new alphabet. Waype with v;, bounded by (;k) KH(T) ) H(~5i )]
dene ° = f (a)(b); 82, b 2|;,V(c g as a probability [8]. Sincev; andv; have the joint type their types are
mass function with )y = = 4pov  (aa);bp) @nd 7 = the corresponding marginals ofpecause of our de nition of

f (a)(a)(b)(b);Ba;b 2 \(c l);Sa;b 2 Vg as a conditional B’pes being Circular) i.e.,,—b = a20:1c (a)(b) and 5 =
With ~(aay(bp) = —2200 Corrsspondingly, we dene’ = b20:1c (a)(b)-1Nere are only a polynomial number of types

(3)_“3) o _ 2( 1) 2¢ 1 22(0 1) .
[ 5582 2 VE DG Wi = "y 0 and a contonal SR =25 I T+ (18] and the expression

~=f 7,;8a2V(€ Y:8a2Vgdened as -;;a:%. v
B. Metric derivation Py (xi)Pyjx (ijxi)  C(K)2KH (T ) HC=T )

While deriving the metric to be used for detection in=1
sensor networks, signi cant changes need to be made from Y X _
[3] because the “codeword” sequencéésare not independent Py, x, (Xji;xi = @)Pyjx (yijxi = @) 0 (4)
or identically distributed. The optimum decoding procedur I=1 a2x
would be the MAP (Maximum A Posteriori) procedure whicfior an appropriate choose of from the set of all s and
looks to nd the noiseless sensor outpi{sthat maximizes Where is the marginal type corresponding to the joint type
the joint probabilityPy,y. The MAP procedure for the 1- - Takinglog,() and applying a limiting argumentas! 1,
D contiguous sensor network case reduces to the ViteMs¢ obtain the general form of the metric (which is expected
algorithm, which is computationally expensive. This issieée  t0 be positive when the probability of the correct codeword
only for sensors with smaller eld of viewc] since it requires dominates erroneous codewords) to be,
the evaluation of each element in a state space of Zizé X
at each step with number of steps linear in the length of thelo92[P (Xi )Py jx (yijxi )] (5)
target vector. The computation grows exponentially wdth'=!
and so we must use sub-optimal procedures. These metqu%
usually rely on the fact that if probability of error is sufently
small, then thea posteriorimost probableX is expected to be _ : . .
much more probable than all the other code words. We try '{(pe _ch0|ce_ of s basgd on t_he propertle_s desired of the
select a condition under which we may expect the performan gtrlc and is discussed in Section. IHI'nD' This leads us ® th

of an algorithm to be good. Suppose that given the receiv%1 pice of apprppnate met.nc &= b where ; is
sequence there exists &; sgch that the increment in the metric as each sensor is decoded.
I

p(xi;y) p(xj;y) (1) i =log,[P (xi)Pyjx (yijxi)] (6)
igi . _ iy ~i ° ~i °
If the sensor networks were generated according to the randd2%(P - (xi)Py;x (Y|J.Xn )N RH(TI] | ) H(™) ) |
scheme described in Section. II, then we can approximate thelhere are two requirements of a metric to be appropriate for
left and right hand sides of (1) with their average value @versequential decoding. The rst is that the expected valuéef t
random ensemble of sensor network con gurations and tardeetric increase as the decoding of the target vector preceed

vectors, along the lines of the random coding argument [1dpwn the correct branches of the binary hypothesis tree. The
as applied to sensor networks [8]. second is that the metric should decrease along any int¢orrec

P,y (Xi}y) QQ)__Y (xj:y) (2) path in the tree that is more than a distortdnfrom the true
i6i " target vector. We analyze the metric derived and prove that i
The right hand side of (2) has an exponential number of terraatis es these requirements for appropriate choices &f Rat
because of the exponential number of incorrect codeworalsd representative joint type .

GIP  (Xi)Pyjx (nixi)l KIH(Tii ) H(=j )



C. Analysis of the metric along the correct path

We calculate the expected value of the increment in the
metric ; along the correct decoding path and derive the
condition on the sensor network for the expected value of ‘ :
these increments to be positive along this path. 0 % 100 150

Sensors Decoded
Exy i = Exy logy[P ()P (yjx)] (7
. - 0 . 0
Exy log [P ()P (yix)] RMH(T) ) H(T] )]
Where expectation is ovet andY which are respectively, the
noiseless and noise corrupted sensor outputs along thectorr
path. This reduces to

New metric

Fano metric

Sensors decoded

_ () Fig. 2. Behavior of new metric and Fano metric along the a@rpath(in
Exy i = D(PXY JJQxiy) bold) and incorrect paths at a distortion D=0.02 away from tbrrect path
- 0 _. O forc=15
RH(THi ) H(T] ) ) .
_ . . The convexity ofS (D) can be reasoned as follows. The
which will be greater than or equal ®if we chose rateR  set of 2 S (D) are a group of probability mass functions

such that de ned by 1) a normalization constraint to ensure that they a
D(Pxy ij( )Y true probability dist_ribution_s 2) a set of markov consttgi:_ao
— — (9) thatthey are associated with real sequences and 3) a tistort
Ppagb a D HCi ) HE constraint so that they correspond to sequences more than a
b ab= i distortionD from the true target vector. These constraints are

We note that the right hand side of (9) is expression for a towBreserved by a convex combination, implying that a convex
bound on sensing capacity for a sensor network derived in [gPMbination of two valid 2 S (D) is a valid 2 S (D).
Thus as long as the number of sensors used is suf ciently highus the set of 2 S (D) is convex and closed. Each

so that the rat® is below the sensing capacity the metric willProbability distributionQ is linear in the elements of [8]
increase along the correct path. and hence the set @ is convex and the theorem can be

applied.
D. Analysis of the metric along an incorrect path
We now analyze the change in metric over an incorrect path ) ) )
corresponding to a vectes having a joint type with the true ~ Prior work [10] has compared sequential decoding with
target vector. We calculate the expected value of the inerem Other algorithms such as belief propagation, occupanasgri

IV. SIMULATION RESULTS

in the metric ; along this path. and iterated conditional modes for a different sensing.task
Since the inference task in this paper can be solved opgmall

Exoy i = Exoy log, P (X)P (yjx) (10) by Viterbi decoding, we do not simulate these other approx-

Eyoy l0g, P (X)P (yjx) R[H(ji °) H(~j °)] imate algorithms. We simulate a random sensor network at

; a specied rateR with sensors drawn randomly according
whereX " is the noiseless sensor outputs along the wrong paththe contiguous sensor model. Error rates and runtimes for

andY is the noise corrupted true sensor outputs. sequential decoding are averaged over at least 5000 russ. Th
X P (xy) output of each sensgr is the weighted sum of target regions in
Eyoy = Q (xy)logy(=——=%) its eld of view x = *_; wjv+j. This output is discretized
' X Oy Q () into one among 50 levels equally distributed between 0 and
R[H (~ji 0) H(~j 0)] (11) the maximum possible value and corrupted with exponentiall
_ - - distributed noise to obtain the discrete sensor outputBhis
=D @jP )0+ D iR 0) has to be processed to detect the target vector. If the ddtect
RH(TH ) H(T) ) (12) target¢ is more than a distortio® away from the true target
D (Q jjP ) R[H(Tj °) H(~j °)] (13) Vvector an error occurs. An important part of the algorithm is
0 (14) the computation of and the corresponding correction term.
In this paper we assume that is a joint type at a distortion
Eqn. (13) is true if choose, D from the true vector and calculate the correction term for

this using a dynamic programming algorithm. In Fig. 2
we simulate the growth of the metric along the correct path
and wrong paths at a distortiod from the true path. The
behavior of the new metric is compared to that of the Fano
"Metric where the increment is de ned to be [3]:

=arg 2nsmrgD)D(Q iP ) (15)

Eqn. (13) arises from (12) because theSgtD) is closed and
convex, and using Theorem 12.6.1 in [2]. Eqn. (14) is fro
the positivity of KL divergence [2] and sindél ( ~jj 0)

H(™] 0)] > 0 since the s are marginals ofs . F =109, [Pyjx (nijxi )]l log, Py, (yi) R (16)
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Fig. 3.  Comparison of running times of optimal Viterbi demay and Fig. 4. Running times and error rates for sequential degpdindifferent
sequential decoding for different sensor elds of view rates forc = 15

Fig. 2 shows the important difference between the new met-
ric and the Fano metric. Even when we proceed along an
erroneous path that is at a distortién away from the true

path, the Fano metric continues to increase. This is because

Error Rate

the Fano metric was derived assuming that if a path diverges e ———

from the true path at any point, the bits of the two codewords wl 7S 7 worderorte v Fano e

will be independent from that point onwards. While this is [ semmenmomee
approximately true for strong convolutional codes withrgkar R N

memory, where the Fano metric has been used successfully, it

is not a gOOd assumption in sensor networks due to dependﬁ%tf’- Comparison of error rates of new metric and Fano médridifferent
L . . . tolerable distortions at rate 0.2 for= 15
distribution of codewords. Thus, if because of noise, the

decoder starts along one of these erroneous paths, it cdffid@9e scale sensing problems using the new metric. The
continue to explore it since the metric increases resulifng results of these simulations are shown in Fig. 4. This leads

errors in decoding. When the new metric is used, the metig t© an alternative to the conventional trade-off between
for the wrong path at distortio® decreases after the errorCOMputational complexity and accuracy of detection, where

while the metric of the correct path is still increasing,ifigng  this trade-off can be altered by collecting additional sens
the properties previously derived. Thus we expect that éve nmeasurements, leading to algorithms that are both accamalte

metric would perform better than the Fano metric when uségmputationally ef cient. Finally we compare the perfomea
in a sequential decoder. of sequential decoding when the new metric is used and when

The optimal decoding strategy in this sensor network afi Fano metric is used as a function of the tolerable distort

plication is Viterbi decoding. The computational comptgxi iz ;g'viéTgﬁ dF\?vgocg]negéCe?r?;fitr;Otea:?gronggrtwlgi;hril?(lit(\j\:(t)l:)sne
of Viterbi decoding increases exponentially in the sizehaf t y way P '

sensor eld of viewc. However the computational complexity
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