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Motivations for Dynamic
Interoperability

o Challenges
— Dynamic Environment
— Transitory Execution Environment for Agent applications

— Undependable Infrastructure
o Systems
* Networks/Connectivity
o Services

e Goals

— Automatic / Self Configuring Agents and Infrastructure
— Fault Tolerance and Dynamic Reconfiguration
— Scalability in Quantity, Loading and Dispersing into Groups or over WANS

(while still allowing systemsto “find” each other)
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The Many Faces of Interoperability

e Syntactic and Static via known Registries

— At the component Level
— At the connector Level
— At the Software Architecture Level

e Semantic and Dynamic (Agents)
— Agent/component Discovery over LANs and WANSs (Discovery Mechanisms)

— Ontological Understanding of Agent Behaviors (Ontologies, Languages, e.g.
DAML-S)

— Interacting in Meaningful Ways (Conversational Policies)
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MAS Infrastructure Reguirements

MAS Infrastructure

MAS Interoperation
Tranglation Services Interoperator Services

Individual Agent Infrastructure

| nter oper ation
Interoperation Modules

Capability to Agent M apping
Middle Agents, Ontologies

Capability to Agent Mapping
Middle Agent Components

Nameto L ocation Mapping
Agent Name Service

Name to L ocation Mapping
ANS Component

Security
Certificate Authority Cryptographic Service

Security
Security Module  Private/Public Keys

Performance Services
MAS Monitoring Reputation Services

Perfor mance Services
Performance Service Modules

Multi-Agent Management Services
Logging Activity Visualization Launching

M anagement Services
L ogging and Visualization Components

ACL Infrastructure
Public Ontology Protocol Servers

ACL Infrastructure

Parser, Private Ontology, Protocol Engine

Communications Infrastructure
Discovery Message Transfer

Communication Modules
Discovery Message Transfer Modules
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Agents with

Middle/Infrastructure Agents

Agent-Support Infrastructure

Dynamic Discovery
of Available
Infrastructure Services

Name Services /
White Pages
Agent Name Services

Point-to-Point
Communications
And Interactions

Capability Lookup Svc
Y ellow Pages
Matchmaker

Intelligent
Software Agent
Planner
Work
Flow Scheduler
Manager
Execution Monitor
Resource Discover Protocols
i Vocabulary
Resource Management :
Dialog

Peer-to-Peer
Communications
And Interactions

Capability Mediation
Broker Services
InterOperator Services

Communications

Community
Discovery and
Aggregation

Coalition Services

Natural Lang Proc

V oice/Speech/Vision
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MAS Discovery

MAS Infrastructure Individual Agent Infrastructure
MAS Interoperation | nter oper ation
Translation Services Interoperator Services Interoperation Modules
Capability to Agent M apping Capability to Agent Mapping
Middle Agents, Ontologies Middle Agent Components
Security Security
Certificate Authority Cryptographic Service Security Module  Private/Public Keys
Performance Services Performance Services
MAS Monitoring Reputation Services Performance Service Modules
Multi-Agent Management Services M anagement Services
Logging Activity Visualization Launching L ogging and Visualization Components
ACL Infrastructure ACL Infrastructure
Public Ontology Protocol Servers Parser, Private Ontology, Protocol Engine
Communications Infrastructure Communication Modules
Discovery Message Transfer Discovery Message Transfer Modules
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Discovery Mechanisms

o Agent Discovery:
— Static: apriori knowledge of agent’s | P address
— Dynamic Local: based on RMI or SSDP
— Dynamic Widearea: Retsina A2A

— Informed: Facilitated through Infrastructure/Middle Agents (e.g. ANS, JINI,
Matchmakers, Brokers)

« Discovery of Middle Agent Infrastructure

— Static: apriori knowledge of Middle Agent’s address (e.g. UDDI)
— Dynamic Local:

« RMI-based (e.g. INI/GRID)

o SSDP-based: Retsina ANS, Retsina Matchmakers and Brokers
— Dynamic Widearea: Retsina A2A
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Agent Name Servicev.2 (ANS)

The ANS is aname registration and lookup service to
facilitate communication among agent applications.

Agent 1 Agent 2
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Agent Communications

| want to
talk on the
network to
other agents

Agent 1

Copyright Katia

Now, |
need to find
other agents,
and let them
find me

Agent 1

——> ANS Client



ANS Client I nitialization

sear ch via SSDP discovery process

Agent 1

ANS Client

sapple
elemon
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ANS Client I nitialization

active serversreply that they are available

I’'m here

.
3) - S

Agent 1

ANS Client

sapple
elemon

Qpear
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ANS Client Operation

new servers announcethat they are alive

Agent 1

ANS Client

sapple
elemon

) pear
*hanana

ANS
Server
1 appl e"
(4) ANS
Server
1 pear”
H ey ANS
Everyone Server
| just came| banand’
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ANS Client Operation

entriesare“pruned” if they are
unreachable

To: ANS
apple Server

-

“apple’

— To:
Agent 1 X lemon ANS
2 To Server
; “pear”
o =
*apple ANS
slernorn To: Sarver
epear 1‘Ii.tmmma “hanana’
*pbanana | |
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ANS Client/Server Operation
Agent Registration with Server

Agent 1

ANS Client

“Pusn”

Push
To: ANS to
apple Server ‘pear
1 appl e”
Push to ANS
banana Server
1 pear”
ANS
Server
“bananad”’
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ANS Client/Server Operation
Agent Lookup with Server

ANS

Forwar ding
Servers
Server

To:
oo | )™
“apple’ '
‘ Check
with

Group
Copyridhl@@léﬂpaian Local Cache Partmers




Branching Natur e of
Extended ANS L ookup

Agent eDj - i
g Primary ANS O Dls_covery Group-Partners provide
scaling and fault tolerance

[ eHierarchy Partners alow linking
Primary’s &
discoverw
partners 9

different organizational groups
O

Discovered

partners of &
other servers 0
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DAML-S: Interoperability L anquage

MAS Infrastructure

Individual Agent Infrastructure

MAS Interoperation
Tranglation Services Interoperator Services

| nter oper ation
Interoperation Modules

Capability to Agent M apping
Middle Agents, Ontologies

Capability to Agent Mapping
Middle Agent Components

Nameto L ocation Mapping
Agent Name Service

Name to L ocation Mapping
ANS Component

Security
Certificate Authority Cryptographic Service

Security
Security Module  Private/Public Keys

Performance Services
MAS Monitoring Reputation Services

Perfor mance Services
Performance Service Modules

Multi-Agent Management Services
Logging Activity Visualization Launching

M anagement Services
L ogging and Visualization Components

ACL Infrastructure
Public Ontology Protocol Servers

ACL Infrastructure

Parser, Private Ontology, Protocol Engine

Communications Infrastructure
Discovery Message Transfer

Communication Modules
Discovery Message Transfer Modules
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Agent Discovery

By capability advertisement and Reguest
through Middle Agents

Copyright Katia Sycara
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Service Transaction

* Providers and requesters interact with each other directly

— anegotiation phase to find out service parameters and preferences
(if not taken into account in the locating phase)

— delegation of service

* Providers and requesters interact through middle agents
— middle agent finds provider and delegates
— hybrid protocols

* Reasonsfor interacting through middle agents
— privacy issues (anonymization of requesters and providers)

— trust issues (enforcement of honesty; not necessarily keep
anonymity of principals); e.g. NetBill
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M atchmaker

Request for service

<

Unsorted full description

of (PP, ..., P) Advertisement

of capabilities

Provi@...
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Delegation of service

Results of
service reguest




Classified Ads

(RL,R,, ..., R
contact info.

Advertisement
J| | of capabilities

Offer of service Provider
S of :
V!elegatlon of service Srovider D selects

Service results
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Facilitator
Combines Agent Location and Transaction Phases

Request for servicetpref.

Results of service

Advertisement

_ . of capabilities
Delegation Service + para.

of service result
v
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Discovery Over the Internet

e Problem:
How to quickly and broadly implement a
solution to allow discovery and lookup
communication between widely dispersed
systems...

« Our Solution:
P1ggy-back on top of an existing non-
proprietary and popular (widely utilized)
communications framework that provides
global connectivity - Gnutélla.
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Wide-Area Discovery, Affinity, and
Community Aggregation

Gnutella Peer-to-Peer (P2P) networks provide random connectivity to
alarge range of other systems over awide-area: the Internet.

Agent-to-Agent (A2A) adds task identifiers to messages, these are
used to classify hosts into specific communities of specific interests.

A2A prefers connectivity partners that share the same interests. This
affinity causes congregations of Agentsin P2P networks to be
formed.

A2A attempts to maintain certain levels of connectivity to related
Agents, and to hosts that have higher confidence/probability of
providing needed information (either directly, or through their peers.)

A2A reduces random P2P connectivity, in favor of these links with
higher probability for satisfying directed or background discovery

and lookup processes.
Copyright Katia Sycara 25



A2A Agent Architecture

A Task object identifies the
A2A community that the
Agent will interact with.

A Question object is created
when an Agent asks a
ﬁuestion to the Task object .

 An Answer object is an
individual response
ssociated with the specific
buestion.

{4 et e
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Gnutella Peer-to-Peer (P2P) and
CMU'’s Agent-to-Agent (A2A)

I

I

\V/\ \y/\
= /

| T |

[ - |

Random Connectivity Connectivity to Interest Groups:
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Agent Languages and Ontologies

Formal Languages that have well defined
syntax and Semantics

e To be used both as languages for Web page
markup (semantic Web), and

e Asagent communication content languages
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Semantic Markup for Internet Pages

« HTML 1s markup for making
pages viewable by humans

« XML has more rigorous
syntax and allows semantics
by agreement

e« DAML i1s XML+semantics
(provided by RDF)
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Ontological Reasoning in RDF

type type type

range

domain | OwWNns

Type constraint violation: The range of ownsis Fish.

OR Thereisnoinconsistency: Wandaisafish!  Mermaid?
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Engineering

equival entTFo

Arts & Sciences

Cardinality constraint violation: George can’t have two majors

OR Thereisno inconsistency: Engineering = Arts & Sciences
Copyright Katla Sycara 31



Consequences of Semantic Markup

e Semantic markup allowsthe
Web to be used as avast
knowledge base

o Semantic markup facilitates
distributed inference

o Semantic markup allows
pages to be viewed as
“services’

Copyright Katia Sycara 32



Industry Effortsin Web-Based Services

 UDDI (Universal Description, Discovery and
|ntegration)

« WSDL (Web Service Description language)
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DAML-S. A DARPA Agent Markup
L anguage for Services

« DAML-SODbjectives:

Provide an upper ontology for describing properties of agents &
(Web) services in a semantically meaningful, computer
Interpretable markup language.

 Al-inspired markup language:
— tallored to the representational needs of Services
— expressive power
— well-defined semantics
— Supports interoperation

e Release of DAML-S version 0.5 June,2001
— http://www.daml,qQf gfssry ces/ 2



Automation Enabled by DAML-S

Web service discovery
Find me a shipping service that transports goods to Somalia
Web service selection and execution
Buy me 500 |bs. rice from www.acmemoo.com
Web service composition
Arrange food for 100 people for 2 weeks in Somalia.
Web service execution monitoring
Has the rice been ordered and paid for yet?
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Upper Ontology of Services

ServiceProfile }

sup?
ServiceGrounding J
ServiceModel }

Copyright Katia Sycara
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DAML-S Service Profile

» High-level description of a service and its provider
— description of service (human readable)
— gspecification of functionalities service provides
— functional attributes (reguirements and capabilities)

* Profile used for
— populating service registries
— automated service discovery via middle agents
— matchmaking

Copyright Katia Sycara 37



DAML-S Service Modé

Service Model may be used to

1) to perform amore in-depth analysis of whether the service
meets arequester’ s needs,

2) to compose service descriptions from multiple servicesto
perform a specific task;

3) during the course of the service enactment, to coordinate the
activities of the different participants,

4) to monitor the execution of the service.
For non-trivial services, the first two tasks require a

model of action and process, the last two involve, in
addition, an execution mode.
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Process M odel

 Subclass of ServiceModel and composed of:

— process, which describes a service in terms of its
actions

— process control model to allow agents to monitor
execution of a service request

 Thetop level classis Process

— Subclass of Process is CompositeProcess

— Properties of Process are: parameter, input, output,
participant, precondition, effect
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Composite Process

e CompositeProcess has an additional property

— components, to indicate ordering and conditional
execution of processes

» Subclasses of CompositeProcess are:

— Sequence: list of processes to be executed in order
— Split: bag of subprocesses to be executed concurrently

— Unordered: bag of processes executed in any order; all of
them must be executed

— Split+Join: concurrent execution of a bag of sub-processes
with some partial synchronization
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Composite Process (cont)

o Subclasses of CompositeProcess are:

— Choice: acomposite process with additional properties
*chosen” and “ chooseFrom” —these are useful in specifying
new subclasses, such as “choose at least n from m’

— Condition: composite process with an output proerty
(conditionValue) that has a binary range. Useful for specifying
test actions

— If-Then-Else: composite process with intended semantics
“Test If-condition; if True do Then, If False do Else”

— |terate: composite process whose next process property has
the same value as current process.

— Repeat-Until: subclass of If-Then-Else class
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DAML-S:

=

Service Gmmding

Supporting a
Service Grounding

e Service Process

— Provides a specification of
service access Information.

e Specifies:
— communication protocaols,

transport mechanisms at
varying levels etc.

— E.g., SOAP, HTTP forms,
KQML, OAA ACL, Java
RMI, RPC, etc.
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Current Status of DAML-S
e |nitial version of DAML-Son

e |ntended for review and comment from the DAML
community

e To be added later
— Semanticsfor DAML-S: DAML-Sisdefined in
DAML+OIL and inherits its semantics. Semantics for
DAML-Swill also be produced

— Service Grounding Ontology

— Process Control Ontology to support service execution
monitoring

— Conversational Protocols: current definitions are limited in
specifying messages to be exchanged between service

participants in carrying out a service
Copyright Katia Sycara 43



RETSINA - REusable Task-based System of

Intelligent Network Agents

o Adaptive, sdf-configuring collection of distributed heterogeneous
autonomous agents that interact with humans and each other over
WANS in real-time in a dynamic environment:

find each other through discovery in open environments where network
connections, information sources and agents can unpredictably appear and

disappear

access, filter, aggregate and distribute information

integrate information management and decision support

interleave planning, information management, execution and monitoring

anticipate and satisfy human information processing and problem solving
notify users and each other about significant changes in the environment

discover and interoperate semantically

adapt to user, task and situation

include “ agentified” legacy systems
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RETSINA Functional Organization

User 1 User 2 User u

Goal and Task
Specifications Results

Tasks Solutions

Info & Service
Requests

Information Integration

Conflict Resolution Replies

MiddleAgent 2

Info Agent n

Answers

Advertisements

Info Agent 1



Some RETSINA Applications

Aiding Human Teams in joint mission planning (using
ModSAF as a simulated battlefield)

Robot teams for de-mining
Team Rescue Scenario (NEO)

Agent-based “on the move’ collaboration on mobile
devices

Agent-aided aircraft maintenance
Agent-based financial portfolio management

E-commerce in wholesale markets (agent-based auctions
and negotiation)

Agent-based Supply Chain Management
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RETSINA Agent Architecture

Control Knowled ge
Objectives| | Task Structures Schedule Current DumiD egis)
Actions and
Beliefs
Database
_-...
‘ Input'Qutput Message Queue |
i il s Execution
[ Communication PI“EC) Scheduler
B
KQML .‘{\ =
Messages .‘-’(.
to & from O ®  Control Flow
otlrer agents .¢< | o Dita Flow
[ 47
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Distributed Agents Supporting Different
Functions

Multilevel fused
intelligence reports

Information
Agent

i

.ff

Information
Agent

Information &
Agent
Middle
%ﬁion Agent

sk PSA

Agent

Information Information
Information 1 Agent
Agent

Middle
Agent

Information
Agent

/ Fused Data
from different
Battlefield

regions

Reconnaissance
Data

Information
Agent
’ Agent

Information / \
Agent

%‘ istics

(Task)

¢

Customized
Views for
Different Roles
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Anytime Anywhere Agents

be?
49

T Jim wants to inform
R,‘V}f?[;\‘”‘ / Brad that the briefing
;L:‘/\l//—/:/ is to be held at the
i TIC (Technology

V\\ Integration Center).

As Jim tells Brad
about the briefing, a
map showing the :
location of the TIC /‘
automatically appears

on Brad’s laptop or

nearby graphical
device.

@l

Personal
Agent

The RETSINA People
matcher locates
Brad’s Personal Agent
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RETSINA Agent Visualization T

RETSINA-DemoDisplay ”
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Alr-Force Aircraft Maintenance -
Current Situation

Aircreft (e.g. F-15) arrive a maintenance airbase

Periodical maintenance must be completed in 60 days (varies for different
aircraft types)

M echanics inspect aircraft. For a discrepancy:

— If repair method is unknown to mechanic:
» Consults: experienced mechanics, manuals. Else,
A 202aformisfilled (by hand). Sent to experts
* Reply (202b) includes repair instructions

Mechanic repairs and files areport (and the 202)
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Alircraft Maintenance
Agent Organization

sent to
mechanic . ;
Engmeelj B’s mecharnic
workstation
Requesf,
;? T’Fa_ﬂt Request
" on ; rel evant rel evant
repaus manual historical

pages repairs



Form 202A

foe s | | D/afs/csiusr/gitars/data/datal/A/Wed-f
To: LFIES From: LFPB |0 Cl/alsicsiusr/gitarsidata/datal/A/Wed-F
- Date: Feb. B, 1995 ControlNo: LFPLP85002B . |o C/afs/cs/usr/gitars/data/datal/A/Wed-F
 Noun: Eng Mount Support  PartNo: B8A332028-2008  |© Elj::: ;{;’Czusrig:igr:gizgﬂ:a:;me:'
; G - ; e i o csfustigitar ata ed-f
: rpaﬂ:éiﬂ?tpckﬂo. ey ferlll'l:l lf:lo. fgngiBoou T - |o Ciafslesiustigitars/data/datat/A/Wed-f
et i °M..°' S TSRS o [Cl/afsfestusr/gitars/data/datal/A/Wed-F
WorkStoppage:  Yes Initiator: HNorwood |0 Clrafsfesiusrigitars/data/datal/A/Wed
 PhoneNo: 562z NotifiedTCM: i  |e Dl/afsicsiusr/gitars/data/data1/A/Wed

- OrganicallyCaused: No MaintenancePlanne @ (1Deficiency

Ethes e _ ! <

5Memo Fields - - % in?.:zrsnlng

: Deﬂciency |0 CA/afslcsiusi/gitarsidata/datal/A/Wed-F

Search Results

© [C]/afs/cs/usr/gitars/data/datal/AlWed-f
o [J/afsicsfusr/gitars/data/datal/a/Wed-F

; Eng mount support on K/S has holes
| not clean Holes

out of tolerance, which first over size will
sizes are as follow (95021) 37 3B 39 40 41 42 43 2599 2680

o [C/afs/csiusi/gitars/data/datal/A/Wed

:{__16_11_-2515 ZEID .3682 . 3554

Recommendation;

o [C/afs/csfusr/gitars/data/datal/A/Wed

Need Eng. Assistance

. |o Cltafsicsiustigitarsidataldatal/A/Wed
 |e Clrafsicsiusiigitarsidata/datal/a/Wed-F
© [T Deficiency
[ holes

Query

Get agent query recommendation

Keywords

Retrieve previous repair histories F

d, deep., spot, face, depths, .060, -, .080,, .035, -, .045,, skin|

&, rt, inbd, stringers, incoming, outboard, lug, holes, back,, spot, fa

Retrieve relevant manual pages

Communications

Form History Agent

Manuals Agent

p—

(OPENING COMMUNICATIONS WITH FORMHISTORYAGENT

keys" "(It, &, rt, inbd, stringers, incoming, outhoard, lug, holes, ba
, spot, faced, deep,, spot, face, depths, 060, -, .080, .035, -, .045,
)

WAITING FOR RESPONSE...
FORMS FOUND:22
{fafs/cs/usrigitars/data/datal/A/Wed-Feb-16-16-35-12-EST-1
938.html={Deficiency={outhoard= 1}}, /afs/cs/usr/gitars/data/datal/
AfWed-Feb-18-11-27-27-EST-18988.htmi={Deficiency={inbd=3

IOPENING COMMUNICATIONS WITH MANUALSAGENT

VALID SEARCH WORDS: 0

VALID SEARCH WORDS: 1

(objectwe :name "getinformation” :parameters (listof {pval "primary- k£

s "(skin)")))

.
I
I
|
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Matching News Arficles for NSCP

® [1] **¥*5ilicon Graphics/Sun/Netsmpe To Merge Web Tedinolomes 12705700 [TueDec 5 160041 1585]

® [2] Netsmpe Stock Surges on Javascipt Plans [Tue Dec 5 1800:16 1995]

& [3] Sun Micresystems Unit To Offer Metzmpe Pdts »5UNW MNECP [Wed Dec £ 08:31:13 1905]

# [4] *Srmth Bamn ey Starts Metsmpe Communications At el =MSCP [Thu Dec 7 08:55:358 1855]
® [5] Smith Barmey-Internet Stles -2 Initiates & Cos =AMEE NSCP [Thu Dee 7 05:23.22 1555]

® [G] CA Announces Internet Product s Partnership With Metscape 12/07/95 [Thu Dec 7 16:00:35 1825]

8 [7] Netscape Cther Internet shares Pressured [Fri Dec & 15:00:20 1995]

& [5] Metzcape wows ''dog-—fight" vs Microsoft [Fn Dec 8 15:00:32 1905]

# [O] Netscape, other Internet shares pressured [Fri Diec & 1680008 15E5]

® [L0] Metscape Vows "Dog—Fight" vs Micresoft [Fri Dec 5 18:20:26 1995]
# [11] Metscape Gives 2 §1,000 Apiece [Fri Dec § 20:30:24 1855]

® [17] Metgcape, Other [nternet Shares Pressured [3af Dec B 07:50:17 1065]

# [13] Hot Stocks In Barren's: CPO) TRCC ITW NSCP MSFT IEM T [Mon Dec 11 10:17:31 1895]

® [14] H-P, Microsoft, Netscape Sion Pact To Develop Web Standards [Tue Dec 12 06:05:22 1995]

# [15] ****HP Teams With MNetscape & Microsoft Cn Internet Printing 12/12 /85 [Wed Dec 13 14:20:32 1985]
8 [15] ****]Netscape Creates Java Conference 12720495 [Wed Dec 200 15:11:05 1955]

® [17] Warldwiew Sya To Use MNetamape Softwmre To Create Travel Swe [Thu Dee 21 11:33:43 1805]

Written by the Stods Display Agent, Bri Dec 22 17:03:01 1885
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Coalition Formation for Volume
Discounts

Matchmaker

Information
Agent




Conclusions

Agent Technology is key to important aspects of
Interoperability
Provide completed specification of DAML-S

Provide algorithms for matchmaking and service
composition for DAML-S

Applications built using A2A discovery and interaction

Experimental investigation of A2A scheme regarding
scalability, reachability, network congestion and
Security
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